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Abstract

In this paper, we show how the method introduced by Gaudry, Hess and Smart can be
extended to a family of algebraic curves using Artin-Schreier extensions. This family also extends
the number of hyperelliptic curves in characteristic 2 vulnarable to the Weil decent attack
obtained by Galbraith. We also show that the genus of the resulting curve will be one of two
easily computable values.

1 Introduction

Given a curve C defined over a field K, the Weil descent attack consists in finding a curve C defined
over a subfield k£ of K and a map ® from Jac(C)(K) to Jac(C)(k) with a relatively small kernel.
If [ker(®)[ is small, then the discrete log problem on Jac(C)(K) can only be as difficult as the

discrete log on Jac(C') (k).

In this paper, we show how the attack first described by Gaudry, Hess and Smart ([11]) for
elliptic curves in characteristic 2 (and implemented by Jacobson, Menezes and Stein in [13]), and
its extension to hyperelliptic curves in characteristic 2 by Galbraith ([5]), can be extended to
a family of Artin-Schreier curves. We also improve the bound on the genus of C' obtained by
Galbraith.

For a fixed characteristic, if the genus § of C is not too large, the discrete log problem on
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Jac(C)(k) will then run in O (§5q2_ﬁ+6> bit operations instead of the O (g5q2n_m+€) bit

operations that would be needed to attack the discrete log directly on Jac(C)(K) (or O(g?q9™/>*+€)
for genus 1 or 2) (see [10] and [21]). This has the effect of decreasing the security of some curves
over the field K that may otherwise appear secure enough for cryptographic applications.

In this paper, we show that given a characteristic p Artin-Schreier curve of genus g defined over
a field K by an equation of the form

YP — h(X)P7YY = f(X) + (aX + B)h(X)P

(and some extra conditions), we can find a curve C defined over the subfield k of K by an equation
of the form

g7 = (&)~ = f(2)
(see Lemma 14 and Corollary 15 for a more detailed decription of the equation of C') of genus

g=gp" ' —(p—1) or gp™!



(Theorem 10), where

m = dimg, (spanm,{< UO?Q) )( Ulia) ) < a”‘ll(a) >}>

(Corollary 7). We also have an easily computable map from the ideal class group of C' to the ideal
class group of C.

This paper is divided as follows. The curves considered here are described in detail in section 2.
Section 3 gives some details on Artin-Schreier extensions. In section 4, we construct the function
field F' of a curve isomorphic to a subvariety of the Weil restriction of scalars of C' over k and we
compute its genus in section 5. Sections 6 and 7 deal with obtaining the curve C’ defined over k.
The algorithm is laid out in section 8. Finally, more details are given about characteristic 2 curves
in section 9 and some examples are given in section 11.

2 Setup

Let p be a prime and ¢ = p!. Let K = Fyn be a field of characteristic p with n > 1 and k& = [F, be
its subfield of order q. Let C' be a curve of genus g defined over K by

YP — h(X)PT'Y = f(X) + (aX + B)h(X)P
where f(X),h(X) € K[X] are defined over k and f(X) is such that
ged(deg(f),p) =1 and C' is nonsingular. (1)

We will also assume that 5 € K, a € K \ k and one of the following conditions holds:

Trgyr,(8) =0 @)
gcd(#{x_(la),a— 1) =1
where min, (o) is the polynomial in o (the Frobenius of K over k) in Fj,[o] of minimal degree such
that 0 —1 divides min, (o) and min, (o) applied to « gives 0. Althought the second part of condition
2 may seem strange, it will hold in most cases. In particular, it holds for every o € K \ k when n is
coprime with p. The conditions in 2 enable us to make a key Galois-theoretic construction, namely
the extension of the Frobenius to certain function fields.

Remarks:

1. The Weil descent attack was originally studied by Gaudry, Hess and Smart [11] in the case
of elliptic curves in characteristic 2.

2. The case deg(h) < 1 in characteristic 2 has been studied in the hyperelliptic curves case by
Galbraith [5]. In that paper, Galbraith gives a weaker result then the one presented here,
with only an upper bound for the genus of the algebraic restriction.

3. This method also works if the curve C is singular. However, curves considered for cryptogra-
phy are assumed to be nonsingular to avoid weaknesses inherent to the Jacobian of singular
curves.



4. We note that the curve C is isomorphic to a curve C’ given by
7P — W(X)P'Z = fi(X)h(X) + (aX + B)h(X)P

where hi(X) is the largest squarefree factor of A(X) and ged(f1(X),h(X)) = 1.

3 Artin-Schreier Extensions

We will use o to denote the Frobenius automorphism of K/k. That is,
o(w) =w! =uwP
for every w € K. We also set
P(z) =2 —=z

for the Artin-Schreier operator. Also, for any f(t) € F,[t] (f(t) = Y, dit"), where ¢ is an operator
on K, the operator
x:Fplt) x K — K

will act as

ft) xw= Z dit' (w).
i
Lemma 1: Let w € K. Given any linear combination of the form
n—1 ) n—1
Z ciot(w) = over F), with Z ¢ =0,
i=0 i=0

there exists v € Fp(w) C K such that P(v) =vP —v = 7.
Proof: This a generalization to characteristic p of the proof of lemma 5 in [11]. The following is
an outline of the argument:

Let f(t) € Fp[t] be defined as

then v = f(0) *w and f(0)* 1 = 0. If we set p to act on K as p(w) = wP, then f(o) = f(p') and
f(P)*1 = f(o)*1=0,s0 p—1divides f(p') (since 1 is fixed under p) and we can define v € F,(w)

()
Then
wW—v = (p—1)xv
()
= flp)xw
= flo)xw
= 7



which gives the desired result. Q.E.D.

Proposition 2: For every additive subgroup A C K with P(K) C A C K, there is a field L =
K (P_l(A)) obtained by adjoining all roots of all polynomials zP — z — d for d € A. The map
A—~L=K (Pfl(A)) defines a one-to-one correspondance between additive groups A and abelian
extensions L/K of exponent p.

Proof: This is Kummer theory, see [17] theorem 3.3, page 279 for more details.

3.1 Genus

Proposition 3: Let L/K be a rational algebraic function field of characteristic p > 0. Suppose
that w € L is an element such that w ¢ P(L) (i.e. P(z) # w for every z € L). Let F = 1L(6) with
0P — 0 = w. For a place P € Py, we define the integer rp by

i rif there is an element z € L such that vp(w — (2P — 2)) = —r <0
P70 =1 ifvp(w — (2P —2)) >0 forall z € L

If at least one place Q) € P1, satisfies rg > 0, then K is algebraically closed in F and

—1
gzp—2 —2+4 Y (rp+1)deg P
PePy,

where g is the genus of F/K.
Proof:  This is the Hurwitz genus formula applied to curves in Artin-Schreier form. See [20]
proposition II1.7.8, page 115 for more details.

Note that the curve C' is isomorphic to the curve

f(X)
h(X)P

Co: 2P —Z=aX+p+

(setting Z = Yh(X) and dividing the resulting equation by h(X)P). Since Cj is in Artin-Schreier
form, we can apply Proposition 3. The first part of (1) insures that

Voo (aX + B+ }{(%)p — (2P — z)> = —max{deg(f) — pdeg(h),1}

for every z € K(X). The second part of (1) insures that for any place P over h(X),

or (ax 14 290 ) <o

4 Varieties

Let {¥y,...¥,,_1} be a basis of K over k with Z;':ol P, =1. Let

n—1 n—1 n—1 n—1
X = szqu N Y = Zyiqji N o = Zai\I/i and ,3 = Z bi\I/Z‘
1=0 =0 =0 1=0
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where a;,b; € k and x;, y; are variables over k. Substituting X,Y, a and § in the equation of C, we
get

n—1
Z Gi(l’o,l'l, <oy Tp—1,Y0,Y15 - -, y’n—l)\Ili =0
i=0
where the G;’s are polynomials in k[zg, Z1,...,ZTn—1,%0,Y1,---,Yn—1]. We also extend o to the ring

klxo, 1, ..., Tn—1,Y0,Y1,---,Yn—1) such that it applies trivially. We define A to be the variety over
k obtained from the curve C' by

Go(To, 715+, Tn-1,Y0, Y15+, Yn-1) = 0 o(rg) = mo o(yo) = o
A Gl(x():xlv-"7xn—17y07y17'"7yn—1) =0 0'((I,'1) = 1 U(yl) C
Gn—l(x07x17'"7xn—17y07y17"'7y’n—1) - 0 U(xn—l) - ‘T’I’L—l U(yn—l) = y?’l—l'

A is the Weil restriction of scalars of C to k.

Lemma 4: Variety A (over k) is birationally equivalent to variety B over K defined by

vof —wvo = aouo + o + ;{(SZ)O)L o(u) = w o(vg) = v
v —v = aqun+ B+ A ow) = w  o(v) = w
B:
Up2P —vp2 = apoup 2+ Br2+ ,ﬁ%:‘:;ﬂ 0(Un—2) = Up-1 0(Up_2) = Vp_1
[ Un—1P —vn-1 = ap_1Up—1+ Bp1 + ,f(%n"j)p o(up-1) = up  o(vp-1) = o

with o; = o(a) and B; = o' ().
Proof: First note that B is birationally equivalent to the variety B’ given by

woP — h(up)P two = f(ug) + (aouo + Bo)h(ug)?
w1? — h(u1)Pwy = f(ur) + (crug + Br)h(ur)?
wn—lp - h(un—l)p_lwn—l : f(un—l) + (an—lun—l + ﬁn—l)h(un—l)p
B : o(ug) = w o(wg) = w
a(ul) = U9 a(wl) = W3
U(Un72) = Up-1 O-(wn72) = Wnp-1
J(un_l) = U U(’U}n_l) = wyo

where w; = h(u;)v; (since o(w;) = o(h(u;)v;) = h(o(u;))o(v;)).

Let T be the linear transformation
T:E"—=V

(where V' is a subspace of K™ isomorphic to K) given by the matrix
T= (Uz(‘ljj))ogi,jgnfl .

This is invertible since {Vo, ¥1,...,¥,_1} is a basis of K/k. We extend T to act trivially on
Ty L1y---yTp—1 and Yo, Y1,- -5 Yn—1-



Let ug = X and wg =Y. Then

Zo uo Yo wo
x1 Uy 1 w1
T . = ) and T ) =
Tn—1 Un—1 Yn—1 Wn—1
since ‘ ' ‘ ' ‘
u; = o'(ug) = o"(X) = xg0" (Vo) + z10" (V1) + ... + 10 (V1)
and

w; = o' (wo) = (V) = 5o’ (¥o) + 110 (¥1) + ... + Y10 (V,_1).

Since T is invertible , it will suffice to show that T applied to the equations of A gives the equations
of B'. We have

' (Y? — h(X)P7Y — f(X) — (aX + B)WX)P) = w — h(u;)P " w; — f(ui) — (i + Bi)h(u;)?

and
n—1
Y? — h<X)p_1Y - f(X) - (OéX + ﬁ)h(X)p = Z Gi(.TO, L1y sy Tn—1,Y0,Y1,--- 7yn—1)\:[ji
=0
hence
Go(20, 1, Tn—1,%0, Y1, -+ Yn—1)
Gl(.’lf(),flfl, ey Ip—1,Y0,Y15 - - - 7yn—1)
T .
Gn-1(20, 21, -, Tn—1,Y0, Y15+ - - s Yn—1)
Z;L;(} Gj(x07x1a <y In—1,Y0,Y15- - - yn—l)UO(‘I’j)
. Z?:_(} Gj(x07331a sy In—1,Y0,Y15- -+ ynfl)o-l(\llj)
L Z;L:_Ol Gj(.%'(], Lly---yTn—1,Y0,Y15--- aynfl)o—nil(q/j)
00 Z?:_Ol Gj(x(),xl? ey In—1,Y0,Y15- -+ ynfl)\P]
_ Ul Z;’L;(}Gj(xO)xlw"al‘n—lvy()aylw"ayn—l)\llj
i O.n—l (Z?:_Ol Gj(x(), Tlyee-yTn—1,Y0,Y1,--- 7yn—1)\11j> |
[ woP — h(ug)?~ wo — f(uo) — (aouo + Bo)h(uo)?
B w1 — h(u)P~twy — f(ur) — (qug + Br)h(ug)P
L Wp—1P — h(unfl)p_lwnfl - f(unfl) - (anflunfl + ﬁnfl)h(unfl)p
Q.E.D.
We remove the conditions o(u;) = wit1, o(v;) = vit1 (1 € {0,1,...,n —2}), o(up—1) = ug and

0(Up—1) = vo in variety B (i.e. we make the u;’s independent from each other and the v;’s also



independent from each other) to get variety C defined by

v —vg = agug+ By + ,{((QZ)O)),,

C ) ’Ulp — U1 = oOlux + Bl + }Zc((uull))p
p_ - Sflun—1)
Un—1 Up—1 = Qp-1Up—1+ Pp-1+ A(tn_1)P

We then intersect C with the n hyperplanes u; = x to get the variety D given by

v —vo = aor+ Fo+ hf((xx))p

_ f(=@)

. v — — arx + B+ h(z)P
Up—1? —vp—1 = ap_17+ /Bn—l + ;f((;))p

which is a curve over K

Lemma 5: Let F; be the splitting field over K(z) of the equation

x
v —v; = o+ G + f{((q;))p
fori=0,1,....,n—1ie F;=K(z)(v;) with v; a root of the equation above. If F = FyFy --- F,_1
is their compositum, then [F : K(x)] = p™ for some m € N and D has function field isomorphic to
F.

Proof: This is a generalization to characteristic p of the proof of lemma 3 in [11]. The following is
an outline of the argument:

There is no ambiguity in forming F' since every extension F;/K (x) has prime degree p, hence F’
is Galois over K (z). Then there exists a minimal subset {v;;,%s,,...,0;,, } of the T;’s such that
F =F,F, --F;, . Let I be the kernel of the homomorphism

(P:K[.’IJ,’UO,Ul,...,Un_l] —>K[$U,’l)_(),’l)_1,...,'l}n_1] =F.

Then I is a prime ideal of dimension one (since F' has transcendence degree one over K) generated
by {z,7g,71,...,Up—1}. I contains the left hand sides of the equations defining D by construction
of F'. Then I defines an irreducible component of D having function field isomorphic to F. Q.E.D.

Lemma 6: Let m be as in Lemma 5. Then m = dimg, (Ag/(Ag N P(K(:E)))) with

AO = SpanIFp{U_Op — o, Wp —V1,... ,Unflp - Unfl}

and F = FyFy - -- F,,_1 with F; as in Lemma 5.
Proof: Let A = Ag + P(K(z)). Then A/P(K(x)) = Ao/(AgNP(K(z))). From Proposition 2,

we have F' = K (z)(P~1(A)) = K(z)(P~1(Ag)) and m = dimp, (A/P(K(w))) which gives us the



result for m. To obtain F' = FyF} - -- Fj;,_1, suppose that v;# — v is a linear combination over I,
of the previous j — 1 terms, i.e.

j—1
vt =T =) cilw’ )
1=0

with the ¢;’s in F,,. By applying o we get

T U = oW - T)
j—1
- o (Lot -m)
=0
j—1

= ¢i (Ui + Uig1)

S
I
= O

I
(]

j—1
ci—1(U" — 1) + ¢j—1 Z ci(v? —17)
i=0

S oo
=

= di (i —v;)

=1

with dy = ¢j_1co and d; = ¢;—1 + ¢j1c; for i € {1,2,...,j — 1}, i.e. the j+ 1*" term is a linear
combinations of the first j terms and by induction so are all remaining terms. Then F is obtained
by adjoining to K the roots of m consecutive equations in D. Q.E.D.

Remark: Up to this point, all results hold even if the coefficients of f(X) and h(X) are not in k.
From now on, the results require that f(X) and h(X) have their coefficients in k.

Corollary 7: For m as in Lemma 5, we have

o= =i, (s, {( 2)- () (Wl )])

and K is the exact constant field of F.
Proof: From Lemma 6, Ag C K(z) is

Do = spang, {50 T, 77 ~ T, Tt — Ty
- f(z) f(z) f(@)
= Spaanp{OéofU + Bo + h(gg)p,aﬂﬁ + 51+ WP’ y Q1T + Bp—1 + ) (-
To each function fa)
T
a;x + B + h(z)? € K(z)
we associate the vector
(07}
0; € K3.
1



It is then clear that

Qo ] Qn—1
Ao = spang, Bo || B |seoos| Bnaa
1 1 1

Since applying P to any non-constant function in K (z) with 2" as highest power of x would give
terms in 2P, in particular in 2", we have Ag N P(K(x)) = Ao NP(K) (r > 1 and ged(r,p) = 1
from condition 1). Let u € AgN K, then

= /() - /(@)
u:Zci (aix—l—ﬁi—i-h(x)p) with chiai:Oand WZQZO
=0 =0 =0
(since u € K), which gives
j—1 j—1
u = ZCMBZ with Zci =0
i=0 i=0

and by Lemma 1, u € P(K). Then AgN K = AgNP(K) and we get
Ao/(AoNP(K(z) = Ao/(AoNK)
(%)) a1 Qn—1
e () (5) ("))

Proposition 2 gives us that F' = K(x)(P~1(A)), so to get that K is the exact constant field of F,
we must show that AN K C P(K). But we have already shown that Ag N K = AgNP(K), so

1

ANK=(A+PEKE)NK=(ANK)+ (P(K)NK)=(ANPK))+P(K)=P(K)
hence K is algebraically closed in F'. Q.E.D.

If we define the monic polynomial min, (o) by

m m—1
ming (o) = Z cio' = o™+ Z cio’ (3)
=0 =0

then min, (o) is the monic polynomial in ¢ of minimal degree which is divisible by ¢ — 1 (since
ming (o) * 1 = 0) and such that ming (o) x o = 0.

5 Genus of F

Forevery i€ {1,...,m—1},let t; =v; —vo, vi=; —ap € K and §, = 5; — By € K.

Since we are working over Artin-Schreier extesions, F' is the splitting field of

voP —vg = ooz + Bo+ ,f((xm))p
tP—t1 = mz+h
tof —ta = x4+ 02

. tm—lp —tp—1 = Ym—1T + 5m—1



Lemma 8: Let L be the splitting field of t;? — t; = ~vix + 6; for every i in {1,...,m —1}. Then L
is an extension of degree p™ ! of K(x). It is also a rational function field having generator ¢ (i.e.

L = K(c)) such that
m—1
=1+ Z Aic? (4)
=0

with \; € K and )\Oa)\m—l 7'5 0.
Proof: By construction F' = L(vg), so [F' : L] = p. By Lemma 5, we have [F': K(z)] = p™, hence
[L: K(x)] = p™!. Using a change of variable, we will transform the system

b=t = mzr+d » o=
tof —ta = ow+ 02 T = anda
. into 5P — sy = €251+ p2
tm1? —tm_1 = 1T A+ Oy
m—1 m—1 Ym—1 m—1 Sm—1" —8m—1 = €m—1Sm—-2 + Pm—1

To do this, we proceed by induction on s; as follows: We first set s = x. Suppose that at some
point we have s;? — s; = €;5,-1 + p; for i € {0,1,..., 5} (with ¢ # 0) and ¢}’ — ¢, = ~/s;_1 + &, for
ie{j+1,j+2,...om—1}. Forie{j+1,j+2,...,m — 1} we set

(the choice of ¢ is well defined since, for fields of characrteristic p, the p™ root is well defined and
unique. We then get

0 = ' =t —7isj—1—

(2

N p N
- (t;’+ (%)p sj> — <t§’+ (%)p sj> —7isj—1 — 0;
J J

/ ™ »
! . p
= P L] - (l> 85 = isj-1 = 6

J €
o %\
= "+ L (sj+ejsjo1+p) — ] — (_1> 8j = Yisj-1 =
€j €
,.yl ,.Y/p fy/ %
= 47+ s+t - (—) sj = 0;
€; €5 €5

1
_ t;/p—t;,— ((l{)l’ B lé) 55— <57/;_ ’7{Pj> :
€5 €j €5

Le. t/V —t =~j's; + 6] fori>j+1and t7, | = sj41.

10



It remains to show that at all time in this process, €; # 0 for 0 < j < m. Suppose that ¢; = 0 for
some j, so s;7 —s;j—p; = 0. By definition of m, and since s; is a linear combination of {t1,2,...,¢;}
over K, s;# —s; — p; = s;# —s; — €jsj_1 — p; must be irreducible. But from Corollary 7, K is
the exact constant field of F', which would force s;# — s; = p; to be in P(K), contradicting the
irreducibility of s;¥ — s; — p;.

Setting s,,_1 = ¢ and substituting back into the system, we get z(c) as in (4) with Ag = []";* =L

=1 ¢
i—1

and A1 = 77" (é)p hence Ao, Am_1 # 0. Q.E.D.

Corollary 9: z(c) in Lemma 8 is a separable polynomial in K (c).
Proof: Let 2'(c) be the derivative of z(c), then z'(c) = A\g € K \ {0} (K has characteristic p) so
ged(z(e),2'(¢)) = 1 and z(c) must be separable. Q.E.D.

Since F'/L is given by the equation

f(z)
h(z)P

vo? —vo = apz + o +

and since L = K(c), F'/K is given by

Slz(e))

vo? — vy = oz (c) + fo + 7~ ()P

We now write agz + By + ,{((;))p in the form fo(z) + ,{%S}, with deg(f1) < p-deg(h). Then F/K is
defined by

fi(z(c))

h(z(c))P’

Furthermore, the map x — x(c) gives an embedding of the function field of C' to F' (the function
field of D).

vo” —wo = fo(x(c)) +

Theorem 10: F/K is a function field of genus g over the exact constant field K with

[ —(p—1)  ifdeg(f) < pdeg(h) + 1 and X5 (<1 (@A = 0
9= g™t otherwise

where a is the coefficient of x in agx + By + ,fc((f))p

Proof: In Proposition 3, we have that rp # 0 if and only if P is over h(x) or P = oo and
reo = min{deg(f) — p - deg(h), 1}, so we can write:
29 29
ST et 1= == —min{deg(f) — p-deg(h), 1} + 1= > (rp+1)deg(P).
P Plie)
By Corollary 9, any place @) over h(z(c)) is also over P for some P over h(x), and rg = rp.

Furthermore, 5 p deg(Q) = p™~1deg(P), so

Z (ro +1)deg(Q) = ZZTQ+ ) deg(Q)

Qlh(x(c)) P|h(z) Q|P
= Z Z rp+ 1) deg(Q)
Plh(z) Q|P

11



= Y (rp+1)> deg(Q)

= Y (rp+1)p™ ' deg(P)
Plh(a)

= pmt <—gl — min{deg(f) — p-deg(h),1} + 1>

z% — reo + 1. We must therefore compute 7., to get

-1 2
Q:p— pm Tt 9 —r+1)+7re—1
2 p—1

with r = deg(fo(x)) = min{deg(f) — p - deg(h),1}. Since r« depends only on fo(z(c)), we must
deal with two cases: r > 1 and r = 1.

and, by Proposition 3, this is equal to

r>1: Let fo(z) = >I_ja;x’, then
i

m—1 )
fo(z(e)) = Zai A1+ Z )\jcp]
, =

The term in ¢/, the highest power of ¢ with ged(j,p) = 1, is ra,«)\;:_ll)\gc(’"*l)pm_lﬂ and all other
terms either have degree less than (r — 1)p™~! 4 1 or have degree sp with s < (r — 1)p™ ! + 1,
hence 7o, = (r — 1)p™~! + 1 which gives:

-1 2
g: p pm—l g —r4+1)+ (7“— 1)pm—1 :pm—lg'
2 p—1

r=1: Let fo(x) = ax + b, then fo(z(c)) = (aA_1 +b) + Z?:ol a\i? and

—Voo(folz(c)) — (2P — 2)) if voo < 0 for some z € L
Too =
-1 else
It is easy to show that fp(z(c)) can be written as 2P — z + V' for some f € K|c] (so 7o = —1) if

Z?:ol (=1 (aX)P"" =0and 2P — 2z +a'z + b with @’ # 0 (s0 7o = 1) otherwise. This gives us:

-1 2
g =21- (pml—ngToo—l)

2 p—1

= p"lg+ p—; (roo — 1)

I I RS VI D Dl G WP L
gp™! otherwise

Q.E.D.
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6 Extending the Frobenius

Lemma 11: If one of the conditions from (2) is satisfied, i.e. if ged (m‘;z‘:(lg),a — 1) =1 or

Try v, (B8) =0, then, the Frobenius o of K over k can be extended to a k-automorphism on F with
order exactly n. In this case, we have

_ c+v
olc) = o 00) +vg
o(®) = T+ 810

with Z/Z — vg = ming (o) * 3.
Proof: Since L = K(c) is rational, we must have o(c) = Ac + X for some A € K \ {0} and X € K.
Since o(x) = z, we have

m—1
olx) = o ()\1 + Z )\icpi)

=0

m—1 ) m—1 o
= <U(A_1)+ a(Ai)W) + ) o)

=0 =0

m—1

and o(x)

[
8
I
P
_|_

&
RS

i=0
Equating the coefficients of ¢, we get that \g = o(Ag)\ and since A\g # 0, A = %. To compute

we use polynomial (3) obtained in section 4, which satisfies ming (o) * a = 0 and ming (o) * 1 = 0.

We first need to extend o to F. By definition of 7;, we can set o(7;) = ;51 for every i in
{0,1,...,m — 2}. We have to define o(0,,,—1) = 0™ (7p) in terms of vy, 01, ..., Un_1 in such a way
that o™ (vg) = vg. If we apply ming (o) to P — Tg, we have (using Lemma 1):

. e f(z)
ming (o) * (0P —0g) = ming(o) * (aom + Bo + h(l’)p>

f(z)
h(z)P

= (ming(o) x a) x + ming (o) * B+ (ming (o) x 1)

= ming(o) * 5

= -y

for some v € K given by (misf(lp l)> % 3 where p % 3 = 3P. We also have

ming (o) * (V" —09) = (ming(o) x09)’ — ming (o) vy
m—1 p m—1
= (J(M) + Z cw?-) - (dm) + Z Civ_i) :
=0 =0

Then
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and since P(w) = 0 if and only if w € F),, we get

m—1
c™(vg) =0(Up—1) =v+71— Z C;U;
i=0
for some r € I, and ming (o) * g = v +r. Let q(o) = #{:(10), then
(q(o)ming (o)) xvg = (0" —1)*Tg
= o"(w) —

and

(¢(o)mina(0)) x W5 = q(0) * (mina(o) *75)

= qEO') x (v +7r)
e ((P22elD) 2 5) o)

p—1
— <p[l)n__11> x 0+ q(o)*r
= Trpm,(B) +q(o) xr.

= g

n

In order to have o"(vg) = g, we need Trp/p, (8) + q(o) * r = 0 with r € F,. But r is fixed under
o, 50 q(o) xr =r(q(o)*1). If Trpp, (B) = 0, we can take r = 0. If Trp/p (3) # 0, we need a
solution to r (q(o) * 1) = =Trpp,(B). This will be possible if and only if g(o) * 1 # 0, i.e. if o — 1
does not divide ¢(o) = m‘;;;(la) We will therefore be able to extend o with order n on F' if and
only if at least one of conditions 2 is satisfied. If one of these conditions is satisfied, we solve for r

and set vg = v + r. This also gives us

m—1
o™ (vg) = 0(Um—1) = Vg — Z ;.
i=0
We now consider the effect of o on t,,—1. For i € {1,2,...,m —2}, we have o(t;) = o(v; —vg) =

Viy1 —v1 = t;j—1 — t1, but for it = m — 1 we get

o(tm-1) = 0(Vm-1—10)

=0
m— m—1
= vg—1t1 — Z Cz(U'L — Uo) + Z CiUo) —
i=1 =0
m—1 m—1
— Vﬁ_tl_zczti_ <1+ CZ> Vo
i=1 i=0

= vg—t] — Z citi — (ming (o) * 1) vg
i=1



.. . ) -1;
By the construction in section 5, spm—1 = tym—1— > ;0 dit; and t; = > /" d; ;s; for some d;’s and
some d; ;'s in K, so

olc) = o(sm-1)
m—2
= o(tm-1) — Z o(di)o(ts)
i=1
m—1 m—2
- (1/5 —ti— Y cm) = ) oldi)(tiv1 —t1)
i=1 =1
m—1
= vg+ Z i Si
i=1

for some p;’s in K. But since deg,(s;) = p™ % and o(c) = Ac+ N, we must have y; = 0 for i < m—1.
Since s;,—1 = ¢, we get o(c) = Ac + vg (and we have ji,,,—1 = ). Finally, to get o(Tp), we use that
U1 — Up is a solution to t] —t; = y1z(c) + 81, so U1 — Vg = s1(c) (since s1 =t = v; —vg). Q.E.D.

Note: if we have either ged(n,p) =1 or my = n, then ged ( o"—1 720 1) = 1 and condition 2

ming (o
is always satisfied.

7 Restriction

Theorem 12: Let o be an extension of the Frobenius automorphism of K over k to F of order n.
Let I be the fized field of F under o. Then F is a function field of genus § over the exact constant
field k, where g is the genus of F' over K.
Proof: This is a generalization to characteristic p of the proof of theorem 12 in [11]. Let L = K(c)
and L its restriction under 0. We have the following field diagram (where C is the curve we are
looking for):

F

2
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Lemma 13: Gal(F/L) = (1) with 7(v;) = v; + 1 for every i and o(7(w)) = 7(c(w)) for every
we .

Proof: Remember that T; —7g is a root of t;# —t; —v;x—3J; = 0, hence T;—7y € L. Let ¢ € Gal(F'/L),
then ¢ fixes L, in particular ¢(7; — 7g) = U; — Tp for every j. Then ¢(75) — v; = ¢(vg) — Tp for every
J. But ¢ € Gal(F/L) C Gal(F/K), so ¢ is completely determined by its action on the 7;’s and for
every j, ¢(7;) = v; +r; with r; € {0,1,...,p — 1}. Then r; = rg for every j and ¢ is completely
determined by its action on 7y, with ¢(7j) = 7j + r for some r € {0,1,...,p — 1}, so ¢ = 7" and
Gal(F/L) = (7). But for every i € {0,1,...,n— 1} and j € {0,1,...,p — 1}, we have

o' (t (1)) = o' (vo + j) = o' (Bo) + j = Vi + j = 7 (v;) = 77 (0" (W)
hence o and 7 commute. Q.E.D.

Lemma 14: Let u € K be such that Try ,(pn) = 1 and set ¢ = TTL/L(M)\OC) and v = T?“F/F(Mv_o).
Then we have L = k(¢) and F = k(¢,0). Furthermore, ¢ = Moc+ X and the Artin-Schreier equation
defining F over L is

f(z)
h(z)P

Proof: From Lemma 11, we have o(\oc) = o(Ag)o(c) = Aoc + (Ao)vg hence

0P — 0 = Trgp(WPa)e + Trip(0P53) + + Trp,p(1P00) — Ty (1v0)-

n—1 i—1
¢ = ploc+ Z o' () | Ac+ Z ot (X))o (vp)
i=1 7=0
n—1 n—1 ' i—1
= oS ot () + 3ot () S 07 (Ao)o ()
=0 =1 7=0
= )\()C + 5\

with A € K and é € L by definition, so L = k(¢). From Lemma 13, 7 restricts to F/f), with
7(0) =0+ 1. then

L p 1 ifp=2
PN U P S if p =
T (5) = () = X o-+i= { Lo
and
W= T (o)

= Trpp <“p <%+O‘°‘Hﬁo+ l{g))?’))

_ f(x)
= Trpp(WPo0) + Trp p (0P a0)z + Trp, 5 (1P Bo) + Trp 5 (1F) W)
= Trrm(pPao)z + Trrp (W Bo) + ) + Trp 5 (1P00)
/ / h(z)P F/F J
which gives us the norm
p—1 ‘ p—1
Npip@ = [[7@=]]@+i)=0"-3
i=0 i=0
= Trgp(Pa)e + Trae(2B) + 2L 4 T - (Pg) — Ty (o).
/ / h(z)P F/F F/F

Q.E.D.
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To map the ideal class group of K(C) to the ideal class group of k(C), we first use the map
x — x(¢) to map into F' = K (c,v9) = K(¢,7g) (since ¢ = A\gc+ A), and then use the norm Np o

map into F.

Corollary 15: If gcd(n,p) = 1, then F is defined over k by

P — 0 = Trgp()x(C) + Trii(B) + Wz ()P
where
m—1 T \P
1 A
C) = A_ Ai| —¢— —
o=r T 55
which is isomorphic to the curve

C P = h(@(@)'5 = f(@(@) + (Triesr(@)z(@) + Tricsr(8))h(x(2))-

Proof: We apply Lemma 14 with u = n~! mod p (u exists since ged(n,p) = 1). Then p? = p and
o(p) = p, so we have:

Trgm(p) = np=1 : Trr(pPe) = Trgp(e)
Trgy(WPB) = Trgp(B)  and  Trpyp(pPvo) = Treye(pvo)

To get the equation of C, we simply set & = ’1(+~(5)) and multiply the resulting equation by h(x(¢))P.
Q.E.D.

8 Algorithm

Assuming that curve C satisfies condition 2 and is defined over the field K = F,(w), then the
algorithm can be written as follows:

1. For i from 0 up to n, write o%(a) as vectors over F,.

2. Compute min, (o) such that min, (o) * a = 0 and ming (o) * 1 = 0.

3. m = deg,(ming(o)).

4. Compute v = (%@) * 3 where p(w) = wP.

5. Compute Trg r,(3) and g(o) = o"—1

ming (o)’
6. If TTK/JFP (8) =0 set vg = v, otherwise set vg = v — Ti;({é—lgiiﬂ)
7. Find an ¢ between 0 and n — 1 such that TTK/k(Wl) 7 0 and set p = m

8. For i from 1 up to m — 1, compute v; = o*(a) — a and §; = o'(8) — f3.

9. Starting form ] = ~; and ¢, = J;, compute ¢; and p; as follows:
For i from 1 up to m — 1:

17



e set ¢; =~/ and p; = I};

€

N\ 1/p ' i~
e for j from i+ 1 up to m — 1 replace v; by (Z—j) - (Z—Z) and 4% by &} — aaiy
10. Set s,,_1 = c. For i from m — 2 down to 0, set s; = ﬁ(sfﬂ —si+1—pit1).

11. Compute A = Y7 o?() Z};E oJ(o(Mo)vg) where Ao is the coefficient of ¢! in sp and set
c= )\io(é —A).

12. Compute z(¢) = so(¢) and s1(¢).
13. Compute h(&) = h(z(é).
14. Compute Try, p((4% — p)T5) = X1 o' — ) 3y 09 (51(0)).

15. Compute (&) = f(2(&)) + (Tr i (10)(@) + Tracsp(1P8) + Tr oy (17 — p)75))h(E)P.

The curve C is then given by the equation

C: 9P —h@P g = f (@)
We use the map © — x(¢) to embed K(C) into F = K (¢ 7p), then the norm Ny to restrict to
F=k().

9 Characteristic 2

For this section, we will assume that K has characteristic 2, i.e. p = 2. The equation of the curve
is then

Y24+ hX)Y = f(X) + (aX + B)h(X)2
Then condition (1) is equivalent to

{ ged(deg(f),2) = 1

C nonsingular

and the genus of the curve is g = deg(h) + 1 max{deg(f) — 1,0}. For elliptic curves, we have the
following lemma:

Lemma 16: Any curve of the form_Y2 + XY = X3+ aX? + 3 is isomorphic to a curve of the
form Z? + h(W)Z = f(W) + (@W + B)h(W)2.

Proof: Let C be the curve given by Y2 + XY = X3 + aX? 4 3 We apply the following change of
variable:

W:\j% and Z:\}/BH ie. X=+pW and Y =+/BZ+ /b

Then we have:
0 = Y24+ XY +X3+aX?+p

(VBZ+ B+ (VBW)NBZ +\/B) + (VBW)? + a(/BW)? + 3
B(Z2+ WZ +\/BW3 + aW? + W)
= B(Z>+h(W)Z+ f(W)+ @W + B)h(W)?)

18



with h(W) = W, f(W)

= Then the curve C' is isomorphic to the curve
C':Z2+h(W)Z = f(W) +

W, \/_d:
@W +B)h(W)*. Q.E

%@I
-l- Il

9.1 Fields

To get conditions on n in order for m to have the possibility of taking a given value, we note that
ming (o) must divide o™ 4 1. If we find the minimal value of i such that min,(c) divides o’ + 1,
then ¢ must divide n. Note that min, (o) = o™ + 1+ Z;n:_ll djo’ and each d; € {0,1}, hence we
can list all the possible ming (o).

For m between 2 and 20, we can build a table of necessary prime divisors of n (Table 1). However,
it may not be sufficient that n be divisible by one of the primes in the list for m to insure that K
contains elements with that given m. In many cases, n must be divible by the product of two or
more of the primes in the list, possibly to a power greater than 1.

We could also build a list of the sufficient divisors of n for the field K to have elements with
a given value of m, however this table would be much longer. For example, the list of sufficient
divisors for n to admit m = 9 is

9,10,12,15,16,17,21, 28,124,186, 210,217,252, 254, 255
and the list for m = 20 contains 190 integers.

Another way to look at Table 1 goes as follows: if n is divisible by an element of the right hand
side, then there exists an element of the field K such that m is less or equal to the value on the
left hand side.

Table 1:

prime divisors of n

2

2,3

2,3,7

2,3,5,7

2,3,5,7,31

2,3,5,7,31

2,3,5,7,31,127

2,3,5,7,17,31,127

2,3,5,7,17,31,73,127

2,3,5,7,11,17,31,73,127

2,3,5,7,11,17,23,31,73,89,127
2,3,5,7,11,13,17,23,31,73,89, 127
2,3,5,7,11,13,17,23,31,73,89, 127,8191
2,3,5,7,11,13,17,23,31,43,73,89,127,8191
2,3,5,7,11,13,17,23,31,43,73,89,127,151, 8191
2,3,5,7,11,13,17,23,31,43,73,89,127,151,257,8191
2,3,5,7,11,13,17,23,31,43,73,89,127,151,257,8191, 131071
2,3,5,7,11,13,17,19,23,31,43,73,89,127,151,257,8191, 131071
2,3,5,7,11,13,17,19,23,31,43,73,89,127,151,257,8191, 131071, 524287

@OO\]@OT%OO[\DS

R e e e e
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10 Conclusion

We have shown how the GHS Weil descent attack can be adapted to Artin-Schreier curves (over
the field K of characteristic p) of the form

Y? = h(X)PPY = f(X) + (aX + (X,
with f(X) and h(X) defined over the subfield k& and some extra conditions (conditions (1) and (2)).

In particular, for these curves to be used in cryptography, |Jac(C)(K)| should be almost prime

(i.e. a prime multiplied by a small factor). If |Jac(C)(K)| divides [Jac(C)(k)| (or a small multiple
of |Jac(C)(k)|), experimental results seem to indicate that | ker(®)| is likely to be small.

The main reason the Weil descent attack can be an effective way of solving the discrete log
problem for a curve C is due to the index calculus attack for curves of genus greater than 2. For
curves of genus 1 or 2, the best known attacks for the discrete log problem (Shank’s Baby Step-
Giant Step algorithm, Pollard’s p method) require O(g%¢9/%¢) bit operations. But for hyperelliptic
curves of genus 3 or higher, if the genus ¢ is not too large, we can use the index calculus attack
(see [10] and [21] for g! < g, see also [1], [3], [9] and [16] for g! > ¢) which gives a running time of
(0] g4q2_2;ﬁ+6> (for (¢ — 1)! < q). Since Jacobian arithmetic for Artin-Schreier curves over the

field F, can be done in O(p”g?(log(q))? bit operations (compared to O(g?(log(g))?) in characteristic
2), the index calculus attack can be adapted to Artin-Schreier curves in a given characteristic with
the same asymptotic running times.

11 Examples

Example 1:

Let K = Fyrs and k = Fys (ie. ¢ = 226 and n = 3. Given any a € K \ k (i.e. such that
ming(o) = 0> + 1) and any 8 € K (condition 2 is satisfied). Then, for a curve C of genus g = 2
given by an equation of the form

C:Y? - WX)Y = f(X) + (aX + B)h(X)?

with h(X) and f(X) defined over k, we can construct a curve C' of genus 7 or 8 defined over k (since
m=3,§=g2"" —1or g2 ). The order of Jac(C)(k) is greater then the order of Jac(C)(K)
(" + O(q"%/?) or ¢® + O(¢"/?) instead of ¢° + O(¢?/?)), so the kernel of the map from Jac(C)(K)
to Jac(C)(k) need not be trivial even if [Jac(C)(K)| is almost prime. Although the discrete log
problem should be very difficult to solve directly on C' (equivalent to solving the discrete log for an
elliptic curve over a field of 156 bits), it should be somewhat easier on C (equivalent to solving the

discrete log for an elliptic curve over a field of close to 120 bits).

Example 2:
Let K = Fgi62 and k = Fgor (i.e. ¢ = 3%" and n = 6. Given a € K \ k and 8 € K in one of the
following cases:

e «is aroot of a?’ + a?’ + 2a? + 2a = 0 and Trg/r,(B) = 0 (true for a third of the elements of
K);
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e ais aroot of a?’ + 2a? + 2a? + a = 0 and Trg/r,(B) = 0 (true for a third of the elements of
K);

e ais aroot of a?’ 4 2a = 0 and [ is any element in K;

(i.e. such that m = 3 and condition 2 is satisfied), then for a curve C' of genus g = 1 given by an
equation of the form
C:Y?-Y=X"+aX+4

(note that in this case, C is elliptic) we can construct a curve C of genus 7 or 9 defined over k (since
m=3,§=g3"" —2or g3"1). The order of Jac(C)(k) is greater then the order of Jac(C)(K)
(" + 0(¢"*?) or ¢° + O(¢'7/?) instead of ¢% + O(¢?)), so the kernel of the map from Jac(C)(K)
to Jac(C)(k) need not be trivial even if |Jac(C)(K)| is almost prime. Although the discrete log
problem is intractable directly on C' (we have an elliptic curve over a field of just over 256 bits), it
should be much easier (although still difficult) on C (equivalent to solving the discrete log for an

elliptic curve over a field of close to 128 bits).
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