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Abstract

In this paper, we show how the method introduced by Gaudry, Hess and Smart can be
extended to a family of algebraic curves using Artin-Schreier extensions. This family also extends
the number of hyperelliptic curves in characteristic 2 vulnarable to the Weil decent attack
obtained by Galbraith. We also show that the genus of the resulting curve will be one of two
easily computable values.

1 Introduction

Given a curve C defined over a field K, the Weil descent attack consists in finding a curve C̃ defined
over a subfield k of K and a map Φ from Jac(C)(K) to Jac(C̃)(k) with a relatively small kernel.
If | ker(Φ)| is small, then the discrete log problem on Jac(C)(K) can only be as difficult as the
discrete log on Jac(C̃)(k).

In this paper, we show how the attack first described by Gaudry, Hess and Smart ([11]) for
elliptic curves in characteristic 2 (and implemented by Jacobson, Menezes and Stein in [13]), and
its extension to hyperelliptic curves in characteristic 2 by Galbraith ([5]), can be extended to
a family of Artin-Schreier curves. We also improve the bound on the genus of C̃ obtained by
Galbraith.

For a fixed characteristic, if the genus g̃ of C̃ is not too large, the discrete log problem on
Jac(C̃)(k) will then run in O

(
g̃5q

2− 4
2g̃+1

+ε
)

bit operations instead of the O
(
g5q

2n− 4n
2g+1

+ε
)

bit

operations that would be needed to attack the discrete log directly on Jac(C)(K) (or O(g2qgn/2+ε)
for genus 1 or 2) (see [10] and [21]). This has the effect of decreasing the security of some curves
over the field K that may otherwise appear secure enough for cryptographic applications.

In this paper, we show that given a characteristic p Artin-Schreier curve of genus g defined over
a field K by an equation of the form

Y p − h(X)p−1Y = f(X) + (αX + β)h(X)p

(and some extra conditions), we can find a curve C̃ defined over the subfield k of K by an equation
of the form

ỹp − h̃(c̃)p−1ỹ = f̃(c̃)

(see Lemma 14 and Corollary 15 for a more detailed decription of the equation of C̃) of genus

g̃ = gpm−1 − (p− 1) or gpm−1
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(Theorem 10), where

m = dimFp

(
span

Fp

{(
1

σ0(α)

)
,

(
1

σ1(α)

)
, . . . ,

(
1

σn−1(α)

)})
(Corollary 7). We also have an easily computable map from the ideal class group of C to the ideal
class group of C̃.

This paper is divided as follows. The curves considered here are described in detail in section 2.
Section 3 gives some details on Artin-Schreier extensions. In section 4, we construct the function
field F of a curve isomorphic to a subvariety of the Weil restriction of scalars of C over k and we
compute its genus in section 5. Sections 6 and 7 deal with obtaining the curve C ′ defined over k.
The algorithm is laid out in section 8. Finally, more details are given about characteristic 2 curves
in section 9 and some examples are given in section 11.

2 Setup

Let p be a prime and q = pl. Let K = Fqn be a field of characteristic p with n > 1 and k = Fq be
its subfield of order q. Let C be a curve of genus g defined over K by

Y p − h(X)p−1Y = f(X) + (αX + β)h(X)p

where f(X), h(X) ∈ K[X] are defined over k and f(X) is such that

gcd(deg(f), p) = 1 and C is nonsingular. (1)

We will also assume that β ∈ K, α ∈ K \ k and one of the following conditions holds:{
TrK/Fp(β) = 0

gcd
(

σn−1
minα(σ) , σ − 1

)
= 1

(2)

where minα(σ) is the polynomial in σ (the Frobenius of K over k) in Fp[σ] of minimal degree such
that σ−1 divides minα(σ) and minα(σ) applied to α gives 0. Althought the second part of condition
2 may seem strange, it will hold in most cases. In particular, it holds for every α ∈ K \k when n is
coprime with p. The conditions in 2 enable us to make a key Galois-theoretic construction, namely
the extension of the Frobenius to certain function fields.

Remarks:

1. The Weil descent attack was originally studied by Gaudry, Hess and Smart [11] in the case
of elliptic curves in characteristic 2.

2. The case deg(h) ≤ 1 in characteristic 2 has been studied in the hyperelliptic curves case by
Galbraith [5]. In that paper, Galbraith gives a weaker result then the one presented here,
with only an upper bound for the genus of the algebraic restriction.

3. This method also works if the curve C is singular. However, curves considered for cryptogra-
phy are assumed to be nonsingular to avoid weaknesses inherent to the Jacobian of singular
curves.
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4. We note that the curve C is isomorphic to a curve C ′ given by

Zp − h(X)p−1Z = f1(X)h1(X) + (αX + β)h(X)p

where h1(X) is the largest squarefree factor of h(X) and gcd(f1(X), h(X)) = 1.

3 Artin-Schreier Extensions

We will use σ to denote the Frobenius automorphism of K/k. That is,

σ(ω) = ωq = ωp
l

for every ω ∈ K. We also set
P(z) = zp − z

for the Artin-Schreier operator. Also, for any f(t) ∈ Fp[t] (f(t) =
∑

i dit
i), where t is an operator

on K, the operator
∗ : Fp[t]×K → K

will act as
f(t) ∗ ω =

∑
i

dit
i(ω).

Lemma 1: Let ω ∈ K. Given any linear combination of the form

n−1∑
i=0

ciσ
i(ω) = γ over Fp with

n−1∑
i=0

ci = 0,

there exists ν ∈ Fp(ω) ⊂ K such that P(ν) = νp − ν = γ.
Proof: This a generalization to characteristic p of the proof of lemma 5 in [11]. The following is
an outline of the argument:
Let f(t) ∈ Fp[t] be defined as

f(t) =
n−1∑
i=0

cit
i.

then γ = f(σ) ∗ ω and f(σ) ∗ 1 = 0. If we set ρ to act on K as ρ(ω) = ωp, then f(σ) = f(ρl) and
f(ρl)∗1 = f(σ)∗1 = 0, so ρ−1 divides f(ρl) (since 1 is fixed under ρ) and we can define ν ∈ Fp(ω)
as

ν =
(
f(ρl)
ρ− 1

)
∗ ω.

Then

νp − ν = (ρ− 1) ∗ ν

= (ρ− 1) ∗
((

f(ρl)
ρ− 1

)
∗ ω
)

= f(ρl) ∗ ω
= f(σ) ∗ ω
= γ
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which gives the desired result. Q.E.D.

Proposition 2: For every additive subgroup ∆ ⊆ K with P(K) ⊆ ∆ ⊆ K, there is a field L =
K

(
P−1(∆)

)
obtained by adjoining all roots of all polynomials zp − z − d for d ∈ ∆. The map

∆ 7→ L = K

(
P−1(∆)

)
defines a one-to-one correspondance between additive groups ∆ and abelian

extensions L/K of exponent p.
Proof: This is Kummer theory, see [17] theorem 3.3, page 279 for more details.

3.1 Genus

Proposition 3: Let L/K be a rational algebraic function field of characteristic p > 0. Suppose
that w ∈ L is an element such that w 6∈ P(L) (i.e. P(z) 6= w for every z ∈ L). Let F = L(θ) with
θp − θ = w. For a place P ∈ PL we define the integer rP by

rP =
{

r if there is an element z ∈ L such that vP (w − (zp − z)) = −r < 0
−1 if vP (w − (zp − z)) ≥ 0 for all z ∈ L .

If at least one place Q ∈ PL satisfies rQ > 0, then K is algebraically closed in F and

g =
p− 1

2

−2 +
∑
P∈PL

(rp + 1) degP


where g is the genus of F/K.
Proof: This is the Hurwitz genus formula applied to curves in Artin-Schreier form. See [20]
proposition III.7.8, page 115 for more details.

Note that the curve C is isomorphic to the curve

C0 : Zp − Z = αX + β +
f(X)
h(X)p

(setting Z = Y h(X) and dividing the resulting equation by h(X)p). Since C0 is in Artin-Schreier
form, we can apply Proposition 3. The first part of (1) insures that

v∞

(
αX + β +

f(X)
h(X)p

− (zp − z)
)

= −max{deg(f)− p deg(h), 1}

for every z ∈ K(X). The second part of (1) insures that for any place P over h(X),

vP

(
αX + β +

f(X)
h(X)p

− (zp − z)
)
< 0.

4 Varieties

Let {Ψ0, . . .Ψn−1} be a basis of K over k with
∑n−1

i=0 Ψi = 1. Let

X =
n−1∑
i=0

xiΨi , Y =
n−1∑
i=0

yiΨi , α =
n−1∑
i=0

aiΨi and β =
n−1∑
i=0

biΨi
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where ai, bi ∈ k and xi, yi are variables over k. Substituting X,Y, α and β in the equation of C, we
get

n−1∑
i=0

Gi(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)Ψi = 0

where the Gi’s are polynomials in k[x0, x1, . . . , xn−1, y0, y1, . . . , yn−1]. We also extend σ to the ring
k[x0, x1, . . . , xn−1, y0, y1, . . . , yn−1] such that it applies trivially. We define A to be the variety over
k obtained from the curve C by

A :


G0(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1) = 0 σ(x0) = x0 σ(y0) = y0

G1(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1) = 0 σ(x1) = x1 σ(y1) = y1
...

...
...

Gn−1(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1) = 0 σ(xn−1) = xn−1 σ(yn−1) = yn−1.

A is the Weil restriction of scalars of C to k.

Lemma 4: Variety A (over k) is birationally equivalent to variety B over K defined by

B :



v0
p − v0 = α0u0 + β0 + f(u0)

h(u0)p σ(u0) = u1 σ(v0) = v1

v1
p − v1 = α1u1 + β1 + f(u1)

h(u1)p σ(u1) = u2 σ(v1) = v2

...
...

...
vn−2

p − vn−2 = αn−2un−2 + βn−2 + f(un−2)
h(un−2)p σ(un−2) = un−1 σ(vn−2) = vn−1

vn−1
p − vn−1 = αn−1un−1 + βn−1 + f(un−1)

h(un−1)p σ(un−1) = u0 σ(vn−1) = v0

with αi = σi(α) and βi = σi(β).
Proof: First note that B is birationally equivalent to the variety B′ given by

B′ :



w0
p − h(u0)p−1w0 = f(u0) + (α0u0 + β0)h(u0)p

w1
p − h(u1)p−1w1 = f(u1) + (α1u1 + β1)h(u1)p

...
wn−1

p − h(un−1)p−1wn−1 = f(un−1) + (αn−1un−1 + βn−1)h(un−1)p

σ(u0) = u1 σ(w0) = w1

σ(u1) = u2 σ(w1) = w2
...

...
σ(un−2) = un−1 σ(wn−2) = wn−1

σ(un−1) = u0 σ(wn−1) = w0

where wi = h(ui)vi (since σ(wi) = σ(h(ui)vi) = h(σ(ui))σ(vi)).

Let T be the linear transformation
T : kn → V

(where V is a subspace of Kn isomorphic to K) given by the matrix

T =
(
σi(Ψj)

)
0≤i,j≤n−1

.

This is invertible since {Ψ0,Ψ1, . . . ,Ψn−1} is a basis of K/k. We extend T to act trivially on
x0, x1, . . . , xn−1 and y0, y1, . . . , yn−1.

5



Let u0 = X and w0 = Y . Then

T


x0

x1
...

xn−1

 =


u0

u1
...

un−1

 and T


y0

y1
...

yn−1

 =


w0

w1
...

wn−1


since

ui = σi(u0) = σi(X) = x0σ
i(Ψ0) + x1σ

i(Ψ1) + . . .+ xn−1σ
i(Ψn−1)

and
wi = σi(w0) = σi(Y ) = y0σ

i(Ψ0) + y1σ
i(Ψ1) + . . .+ yn−1σ

i(Ψn−1).

Since T is invertible , it will suffice to show that T applied to the equations of A gives the equations
of B′. We have

σi(Y p − h(X)p−1Y − f(X)− (αX + β)h(X)p) = wi
p − h(ui)p−1wi − f(ui)− (αiui + βi)h(ui)p

and

Y p − h(X)p−1Y − f(X)− (αX + β)h(X)p =
n−1∑
i=0

Gi(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)Ψi

hence

T


G0(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)
G1(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)

...
Gn−1(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)



=


∑n−1

j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)σ0(Ψj)∑n−1
j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)σ1(Ψj)

...∑n−1
j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)σn−1(Ψj)



=


σ0
(∑n−1

j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)Ψj

)
σ1
(∑n−1

j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)Ψj

)
...

σn−1
(∑n−1

j=0 Gj(x0, x1, . . . , xn−1, y0, y1, . . . , yn−1)Ψj

)



=


w0

p − h(u0)p−1w0 − f(u0)− (α0u0 + β0)h(u0)p

w1
p − h(u1)p−1w1 − f(u1)− (α1u1 + β1)h(u1)p

...
wn−1

p − h(un−1)p−1wn−1 − f(un−1)− (αn−1un−1 + βn−1)h(un−1)p


.

Q.E.D.

We remove the conditions σ(ui) = ui+1, σ(vi) = vi+1 (i ∈ {0, 1, . . . , n − 2}), σ(un−1) = u0 and
σ(vn−1) = v0 in variety B (i.e. we make the ui’s independent from each other and the vi’s also
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independent from each other) to get variety C defined by

C :


v0
p − v0 = α0u0 + β0 + f(u0)

h(u0)p

v1
p − v1 = α1u1 + β1 + f(u1)

h(u1)p

...
vn−1

p − vn−1 = αn−1un−1 + βn−1 + f(un−1)
h(un−1)p

We then intersect C with the n hyperplanes ui = x to get the variety D given by

D :


v0
p − v0 = α0x+ β0 + f(x)

h(x)p

v1
p − v1 = α1x+ β1 + f(x)

h(x)p

...
vn−1

p − vn−1 = αn−1x+ βn−1 + f(x)
h(x)p

which is a curve over K

Lemma 5: Let Fi be the splitting field over K(x) of the equation

vi
p − vi = αix+ βi +

f(x)
h(x)p

for i = 0, 1, . . . , n− 1 i.e. Fi = K(x)(vi) with vi a root of the equation above. If F = F0F1 · · ·Fn−1

is their compositum, then [F : K(x)] = pm for some m ∈ N and D has function field isomorphic to
F .
Proof: This is a generalization to characteristic p of the proof of lemma 3 in [11]. The following is
an outline of the argument:
There is no ambiguity in forming F since every extension Fi/K(x) has prime degree p, hence F
is Galois over K(x). Then there exists a minimal subset {vi1 , vi2 , . . . , vim} of the vi’s such that
F = Fi1Fi2 · · ·Fim . Let I be the kernel of the homomorphism

ϕ : K[x, v0, v1, . . . , vn−1]→ K[x, v0, v1, . . . , vn−1] = F.

Then I is a prime ideal of dimension one (since F has transcendence degree one over K) generated
by {x, v0, v1, . . . , vn−1}. I contains the left hand sides of the equations defining D by construction
of F . Then I defines an irreducible component of D having function field isomorphic to F . Q.E.D.

Lemma 6: Let m be as in Lemma 5. Then m = dimFp

(
∆0/(∆0 ∩ P(K(x)))

)
with

∆0 = span
Fp

{
v0
p − v0, v1

p − v1, . . . , vn−1
p − vn−1

}
and F = F0F1 · · ·Fm−1 with Fi as in Lemma 5.
Proof: Let ∆ = ∆0 + P(K(x)). Then ∆/P(K(x)) ∼= ∆0/(∆0 ∩ P(K(x))). From Proposition 2,

we have F = K(x)(P−1(∆)) = K(x)(P−1(∆0)) and m = dimFp

(
∆/P(K(x))

)
which gives us the
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result for m. To obtain F = F0F1 · · ·Fm−1, suppose that vjp − vj is a linear combination over Fp
of the previous j − 1 terms, i.e.

vj
p − vj =

j−1∑
i=0

ci(vip − vi)

with the ci’s in Fp. By applying σ we get

vj+1
p − vj+1 = σ(vjp − vj)

= σ

(
j−1∑
i=0

ci(vip − vi)

)

=
j−1∑
i=0

ci(vi+1
p + vi+1)

=
j−1∑
i=1

ci−1(vip − vi) + cj−1

j−1∑
i=0

ci(vip − vi)

=
j−1∑
i=1

di(vip − vi)

with d0 = cj−1c0 and di = ci−1 + cj−1ci for i ∈ {1, 2, . . . , j − 1}, i.e. the j + 1th term is a linear
combinations of the first j terms and by induction so are all remaining terms. Then F is obtained
by adjoining to K the roots of m consecutive equations in D. Q.E.D.

Remark: Up to this point, all results hold even if the coefficients of f(X) and h(X) are not in k.
From now on, the results require that f(X) and h(X) have their coefficients in k.

Corollary 7: For m as in Lemma 5, we have

m = mα = dimFp

(
span

Fp

{(
1
α0

)
,

(
1
α1

)
, . . . ,

(
1

αn−1

)})
and K is the exact constant field of F .
Proof: From Lemma 6, ∆0 ⊆ K(x) is

∆0 = span
Fp

{
v0
p − v0, v1

p − v1, . . . , vn−1
p − vn−1

}
= span

Fp

{
α0x+ β0 +

f(x)
h(x)p

, α1x+ β1 +
f(x)
h(x)p

, . . . , αn−1x+ βn−1 +
f(x)
h(x)p

}
.

To each function
αix+ βi +

f(x)
h(x)p

∈ K(x)

we associate the vector  αi
βi
1

 ∈ K3.
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It is then clear that

∆0
∼= span

Fp


 α0

β0

1

 ,

 α1

β1

1

 , . . . ,

 αn−1

βn−1

1


.

Since applying P to any non-constant function in K(x) with xr as highest power of x would give
terms in xp, in particular in xrp, we have ∆0 ∩ P(K(x)) = ∆0 ∩ P(K) (r ≥ 1 and gcd(r, p) = 1
from condition 1). Let u ∈ ∆0 ∩K, then

u =
j−1∑
i=0

ci

(
αix+ βi +

f(x)
h(x)p

)
with x

j−1∑
i=0

ciαi = 0 and
f(x)
h(x)p

j−1∑
i=0

ci = 0

(since u ∈ K), which gives

u =
j−1∑
i=0

ciβi with
j−1∑
i=0

ci = 0

and by Lemma 1, u ∈ P(K). Then ∆0 ∩K = ∆0 ∩ P(K) and we get

∆0/(∆0 ∩ P(K(x))) = ∆0/(∆0 ∩K)

∼= span
Fp

{(
α0

1

)
,

(
α1

1

)
, . . . ,

(
αn−1

1

)}
.

Proposition 2 gives us that F = K(x)(P−1(∆)), so to get that K is the exact constant field of F ,
we must show that ∆ ∩K ⊆ P(K). But we have already shown that ∆0 ∩K = ∆0 ∩ P(K), so

∆ ∩K = (∆0 + P(K)) ∩K = (∆0 ∩K) + (P(K) ∩K) = (∆0 ∩ P(K)) + P(K) = P(K)

hence K is algebraically closed in F . Q.E.D.

If we define the monic polynomial minα(σ) by

minα(σ) =
m∑
i=0

ciσ
i = σm +

m−1∑
i=0

ciσ
i (3)

then minα(σ) is the monic polynomial in σ of minimal degree which is divisible by σ − 1 (since
minα(σ) ∗ 1 = 0) and such that minα(σ) ∗ α = 0.

5 Genus of F

For every i ∈ {1, . . . ,m− 1}, let ti = vi − v0, γi = αi − α0 ∈ K and δi = βi − β0 ∈ K.

Since we are working over Artin-Schreier extesions, F is the splitting field of

v0
p − v0 = α0x+ β0 + f(x)

h(x)p

t1
p − t1 = γ1x+ δ1

t2
p − t2 = γ2x+ δ2

...
tm−1

p − tm−1 = γm−1x+ δm−1 .
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Lemma 8: Let L be the splitting field of tip − ti = γix+ δi for every i in {1, . . . ,m− 1}. Then L
is an extension of degree pm−1 of K(x). It is also a rational function field having generator c (i.e.
L = K(c)) such that

x = λ−1 +
m−1∑
i=0

λic
pi (4)

with λi ∈ K and λ0, λm−1 6= 0.
Proof: By construction F = L(v0), so [F : L] = p. By Lemma 5, we have [F : K(x)] = pm, hence
[L : K(x)] = pm−1. Using a change of variable, we will transform the system


t1
p − t1 = γ1x+ δ1

t2
p − t2 = γ2x+ δ2

...
tm−1

p − tm−1 = γm−1x+ δm−1

into



s0 = x
s1
p − s1 = ε1s0 + ρ1

s2
p − s2 = ε2s1 + ρ2

...
sm−1

p − sm−1 = εm−1sm−2 + ρm−1
.

To do this, we proceed by induction on si as follows: We first set s0 = x. Suppose that at some
point we have sip − si = εisi−1 + ρi for i ∈ {0, 1, . . . , j} (with εi 6= 0) and t′i

p − t′i = γ′isj−1 + δ′i for
i ∈ {j + 1, j + 2, . . . ,m− 1}. For i ∈ {j + 1, j + 2, . . . ,m− 1} we set

t′′i = t′i −
(
γ′i
εj

) 1
p

sj

(the choice of t′′i is well defined since, for fields of characrteristic p, the pth root is well defined and
unique. We then get

0 = t′i
p − t′i − γ′isj−1 − δ′i

=

(
t′′i +

(
γ′i
εj

) 1
p

sj

)p
−

(
t′′i +

(
γ′i
εj

) 1
p

sj

)
− γ′isj−1 − δ′i

= t′′i
p +

γ′i
εj
sj
p − t′′i −

(
γ′i
εj

) 1
p

sj − γ′isj−1 − δ′i

= t′′i
p +

γ′i
εj

(sj + εjsj−1 + ρj)− t′′i −
(
γ′i
εj

) 1
p

sj − γ′isj−1 − δ′i

= t′′i
p +

γ′i
εj
sj +

γ′iρj
εj
− t′′i −

(
γ′i
εj

) 1
p

sj − δ′i

= t′′i
p − t′′i −

((
γ′i
εj

) 1
p

− γ′i
εj

)
sj −

(
δ′i −

γ′iρj
εj

)
,

i.e. t′′i
p − t′′i = γ′′i sj + δ′′i for i ≥ j + 1 and t′′j+1 = sj+1.
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It remains to show that at all time in this process, εj 6= 0 for 0 ≤ j < m. Suppose that εj = 0 for
some j, so sjp−sj−ρj = 0. By definition of m, and since sj is a linear combination of {t1, t2, . . . , tj}
over K, sjp − sj − ρj = sj

p − sj − εjsj−1 − ρj must be irreducible. But from Corollary 7, K is
the exact constant field of F , which would force sjp − sj = ρj to be in P(K), contradicting the
irreducibility of sjp − sj − ρj .

Setting sm−1 = c and substituting back into the system, we get x(c) as in (4) with λ0 =
∏m−1
i=1

−1
εi

and λm−1 =
∏m−1
i=1

(
1
εi

)pi−1

hence λ0, λm−1 6= 0. Q.E.D.

Corollary 9: x(c) in Lemma 8 is a separable polynomial in K(c).
Proof: Let x′(c) be the derivative of x(c), then x′(c) = λ0 ∈ K \ {0} (K has characteristic p) so
gcd(x(c), x′(c)) = 1 and x(c) must be separable. Q.E.D.

Since F/L is given by the equation

v0
p − v0 = α0x+ β0 +

f(x)
h(x)p

and since L = K(c), F/K is given by

v0
p − v0 = α0x(c) + β0 +

f(x(c))
h(x(c))p

.

We now write α0x + β0 + f(x)
h(x)p in the form f0(x) + f1(x)

h(x)p with deg(f1) < p · deg(h). Then F/K is
defined by

v0
p − v0 = f0(x(c)) +

f1(x(c))
h(x(c))p

.

Furthermore, the map x → x(c) gives an embedding of the function field of C to F (the function
field of D).

Theorem 10: F/K is a function field of genus g̃ over the exact constant field K with

g̃ =
{
gpm−1 − (p− 1) if deg(f) ≤ p deg(h) + 1 and

∑m−1
i=0 (−1)i(aλi)p

−i
= 0

gpm−1 otherwise

where a is the coefficient of x in α0x+ β0 + f(x)
h(x)p .

Proof: In Proposition 3, we have that rP 6= 0 if and only if P is over h(x) or P = ∞ and
r∞ = min{deg(f)− p · deg(h), 1}, so we can write:

2g
p− 1

− r∞ + 1 =
2g
p− 1

−min{deg(f)− p · deg(h), 1}+ 1 =
∑
P |h(x)

(rP + 1) deg(P ).

By Corollary 9, any place Q over h(x(c)) is also over P for some P over h(x), and rQ = rP .

Furthermore,
∑

Q|P deg(Q) = pm−1 deg(P ), so∑
Q|h(x(c))

(rQ + 1) deg(Q) =
∑
P |h(x)

∑
Q|P

(rQ + 1) deg(Q)

=
∑
P |h(x)

∑
Q|P

(rP + 1) deg(Q)
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=
∑
P |h(x)

(rP + 1)
∑
Q|P

deg(Q)

=
∑
P |h(x)

(rP + 1)pm−1 deg(P )

= pm−1
∑
P |h(x)

(rP + 1) deg(P )

= pm−1

(
2g
p− 1

−min{deg(f)− p · deg(h), 1}+ 1
)

and, by Proposition 3, this is equal to 2g̃
p−1 − r∞ + 1. We must therefore compute r∞, to get

g̃ =
p− 1

2

(
pm−1

(
2g
p− 1

− r + 1
)

+ r∞ − 1
)

with r = deg(f0(x)) = min{deg(f) − p · deg(h), 1}. Since r∞ depends only on f0(x(c)), we must
deal with two cases: r > 1 and r = 1.

r > 1: Let f0(x) =
∑r

i=0 aix
i, then

f0(x(c)) =
r∑
i=0

ai

λ−1 +
m−1∑
j=0

λjc
pj

i

.

The term in cj , the highest power of c with gcd(j, p) = 1, is rarλr−1
m−1λ0c

(r−1)pm−1+1 and all other
terms either have degree less than (r − 1)pm−1 + 1 or have degree sp with s < (r − 1)pm−1 + 1,
hence r∞ = (r − 1)pm−1 + 1 which gives:

g̃ =
p− 1

2

(
pm−1

(
2g
p− 1

− r + 1
)

+ (r − 1)pm−1

)
= pm−1g.

r = 1: Let f0(x) = ax+ b, then f0(x(c)) = (aλ−1 + b) +
∑m−1

i=0 aλic
pi and

r∞ =
{
−v∞(f0(x(c))− (zp − z)) if v∞ < 0 for some z ∈ L
−1 else

It is easy to show that f0(x(c)) can be written as zp − z + b′ for some f ∈ K[c] (so r∞ = −1) if∑m−1
i=0 (−1)i(aλi)p

−i
= 0 and zp − z + a′x+ b′ with a′ 6= 0 (so r∞ = 1) otherwise. This gives us:

g̃ =
p− 1

2

(
pm−1 2g

p− 1
+ r∞ − 1

)
= pm−1g +

p− 1
2

(r∞ − 1)

=
{
gpm−1 − (p− 1) if

∑m−1
i=0 (−1)i(aλi)p

−i
= 0

gpm−1 otherwise .

Q.E.D.
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6 Extending the Frobenius

Lemma 11: If one of the conditions from (2) is satisfied, i.e. if gcd
(

σn−1
minα(σ) , σ − 1

)
= 1 or

TrK/Fp(β) = 0, then, the Frobenius σ of K over k can be extended to a k-automorphism on F with
order exactly n. In this case, we have

σ(c) =
λ0

σ(λ0)
c+ νβ

σ(v0) = v0 + s1(c)

with νpβ − νβ = minα(σ) ∗ β.
Proof: Since L = K(c) is rational, we must have σ(c) = λc+ λ′ for some λ ∈ K \ {0} and λ′ ∈ K.
Since σ(x) = x, we have

σ(x) = σ

(
λ−1 +

m−1∑
i=0

λic
pi

)

=

(
σ(λ−1) +

m−1∑
i=0

σ(λi)λ′p
i

)
+
m−1∑
i=0

σ(λi)λp
i
cp
i

and σ(x) = x = λ−1 +
m−1∑
i=0

λic
pi .

Equating the coefficients of c, we get that λ0 = σ(λ0)λ and since λ0 6= 0, λ = λ0
σ(λ0) . To compute λ′,

we use polynomial (3) obtained in section 4, which satisfies minα(σ) ∗ α = 0 and minα(σ) ∗ 1 = 0.

We first need to extend σ to F . By definition of vi, we can set σ(vi) = vi+1 for every i in
{0, 1, . . . ,m − 2}. We have to define σ(vm−1) = σm(v0) in terms of v0, v1, . . . , vm−1 in such a way
that σn(v0) = v0. If we apply minα(σ) to v0

p − v0, we have (using Lemma 1):

minα(σ) ∗ (v0
p − v0) = minα(σ) ∗

(
α0x+ β0 +

f(x)
h(x)p

)
= (minα(σ) ∗ α)x+minα(σ) ∗ β + (minα(σ) ∗ 1)

f(x)
h(x)p

= minα(σ) ∗ β
= νp − ν

for some ν ∈ K given by
(
minα(ρl)
ρ−1

)
∗ β where ρ ∗ β = βp. We also have

minα(σ) ∗ (v0
p − v0) = (minα(σ) ∗ v0)p −minα(σ) ∗ v0

=

(
σ(vm−1) +

m−1∑
i=0

civi

)p
−

(
σ(vm−1) +

m−1∑
i=0

civi

)
.

Then

P

(
σ(vm−1) +

m−1∑
i=0

civi − ν

)
= 0,
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and since P(ω) = 0 if and only if ω ∈ Fp, we get

σm(v0) = σ(vm−1) = ν + r −
m−1∑
i=0

civi

for some r ∈ Fp and minα(σ) ∗ v0 = ν + r. Let q(σ) = σn−1
minα(σ) , then

(q(σ)minα(σ)) ∗ v0 = (σn − 1) ∗ v0

= σn(v0)− v0

and

(q(σ)minα(σ)) ∗ v0 = q(σ) ∗ (minα(σ) ∗ v0)
= q(σ) ∗ (ν + r)

= q(ρl) ∗
((

minα(ρl)
ρ− 1

)
∗ β
)

+ q(σ) ∗ r

=
(
ρln − 1
ρ− 1

)
∗ β + q(σ) ∗ r

= TrF/Fp(β) + q(σ) ∗ r.

In order to have σn(v0) = v0, we need TrF/Fp(β) + q(σ) ∗ r = 0 with r ∈ Fp. But r is fixed under
σ, so q(σ) ∗ r = r (q(σ) ∗ 1). If TrF/Fp(β) = 0, we can take r = 0. If TrF/Fp(β) 6= 0, we need a
solution to r (q(σ) ∗ 1) = −TrF/Fp(β). This will be possible if and only if q(σ) ∗ 1 6= 0, i.e. if σ − 1
does not divide q(σ) = σn−1

minα(σ) . We will therefore be able to extend σ with order n on F if and
only if at least one of conditions 2 is satisfied. If one of these conditions is satisfied, we solve for r
and set νβ = ν + r. This also gives us

σm(v0) = σ(vm−1) = νβ −
m−1∑
i=0

civi.

We now consider the effect of σ on tm−1. For i ∈ {1, 2, . . . ,m− 2}, we have σ(ti) = σ(vi− v0) =
vi+1 − v1 = ti−1 − t1, but for i = m− 1 we get

σ(tm−1) = σ(vm−1 − v0)
= σ(vm−1)− v1

=

(
νβ −

m−1∑
i=0

civi

)
− (t1 + v0)

= νβ − t1 −

(
m−1∑
i=1

ci(vi − v0) +
m−1∑
i=0

civ0

)
− v0

= νβ − t1 −
m−1∑
i=1

citi −

(
1 +

m−1∑
i=0

ci

)
v0

= νβ − t1 −
m−1∑
i=1

citi − (minα(σ) ∗ 1) v0

= νβ − t1 −
m−1∑
i=1

citi.
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By the construction in section 5, sm−1 = tm−1−
∑m−2

i=1 diti and tj =
∑m−1

i=1 d̂i,jsi for some di’s and
some d̂i,j ’s in K, so

σ(c) = σ(sm−1)

= σ(tm−1)−
m−2∑
i=1

σ(di)σ(ti)

=

(
νβ − t1 −

m−1∑
i=1

citi

)
−
m−2∑
i=1

σ(di)(ti+1 − t1)

= νβ +
m−1∑
i=1

µisi

for some µi’s in K. But since degc(si) = pm−i and σ(c) = λc+λ′, we must have µi = 0 for i < m−1.
Since sm−1 = c, we get σ(c) = λc+ νβ (and we have µm−1 = λ). Finally, to get σ(v0), we use that
v1 − v0 is a solution to tp1 − t1 = γ1x(c) + δ1, so v1 − v0 = s1(c) (since s1 = t1 = v1 − v0). Q.E.D.

Note: if we have either gcd(n, p) = 1 or mα = n, then gcd
(

σn−1
minα(σ) , σ − 1

)
= 1 and condition 2

is always satisfied.

7 Restriction

Theorem 12: Let σ be an extension of the Frobenius automorphism of K over k to F of order n.
Let F̃ be the fixed field of F under σ. Then F̃ is a function field of genus g̃ over the exact constant
field k, where g̃ is the genus of F over K.
Proof: This is a generalization to characteristic p of the proof of theorem 12 in [11]. Let L = K(c)
and L̃ its restriction under σ. We have the following field diagram (where C̃ is the curve we are
looking for):

F

L

K(x)

K

F̃

L̃

k(x)

k

HH
HHHH

HHH
HHH

HHH
HHH

HHHH
HH

n

n

n

n

pm−1

pm−1

p

p

HH
HHH

��
�
��p
k(C̃)

∼=

H
HHHH

p

�
�
�
�
�
�
�
�
��

K(C)
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Lemma 13: Gal(F/L) = 〈τ〉 with τ(vi) = vi + 1 for every i and σ(τ(ω)) = τ(σ(ω)) for every
ω ∈ F .
Proof: Remember that vj−v0 is a root of tjp−tj−γjx−δj = 0, hence vj−v0 ∈ L. Let ς ∈ Gal(F/L),
then ς fixes L, in particular ς(vj − v0) = vj − v0 for every j. Then ς(vj)− vj = ς(v0)− v0 for every
j. But ς ∈ Gal(F/L) ⊂ Gal(F/K), so ς is completely determined by its action on the vj ’s and for
every j, ς(vj) = vj + rj with rj ∈ {0, 1, . . . , p − 1}. Then rj = r0 for every j and ς is completely
determined by its action on v0, with ς(vj) = vj + r for some r ∈ {0, 1, . . . , p − 1}, so ς = τ r and
Gal(F/L) = 〈τ〉. But for every i ∈ {0, 1, . . . , n− 1} and j ∈ {0, 1, . . . , p− 1}, we have

σi(τ j(v0)) = σi(v0 + j) = σi(v0) + j = vi + j = τ j(vi) = τ j(σi(v0))

hence σ and τ commute. Q.E.D.

Lemma 14: Let µ ∈ K be such that TrK/k(µ) = 1 and set c̃ = TrL/L̃(µλ0c) and ṽ = TrF/F̃ (µv0).

Then we have L̃ = k(c̃) and F̃ = k(c̃, ṽ). Furthermore, c̃ = λ0c+ λ̃ and the Artin-Schreier equation
defining F̃ over L̃ is

ṽp − ṽ = TrK/k(µ
pα)x+ TrK/k(µ

pβ) +
f(x)
h(x)p

+ TrF/F̃ (µpv0)− TrF/F̃ (µv0).

Proof: From Lemma 11, we have σ(λ0c) = σ(λ0)σ(c) = λ0c+ σ(λ0)νβ hence

c̃ = µλ0c+
n−1∑
i=1

σi(µ)

λ0c+
i−1∑
j=0

σj+1(λ0)σj(νβ)


= λ0c

n−1∑
i=0

σi(µ) +
n−1∑
i=1

σi(µ)
i−1∑
j=0

σj+1(λ0)σj(νβ)

= λ0c+ λ̃

with λ̃ ∈ K and c̃ ∈ L̃ by definition, so L̃ = k(c̃). From Lemma 13, τ restricts to F̃ /L̃, with
τ(ṽ) = ṽ + 1. then

TrF̃ /L̃(ṽ) =
p−1∑
i=0

τ i(ṽ) =
p−1∑
i=0

ṽ + i =
{

1 if p = 2
0 else

and
ṽp = TrF/F̃ (µpv0

p)

= TrF/F̃

(
µp
(
v0 + α0x+ β0 +

f(x)
h(x)p

))
= TrF/F̃ (µpv0) + TrF/F̃ (µpα0)x+ TrF/F̃ (µpβ0) + TrF/F̃ (µp)

f(x)
h(x)p

= TrK/k(µ
pα0)x+ TrK/k(µ

pβ0) +
f(x)
h(x)p

+ TrF/F̃ (µpv0),

which gives us the norm

NF̃ /L̃(ṽ) =
p−1∏
i=0

τ i(ṽ) =
p−1∏
i=0

(ṽ + i) = ṽp − ṽ

= TrK/k(µ
pα)x+ TrK/k(µ

pβ) +
f(x)
h(x)p

+ TrF/F̃ (µpv0)− TrF/F̃ (µv0).

Q.E.D.
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To map the ideal class group of K(C) to the ideal class group of k(C̃), we first use the map
x→ x(c̃) to map into F = K(c, v0) = K(c̃, v0) (since c̃ = λ0c+ λ̃), and then use the norm NF/F̃ to

map into F̃ .

Corollary 15: If gcd(n, p) = 1, then F̃ is defined over k by

ṽp − ṽ = TrK/k(α)x(c̃) + TrK/k(β) +
f(x(c̃))
h(x(c̃))p

where

x(c̃) = λ−1 +
m−1∑
i=0

λi

(
1
λ0
c̃− λ̃

λ0

)pi
which is isomorphic to the curve

C̃ : ỹp − h(x(c̃))p−1ỹ = f(x(c̃)) + (TrK/k(α)x(c̃) + TrK/k(β))h(x(c̃))p.

Proof: We apply Lemma 14 with µ ≡ n−1 mod p (µ exists since gcd(n, p) = 1). Then µp = µ and
σ(µ) = µ, so we have:

TrK/k(µ) = nµ = 1 , TrK/k(µpα) = TrK/k(α) ,

TrK/k(µpβ) = TrK/k(β) and TrF/F ′(µpv0) = TrF/F ′(µv0) .

To get the equation of C̃, we simply set ṽ = ỹ
h(x(c̃)) and multiply the resulting equation by h(x(c̃))p.

Q.E.D.

8 Algorithm

Assuming that curve C satisfies condition 2 and is defined over the field K = Fp(ω), then the
algorithm can be written as follows:

1. For i from 0 up to n, write σi(α) as vectors over Fp.

2. Compute minα(σ) such that minα(σ) ∗ α = 0 and minα(σ) ∗ 1 = 0.

3. m = degσ(minα(σ)).

4. Compute ν =
(
minα(ρl)
ρ−1

)
∗ β where ρ(ω) = ωp.

5. Compute TrK/Fp(β) and q(σ) = σn−1
minα(σ) .

6. If TrK/Fp(β) = 0 set νβ = ν, otherwise set νβ = ν − TrK/Fp (β)

q(σ)∗1 .

7. Find an i between 0 and n− 1 such that TrK/k(ωi) 6= 0 and set µ = ωi

TrK/k(ωi)
.

8. For i from 1 up to m− 1, compute γi = σi(α)− α and δi = σi(β)− β.

9. Starting form γ′i = γi and δ′i = δi, compute εi and ρi as follows:
For i from 1 up to m− 1:
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• set εi = γ′i and ρi = δ′i;

• for j from i+ 1 up to m− 1 replace γ′j by
(
γ′j
εi

)1/p

−
(
γ′j
εi

)
and δ′j by δ′j −

ρiγ
′
j

εi
.

10. Set sm−1 = c. For i from m− 2 down to 0, set si = 1
εi+1

(spi+1 − si+ 1− ρi+1).

11. Compute λ̃ =
∑n−1

i=1 σ
i(µ)

∑i−1
j=0 σ

j(σ(λ0)νβ) where λ0 is the coefficient of c1 in s0 and set
c = 1

λ0
(c̃− λ̃).

12. Compute x(c̃) = s0(c̃) and s1(c̃).

13. Compute h̃(c̃) = h(x(c̃).

14. Compute TrF/F̃ ((µp − µ)v0) =
∑n−1

i=0 σ
i(µp − µ)

∑i
j=0 σ

j(s1(c̃)).

15. Compute f̃(c̃) = f(x(c̃)) + (TrK/k(µpα)x(c̃) + TrK/k(µpβ) + TrF/F̃ ((µp − µ)v0))h̃(c̃)p.

The curve C̃ is then given by the equation

C̃ : ỹp − h̃(c̃)p−1ỹ = f̃(c̃).

We use the map x → x(c̃) to embed K(C) into F = K(c̃, v0), then the norm NF/F̃ to restrict to

F̃ = k(C̃).

9 Characteristic 2

For this section, we will assume that K has characteristic 2, i.e. p = 2. The equation of the curve
is then

Y 2 + h(X)Y = f(X) + (αX + β)h(X)2.

Then condition (1) is equivalent to {
gcd(deg(f), 2) = 1
C nonsingular

and the genus of the curve is g = deg(h) + 1
2 max{deg(f) − 1, 0}. For elliptic curves, we have the

following lemma:

Lemma 16: Any curve of the form Y 2 + XY = X3 + αX2 + β is isomorphic to a curve of the
form Z2 + h(W )Z = f(W ) + (αW + β)h(W )2.
Proof: Let C be the curve given by Y 2 +XY = X3 + αX2 + β We apply the following change of
variable:

W =
X√
β

and Z =
Y√
β

+ 1 i.e. X =
√
βW and Y =

√
βZ +

√
β.

Then we have:

0 = Y 2 +XY +X3 + αX2 + β

= (
√
βZ +

√
β)2 + (

√
βW )(

√
βZ +

√
β) + (

√
βW )3 + α(

√
βW )2 + β

= β(Z2 +WZ +
√
βW 3 + αW 2 +W )

= β(Z2 + h(W )Z + f(W ) + (αW + β)h(W )2)
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with h(W ) = W , f(W ) = W , α =
√
β and β = α Then the curve C is isomorphic to the curve

C ′ : Z2 + h(W )Z = f(W ) + (αW + β)h(W )2. Q.E.D.

9.1 Fields

To get conditions on n in order for m to have the possibility of taking a given value, we note that
minα(σ) must divide σn + 1. If we find the minimal value of i such that minα(σ) divides σi + 1,
then i must divide n. Note that minα(σ) = σm + 1 +

∑m−1
j=1 djσ

j and each dj ∈ {0, 1}, hence we
can list all the possible minα(σ).

For m between 2 and 20, we can build a table of necessary prime divisors of n (Table 1). However,
it may not be sufficient that n be divisible by one of the primes in the list for m to insure that K
contains elements with that given m. In many cases, n must be divible by the product of two or
more of the primes in the list, possibly to a power greater than 1.

We could also build a list of the sufficient divisors of n for the field K to have elements with
a given value of m, however this table would be much longer. For example, the list of sufficient
divisors for n to admit m = 9 is

9, 10, 12, 15, 16, 17, 21, 28, 124, 186, 210, 217, 252, 254, 255

and the list for m = 20 contains 190 integers.

Another way to look at Table 1 goes as follows: if n is divisible by an element of the right hand
side, then there exists an element of the field K such that m is less or equal to the value on the
left hand side.

Table 1:

m prime divisors of n
2 2
3 2, 3
4 2, 3, 7
5 2, 3, 5, 7
6 2, 3, 5, 7, 31
7 2, 3, 5, 7, 31
8 2, 3, 5, 7, 31, 127
9 2, 3, 5, 7, 17, 31, 127

10 2, 3, 5, 7, 17, 31, 73, 127
11 2, 3, 5, 7, 11, 17, 31, 73, 127
12 2, 3, 5, 7, 11, 17, 23, 31, 73, 89, 127
13 2, 3, 5, 7, 11, 13, 17, 23, 31, 73, 89, 127
14 2, 3, 5, 7, 11, 13, 17, 23, 31, 73, 89, 127, 8191
15 2, 3, 5, 7, 11, 13, 17, 23, 31, 43, 73, 89, 127, 8191
16 2, 3, 5, 7, 11, 13, 17, 23, 31, 43, 73, 89, 127, 151, 8191
17 2, 3, 5, 7, 11, 13, 17, 23, 31, 43, 73, 89, 127, 151, 257, 8191
18 2, 3, 5, 7, 11, 13, 17, 23, 31, 43, 73, 89, 127, 151, 257, 8191, 131071
19 2, 3, 5, 7, 11, 13, 17, 19, 23, 31, 43, 73, 89, 127, 151, 257, 8191, 131071
20 2, 3, 5, 7, 11, 13, 17, 19, 23, 31, 43, 73, 89, 127, 151, 257, 8191, 131071, 524287
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10 Conclusion

We have shown how the GHS Weil descent attack can be adapted to Artin-Schreier curves (over
the field K of characteristic p) of the form

Y p − h(X)p−1Y = f(X) + (αX + β)h(X)p,

with f(X) and h(X) defined over the subfield k and some extra conditions (conditions (1) and (2)).

In particular, for these curves to be used in cryptography, |Jac(C)(K)| should be almost prime
(i.e. a prime multiplied by a small factor). If |Jac(C)(K)| divides |Jac(C̃)(k)| (or a small multiple
of |Jac(C̃)(k)|), experimental results seem to indicate that | ker(Φ)| is likely to be small.

The main reason the Weil descent attack can be an effective way of solving the discrete log
problem for a curve C is due to the index calculus attack for curves of genus greater than 2. For
curves of genus 1 or 2, the best known attacks for the discrete log problem (Shank’s Baby Step-
Giant Step algorithm, Pollard’s ρ method) require O(g2qg/2+ε) bit operations. But for hyperelliptic
curves of genus 3 or higher, if the genus g is not too large, we can use the index calculus attack
(see [10] and [21] for g! < q, see also [1], [3], [9] and [16] for g! > q) which gives a running time of
O
(
g4q

2− 4
2g+1

+ε
)

(for (g − 1)! < q). Since Jacobian arithmetic for Artin-Schreier curves over the

field Fq can be done in O(p7g2(log(q))2 bit operations (compared to O(g2(log(q))2) in characteristic
2), the index calculus attack can be adapted to Artin-Schreier curves in a given characteristic with
the same asymptotic running times.

11 Examples

Example 1:
Let K = F278 and k = F226 (i.e. q = 226 and n = 3. Given any α ∈ K \ k (i.e. such that

minα(σ) = σ3 + 1) and any β ∈ K (condition 2 is satisfied). Then, for a curve C of genus g = 2
given by an equation of the form

C : Y 2 − h(X)Y = f(X) + (αX + β)h(X)2

with h(X) and f(X) defined over k, we can construct a curve C̃ of genus 7 or 8 defined over k (since
m = 3, g̃ = g2m−1 − 1 or g2m−1). The order of Jac(C̃)(k) is greater then the order of Jac(C)(K)
(q7 +O(q13/2) or q8 +O(q15/2) instead of q6 +O(q9/2)), so the kernel of the map from Jac(C)(K)
to Jac(C̃)(k) need not be trivial even if |Jac(C)(K)| is almost prime. Although the discrete log
problem should be very difficult to solve directly on C (equivalent to solving the discrete log for an
elliptic curve over a field of 156 bits), it should be somewhat easier on C̃ (equivalent to solving the
discrete log for an elliptic curve over a field of close to 120 bits).

Example 2:
Let K = F3162 and k = F327 (i.e. q = 327 and n = 6. Given α ∈ K \ k and β ∈ K in one of the

following cases:

• α is a root of aq
3

+ aq
2

+ 2aq + 2a = 0 and TrK/F3
(β) = 0 (true for a third of the elements of

K);
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• α is a root of aq
3

+ 2aq
2

+ 2aq + a = 0 and TrK/F3
(β) = 0 (true for a third of the elements of

K);

• α is a root of aq
3

+ 2a = 0 and β is any element in K;

(i.e. such that m = 3 and condition 2 is satisfied), then for a curve C of genus g = 1 given by an
equation of the form

C : Y 3 − Y = X2 + αX + β

(note that in this case, C is elliptic) we can construct a curve C̃ of genus 7 or 9 defined over k (since
m = 3, g̃ = g3m−1 − 2 or g3m−1). The order of Jac(C̃)(k) is greater then the order of Jac(C)(K)
(q7 + O(q13/2) or q9 + O(q17/2) instead of q6 + O(q3)), so the kernel of the map from Jac(C)(K)
to Jac(C̃)(k) need not be trivial even if |Jac(C)(K)| is almost prime. Although the discrete log
problem is intractable directly on C (we have an elliptic curve over a field of just over 256 bits), it
should be much easier (although still difficult) on C̃ (equivalent to solving the discrete log for an
elliptic curve over a field of close to 128 bits).
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