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ABSTRACT. In this article, we deal with fast arithmetic in the Picard group
of hyperelliptic curves of genus 3 over binary fields. We investigate both the
optimal performance curves, where h(z) = 1, and the more general curves
where the degree of h(x) is 1, 2 or 3. For the optimal performance curves, we
provide explicit halving and doubling formulas; not only for the most frequent
case but also for all possible special cases that may occur when performing
arithmetic on the proposed curves. In this situation, we show that halving offers
equivalent performance to that of doubling when computing scalar multiples
(by means of an halve-and-add algorithm) in the divisor class group.

For the other types of curves where halving may give performance gains
(when the group order is twice an odd number), we give explicit halving for-
mulas which outperform the corresponding doubling formulas by about 10 to
20 field multiplications per halving. These savings more than justify the use
of halvings for these curves, making them significantly more efficient than pre-
viously thought. For halving on genus 3 curves there is no previous work
published so far.

1. INTRODUCTION

Many cryptographic proctocols take advantage of the difficulty of the discrete
logarithm problem (DLP) to obtain their security. An essential part of these pro-
tocols is therefore the computation of scalar multiples of group elements.

The double-and-add algorithm is essential to the efficiency of cryptosystems
based on elliptic and hyperelliptic curves. This algorithm (and many of its varia-
tions) is based on two basic group operations: the addition of two distinct group
elements and the computation of the double of an element. An alternative that
proved very successful in case of elliptic curves over binary fields is the halve-and-
add algorithm, which relies on the computation of the “half” of a group element (of
odd order), i.e. the computation of a pre-image of the doubling operation [T4 [T7].
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Given the important savings produced by replacing doublings with halvings for el-
liptic curves, it is natural to ask if similar results can be obtained for hyperellitic
curves over binary fields.

In this paper, we investigate halving and doubling of divisor classes of hyperel-
liptic curves of genus 3 over finite fields of characteristic 2. We present complete
halving and doubling formulas for many interesting curves. We investigate the
optimal-performance case, i.e. we obtain the best operation counts for the explicit
doubling and halving formulas. For these curves, we give a complete case study
for the most frequent case and for all special cases that can occur when doubling
or halving a divisor class. This provides a programmer with everything he needs
for a complete implementation of high-speed scalar multiplication. We also treat
other interesting cases, i.e. curves whose equation has a different form. Those cases
are especially interesting since we gain comparable and sometimes even noticeable
better performance for the halving compared to the appropriate doubling formulas.
For these cases, we give explicit halving formulas for the most common case (the
remaining formulas are available in the appendix of the extended version [1).

In a normal double-and-add scalar multiplication, all but an almost insignificant
proportion of the additions and doublings should fall in the most common cases.
One can then implement explicit formulas only for the most common cases, and
use Cantor’s algorithm when a special case occurs. In practice, this approach does
not create any measurable loss in the average performance compared to an imple-
mentation that has explicit formulas for all possible cases. The same is not true
for the halve-and-add algorithm however, because the inverse operation of Cantor’s
doubling algorithm cannot easily be written in terms of polynomials. A halve-and-
add algorithm must therefore contain explicit formulas for all possible cases of the
halving operation.

In this paper, we always work with the Mumford representation of a divisor class
and obtain the different cases depending on the degree of the first polynomial of
the Mumford representation of the inputs and outputs.

The main results of the present paper are:

(1) For those genus 3 curves that give the best performance we provide explicit
doubling formulas for all special cases, and we thereby extend the formulas
which are already published for the most common case only [ 8, [[3].

(2) In the optimal-performance case, we also provide explicit halving formulas for
all possible special cases and therefore allow a complete implementation of
DLP-based cryptosystems on genus 3 curves using halving (and doubling) of
divisor classes.

(3) We look at three more general types of genus 3 hyperelliptic curves and provide
halving formulas that compare extremely well to the best previously known
doubling formulas. It turns out that in those cases halving is always faster. In
some situations halving is almost twice as fast as the corresponding doubling
operation.

The remainder of this paper is structured as follows: Section ] contains some im-
portant terminology and mathematical background. In this section, we also discuss
the arithmetic of the binary field we are working with, especially the computation
of square roots and traces. Furthermore, we list the different types of curves that
we will treat in this paper, and give the appropriate curve equation for each type.
In Section Bl we discuss the optimal-performance case. We give a complete case
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study for all possible doubling and halving cases. In Section Bl we look at more
general types of curves and give explicit halving formulas for the most common case
for each type of curve.

2. BASIC NOTATIONS AND PRELIMINARIES

In this section, we briefly recall the definitions of hyperelliptic curves, divisor class
groups and the Mumford representation, since we will use these notions throughout
the paper. A comprehensive resource for the mathematics of finite fields is [T5]. For
background on hyperelliptic curves we refer the interested reader to [2], from which
the following definitions and notations are taken.

Definition 2.1 (Hyperelliptic curve). Let K be a field and let K be the algebraic
closure of K. A curve C, given by an equation of the form

C:y® +h(z)y = f(x),
where f € K[z] is a monic polynomial of degree 2g+1 and h € K|[z] is a polynomial
of degree at most g, is called an imaginary hyperelliptic curve of genus g over K

if there is no point (x,%) on the curve over K for which both partial derivatives
vanish, i.e. such that 2y 4+ h(z) = 0 and f(x) — h(z)'y = 0.

The last condition ensures that the curve is non-singular.

Definition 2.2 (Divisor class group). Given a hyperelliptic curve C of genus g over
a field K, the group of degree 0 divisors of C is denoted by Divoc. The quotient
group of Div% by the group of principal divisors of C' is called the divisor class
group of C' and is denoted by Pic%. It is also called the Picard group of C O

Theorem 2.3 (Mumford). Let C' be a hyperelliptic curve of genus g over an ar-
bitrary field K. Fach nontrivial divisor class of C' over K can be represented by a
unique pair of polynomials u,v € K|[z|, where

(1) u is monic,

(2) deg(v) < deg(u) < g,

(3) u|v?+vh— f.

Note that the last condition will be essential in establishing some of the halving
formulas. A divisor [u,v] that satisfies all the conditions in Theorem is called
“reduced”. If all the conditions except deg(u) < g are satisfied, we have a “semi-
reduced” divisor (i.e. the pair of polynomials u and v correspond to a divisor, but
it is not the reduced representative of its class).

Algorithm 1 Cantor’s doubling algorithm for genus 3 HEC in characteristic 2

InpuT:  The divisor class D = [u,, v,)
OutpuT: The divisor class [u.,v.] = [2]D

1: d « ged(ug, h), ug < ued™t, vo — v, mod ug
2: ¢ — h~! mod ug, u; — ug, V] — Vg + c(vg +wvoh + f) mod uy
3: if deg(u;) < 3 then

n this paper we only consider imaginary hyperelliptic curves, i.e. the divisor class group is
isomorphic to the Jacobian (variety) of this curve. Hence we will use the terms Jacobian and
divisor class group synonymously.



4: Ue «— UL, Ve — V1

5: else

f+vi h+Uf

6: uQ<—monic(' ™ ),v2<—v1—|—h mod usg

7: if deg(uz) < 3 then

8: ’u,c(—’u,27 Ve < V2

9: else

10: U <— Mmonic (%), Ve < v +h mod u,
11: end if

12: end if

13: return [u., v

Since our goal is to compute pre-images of the group doubling, we refer to Algo-
rithm 1 for a description of how this operation is performed using Cantor’s algo-
rithm. Our proposed halving and doubling formulas expect the input divisor class
to be in Mumford representation and work directly on the coefficients of the poly-
nomials u, and v, of this representation. The resulting divisor class is also given in
the Mumford form.

2.1. CHOICE OF THE FIELD AND DIVISOR CLASS HALVING. Throughout this paper,
we will assume that the field is of the form F,, where ¢ = 2™ and n is not divisible
by 2 or 3. This is mainly due to security concerns, since various versions of the
Weil descent attack could be applied when n admits a factor of 2 or 3 (for example,
see [10, [T}, [8]). In fact, for cryptographic applications it is often assumed that
n is a prime. As an added bonus, having n coprime to 6 means that we can take
cube, fifth and seventh roots in the field (since the mappings a — a?, a — o®, and
o+ o7 are all isomorphisms as 3, 5 and 7 are coprime to 2" — 1), which allows us
to simplify the curve equations a little more.

In finite fields of characteristic 2, some operations that are computationally hard
in fields of odd characteristic become efficient, in particular the computation of the
square root of a field element. This observation led to the development of halve-
and-add algorithms, a variation of the double-and-add scalar multiplication where
the doubling operation is replaced with a halving (the representation of the scalar is
adjusted accordingly). Such an approach was first used for elliptic curves [14] [I7],
and was recently extended to hyperelliptic curves of genus 2 (see [A, [, [T2]). In fact,
some fields have the property that the computation of square roots can be faster
than the computation of squares [I, @]. It can therefore become a good strategy
to “replace” squares with square roots for curve arithmetic in these fields, and this
is exactly what our halving formulas do. Furthermore, since n will be odd we will
have TR(1) = 1. In various places, we implicitly take advantage of the identity
TR(a) = TR(c?) to simplify some trace computations.

To count the number of operations, we denote inverses by I, multiplications by
M, squares by S, square roots by SR, traces by TR and half-traces by HT.

2.2. CONDITIONS ON THE ORDER OF THE PICARD GROUP. We limit ourselves to
curves for which the order of the Jacobian is either odd (h constant) or 2 times
an odd number. This restriction is needed to get a better performance out of the
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halving. Given any hyperelliptic curve, the halve-and-add algorithm allows us to
compute the scalar multiple of a divisor class, given that it is in a (sub)group of
odd order. In this way, the pre-image of the doubling can always be computed
and “becomes” unique (all other pre-images of the doubling have even order). The
group order conditions are due to the following reasons:

(1) To verify that the pre-image is in the subgroup of odd order, we make sure
that it can be halved again as many times as we want. If the group contains
divisors of order 2%, we must ensure that we can halve the pre-image (at least)
s times, which obviously affects the cost of our halving formulas. When s > 2
(i.e. when there are divisors of order 4), the increased work required for this
check becomes too expensive for the halving to be interesting.

(2) The number of pre-images of the halving depends directly on the number of
divisors of order 2 in the group, which in turn depends on the factorization
of h(z). If h(z) has r distinct irreducible factors (multiplicities do not have
an impact here), then we have 2" distinct pre-images of the doubling. Since
we must identify the unique pre-image of odd order, having » > 1 would
force us to choose between four or more reduced divisors, which increases the
algorithmic cost of halving significantly. We will therefore require 7 to be at
most 1.

Note that if h(z) has r distinct irreducible factors, then the group order is divisible
by (at least) 2", so asking the group order to be either odd or 2 times an odd number
removes all curves for which h(z) has 2 or 3 distinct irreducible factors.

2.3. TYPES OF CURVES. We can distinguish the genus 3 hyperelliptic curves in
characteristic 2 according to the degree of h(x) and the form of its factorization
over Fon. We find the following types:

e Type Ia: h(x) is irreducible of degree 3.

e Type Ib: h(x) has degree 3 and is the product of an irreducible polynomial of
degree 2 and a linear factor (r = 2).

e Type Ic: h(xz) has degree 3 and is the product of 3 distinct linear factors
(r =3).

e Type Id: h(z) has degree 3 and is the product of 2 distinct linear factors, one
of which is repeated twice (r = 2).

e Type le: h(z) is the cube of a linear factor (degree 3, r = 1).

e Type Ila: h(z) is irreducible of degree 2.

e Type IIb: Ah(z) has degree 2 and is the product of 2 distinct linear factors

(r=2).

e Type Ilc: h(x) is the square of a linear factor (degree 2, r = 1).

e Type III: h(x) is linear (degree 1).

e Type IV: h(z) is constant (degree 0).

For each type of curve, we can use curve isomorphisms to “simplify” the equation
of the curve. This will be handled in the next subsection.

Due to our condition on the group order, we will limit ourselves to curves of
Types Ia, Ie, ITa, Ilc, IIT and IV. Because of the structure of their 2-torsion group,
curves of Types Ie and IIc have very similar properties (and essentially the same
number of isomorphism classes) as curves of Type III. On the other hand, the higher
degree of h(zx) in Type Ie and Ilc makes them less efficient than curves of Type III,
so the formulas for these two types of curves are presented only in the appendix of
the extended version of this paper [1].



2.4. FORMS OF THE CURVE EQUATIONS. An imaginary hyperelliptic curve of
genus 3 over Fon is of the form

(1) y* + h(z)y = f(z),
where h(x) = h3x® + hox? + hyx + ho # 0 and f(z) = fr27 + fexb + fs2° + faxt +
f323 + fox® + fix + fo. It is also customary to use isomorphisms to impose that f
be monic, i.e. that fr = 1, but we will relax this condition for some curves types
as the halving formulas are more efficient if we use isomorphisms to force a specific
coefficient of h(z) to be 1 (which one of the coefficients depends on the curve type).
The effects on the addition formula are described in the appendix [7]. Because of
the ratio between the number of additions and halvings in the scalar multiplication,
the small increase this produces in the addition cost (3 multiplications) becomes
interesting as soon as we can save one or more multiplications in the halving.
Since the coefficients of the curve equation (the coefficients of h and f) have a
direct impact on the computations in Cantor’s algorithm, it is quite natural to use
isomorphisms to obtain an equivalent curve with “simpler” coefficients (i.e. getting
coefficients equal to 0, restricting them to Fg etc.). For the curve (), the possible
isomorphisms are given by x +— ax+ 3 and y — vy + 2% +ex? + ox + ¢, where both
« and « are nonzero. After applying the isomorphisms, the equation is divided by
~? to make it monic.

Proposition 1. Given an isomorphism that replaces fo; by fo; + w? + w, we can
restrict fo; to TR(f2;) € Fa.

Proof. Since fo; + TR(f2;) has trace 0, we can choose w such that w? +w = fa; +
TR(f2;). This choice of w replaces fo; with TR(f2;). Note that the isomorphism
does not permit us to change the trace of fy;. O

For the six types of curves where halving is interesting, we have:

(TIa) hg # 0 and h(z) irreducible: We first use § = ha/hs to remove hy. Once
he = 0, hy must be non-zero (otherwise h(x) would not be irreducible), so we
can set o = \/h1/hg and v = \/h3$/h3 to obtain h(z) = 2> + x + ho.

We can then use § to restrict fg to Fa, then € to force f5 = 0, o to force
f1 = 0 and finally ¢ to have f3 = 0. We are left with f(x) = frz7 + fex% +
f2$2 + fix + fo where fg € Fo.

(Ie) hs # 0 and h(z) is a cube: Taking a = h%/f; and v = h%/f2 we can force
both h(z) and f(x) to be monic. Once hy = f; = 1, we can use 8 = hy to
obtain h(x) = 23 (since h(x) is a cube).

We can then use § to restrict fg to Fa, then € to force f5 = 0, o to force
f1 = 0 and finally ¢ to have f3 = 0. We are left with f(z) = 27 + fez% +
f2$2 + f1I + f() where f6 € Fs.

(a) hg = 0, hy # 0 and h(x) is irreducible: Using a = hy/hg and v = h3/hs
we can force ho = hy = 1. Since h(z) is irreducible, we must then have
TR(h1) = 1 and we can then use 8 = HT(h1 +1) to restrict h(z) to 2% +x+1.

Combining the remaining freedom on 3 (i.e. § € F2) and §, we can force
fo = 0 and restrict the number of possibilities for f5 by a factor of 2 (in
general). Note that this restriction on f5 has no impact on TR(f5).

We can then use € to restrict fy to Fa, then p to force f3 = 0 and finally ¢
to have fo = 0. We are left with f(z) = fra” + fs2° + fax* + fix + fo where
f4 € Fy and TR(f7) TR(f5) =0.



(Ilc) hy = 0, hy # 0 and h(z) is a square: Taking a = (h3/f7)"/® and v =
(h1/f2)*/3 we can force both h(z) and f(x) to be monic. Once hy = f7 = 1,
we can use 3 = /hg to obtain h(z) = 22 (since h(z) is a square).

We can then use § to force fg = 0, then € to restrict f; to Fa, then p
to force fs = 0 and finally ¢ to have fo = 0. We are left with f(x) =
27+ fs2° + faxt + frx + fo where fy € Fy.

(ITT) hs = hy = 0 and h; # 1: Taking a = (h?/f7)*/® and v = (h]/f7)}/® we can
force both h(z) and f(z) to be monic. Once hy = f7 =1, we can use = hg
to obtain h(x) = x.

We can then use ¢ to force fg = 0, then € to force f4 = 0, ¢ to restrict fs
to Fy and finally ¢ to have fi; = 0. We are left with f(x) = 27 + f52° + f32® +
f2172 “+ fo where f2 (S ]FQ.

(IV) hz = hg = hy = 0 and hy # 0: Taking o = (h3/f7)"/" and v = hy we can
have h(z) =1 and force f(x) to be monic.

Once f7 = 1, we can use 3 = \/f5 to remove the term in z° form f(x). We
can then use § to force fg = 0, then € to force fy = 0, o to force fo = 0 and
finally ¢ to restrict fo to Fo. We are left with f(z) = 27 + f32° + fix + fo
where fy € Fs.

Note that we did not include the non-singularity condition, nor conditions on the

group order in the descriptions of the different types. In terms of isomorphism

classes, Type Ia is the most common (with %q5—|—0(q4) classes), followed by Type Ila

(with ¢*+O(g®) classes), then Types I11, Ilc, and Ie (each with 2¢ + O(g?) classes)

and finally Type IV (with 2¢% + O(q) classes).

3. TYPE IV: h(z) =1

In this section, we consider the high-performance curves, i.e. those that are pre-
ferred when computational speed is more important than flexibility in the choice
of the curve (even then, there are enough isomorphism classes available for most
applications). From the results of the previous section, we can assume that curves
of Type IV are of the form

(2) C:y*+y=a"+ f3a° + frz + fo,
with fo € Fa. As well as having all but two of the coefficients of the curve equation
in Fy (and many of those being 0), these curves offer other advantages:
(1) The doubling is significantly faster than for other types of curves, and also
much faster than the group addition.

(2) The curve C' is not supersingular (see Theorem 1.2 in [Scholten, Zhu] with
n = 3). This is an important advantage over the genus 1 and 2 situation
where curves with h = c¢ are supersingular if ¢ is a constant. Hence, our
genus 3 curves are secure against specialized attacks as long as the order of
the Jacobian is divisible by a large prime.

(3) Since h = 1, the 2-rank of the curve C is 0: Given any non-zero element
D = [u,v] of the Jacobian in Mumford representation, its negative is

—D = [u,—v—h mod u] = [u,v+1].

Since v # v + 1 mod u for all D # [1,0], we have D # —D and therefore
[2]D # [1,0] for all non-zero D in the Jacobian of the curve, which shows that
there are no non-trivial 2-torsion points (and the group order is odd).
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This simple fact is extremely useful for the halving formulas. It means that
the doubling map is a one-to-one function, rather than a two-to-one as it is the
case for elliptic curves (and will be the case for the other curves considered in
this paper). The pre-image of the doubling will be unique, removing the need
for a potentially expensive verification step to find which of the pre-images
has odd order.

We will now give explicit formulas for the doubling and the halving of divisor
classes, and cover both the most frequent case and all other possible special cases.
Combined with divisor addition formulas [2, @, [T3], this allows to program the most
efficient implementation of genus 3 hyperelliptic curve group arithmetic.

3.1. EXPLICIT DOUBLING FORMULAS. In the following, we give a complete study
of all cases that can occur when performing doubling of a divisor class on a genus 3
hyperelliptic curve of Type IV, i.e. we assume that we are given a curve of the form
@) over a binary field. We consider the different cases by looking at the degree of the
polynomial u, in the Mumford representation of a given divisor class Dy = [tq, Va),
where u, is monic of degree at most 3 and v, is of smaller degree than u, and such
that u, divides v2 + v, + f.

We will give criteria to detect which case is present, depending on the coefficients
of the polynomials u, and v,. Therefore, we follow the steps of Cantor’s algorithm
to see how the degrees of the polynomials behave during the doubling. The details
of Cantor’s algorithm for genus 3 curves of type IV are given in Algorithm 2.

Algorithm 2 Cantor’s doubling algorithm for genus 3 HEC in characteristic 2 with
h(z) =1 (Type IV)

InpUT:  The divisor class D = [u,, v,)
OutpuT: The divisor class [uc, v.] = [2]D

I up — u2, vy — v+ f mod u;

2: if deg(u1) < 3 then

3: Ue < UL, Ve < V1

4: else

5: Ug «— Mmonic (fﬂ;%fv%), vg «— v1 + 1 mod us

6: if deg(uz) < 3 then

7 Ue <= U2, Ve < V2

8: else

9: Ue +— mMonic (H%;Ug), Ve «— V2 + 1 mod u,
10: end if

11: end if

12: return [uc,v.]

Note that from now on we will use the following notation: “Doubling n — m”
(short: DBLnm) stands for a doubling where the degree of the the first polynomial
of the divisor class to be doubled is n and the degree of the first polynomial of the
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target divisor class (in Mumford representation) is m. We will use the same syntax
for halving (short: HLVnm).

3.1.1. Distinguishing the cases. To distinguish the different doubling cases, we start
with a divisor class D, = [u4,v,], and depending on the degree of u, we see what
degree can be taken by u. (in D, = [u., ve] = [2]D,).
If u, has degree 3, then the first step in Algorithm 2 computes u; = u2 and
v1 =v2+ f mod u;. We obtain
Uy = ui =75 + u§2x4 + uilxz + uio

and

T u§+f mod uq
3) = uggr” + v’ + (ugy + f3)ad +vgiw

+(ulo + f1)z + (fo + v3p).

2

Since u; has degree 6, we must do at least one reduction step, so we compute

f+v1+vf)

Uo = monic
Uy

We now have different possibilities for the degree of us depending on the degree of
vy. Since deg(uy) = 6, the degree of vy is less than or equal to 5. We have the
following three cases:

(1) When deg(vy) is equal to 1, 2 or 3, the dominating part of the numerator
comes from f. The degree of us is then deg(uz) = deg(f) — deg(uy) = 1.
Cantor’s algorithm will then output u. < wuo of degree 1. This case will be
handled in Subsection BT

(2) When deg(v1) = 4, the numerator is dominated by v?. The degree of uy is

then deg(uz) = deg(v}) — deg(u1) = 2. Cantor’s algorithm outputs u. < usa
of degree 2, which will be handled in Subsection

(3) When deg(v1) = 5, the numerator is again dominated by v%, but this time we
have deg(uz) = 4. Note that we also have deg(vz) < 3. Cantor’s algorithm
will then proceed with a second reduction step, computing u. as

f+v2+1}§>

U, = Monic
U2

The numerator is once again dominated by f, and wu. has degree deg(f) —
deg(uz) = 3. This case will be handled in Subsection

If u, has degree 2, then deg(ui) = 4 and deg(v) < 3. We must then do one
reduction step, with

f+o 407
U1l ’

Uo = monic (

where the numerator is dominated by f. The degree of ug is then deg(us) =
deg(f) — deg(u1) = 3 and Cantor’s algorithm will then output u. < ug of degree 3.
This case will be handled in Subsection B.TH

Finally, if u, has degree 1, then deg(u;) = 2 and deg(v;) < 1 and Cantor’s algo-
rithm outputs u. = u; and v, = v;. This case will be handled in Subsection BTGl
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3.1.2. Doubling 3 — 3. This is in fact the most common case of doubling (which
occurs with probability 1 — O(%)) From the previous section, we know this will
happen when deg(v1) = 5, which means u2, # 0, i.e. when deg(u,) = 3 and w42 # 0.
We can now state the actual formula to double in the 3 — 3 case. This formula is
taken from [8, Table XXVI], although we adapted the notation to the one used in
this paper.

Algorithm 3 (DBL33, h(x) = 1, f(z) = 27 + f323 + fiz + fo)

INPUT: [73 4+ Ua22? + Ua1 T + U0, Va2 @2 + Va1 + Vao), Uaz # 0

OuTPUT: [2]D = [2% + ue22? + tue1 T + Ueo, Vea®? + Va1 T + Veo)

1: 80« U2y, 81 < U2y, 83+ V2, 83 — f3+ 81, 54 — 351 > 1I+3S
2: 85 «— 8489, Sg < S483, Uel — s% + S0, 87 < Solel > 3M+1S
3: Sg «— s% + 81+ S7, Sg «— S7 + S3, S10 < S2Ucl, S11 < S258 > 2M—+1S
4: 819 <+ 811 + fo =+ ’UZO, 813 < S10 + le + 84, S14 < Si > 3S
5: 815 < (S0 + 52)(8s + S14) + 811 + f1 + Uy + 84, Uz — 83 > 1M+2S
6: Ue < Ue2Ue + 8%3 + 814, 816 < S9UcQ, S17 < S9Ucl > 3M-+1S
T: 818 = S9Uc2, Ve2 «— S13 + 818, Vel <— S15 + S17, Veo <— S12 + S16 > 1M
8: return [2% + uepr? + U T + Uco, Ve2T? + Vo1 T + Veo)] > 1I4+10M+11S

3.1.3. Doubling 3 — 2. From Subsection BTl (2), we know this case occurs when
deg(v1) = 4, and from Equation Bl this happens if and only if deg(uy) = 3, uq2 = 0,
and v,o # 0.

Algorithm 4 (DBL32, h(z) =1, f(z) = 2" + f323 + fiz + fo)

INPUT: D = [23 4+ 2012 + Ua0, Va22? + Va1® + Vao), Va2 # 0

OUTPUT: [2]D = [22 + U1 T + Uen, Ve1T + Veo)

1: 8 < V25, 81 — 561, Uel «— 8%, 89« f3 +u2y, s3 + s3 > 1I+4S
2: UeQ < Ue183, S4 < S1 + 82, S5 < S4Uco > 2M
3: 86 < v2; + (80 + 84)(Ueo + Ue1) + 85 + 81, S7 — SeUeo > 2M+1S
4: Sy ¢ Sglcl, Vel < f1+u2g + 85+ 88, veo — fo+ 1+ 02 + s7 > 1M+2S
5: return [22 + U T + Ueo, Va1 T + Vo) > 1I+5M+7S

3.1.4. Doubling 3 — 1. From Subsection BT (1), we see that this case occurs
when deg(vy) is less or equal than 3, and from Equation B this happens when
deg(ug) = 3,uq2 = 0 and vee = 0.

Since any divisor must satisfy u, |v2 + hv, — f, it is easy to show that we also
have v,; = 0. We can therefore assume that the input divisor class has the form
[#3 4+ Uq1Z + Uao, Vao] and the output divisor is of the form [z + w0, Veo)-
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Algorlthm 5 (DBL31, h(z) =1, f(x) = 2" + f32° + fiz + fo)

INPUT: (2% + Ua1Z + a0, Vao]

OuTPUT: [2 ]5 [ + o, Veo

1: 80<—u21,51<—f§,52<—s%, Ueo < S1 + Sa, S4<—u20 > 3S
2: Ve < Ueo ((80 + f3)84 + (uio + fl)) + ’UZO + fo+1 > 2M+2S
3: return [z + Uco, Ueo) > 2M+58S

3.1.5. Doubling 2 — 3. As stated in Section BTl this is the only case that can
occur when deg(u,) = 2. The first step of Cantor’s algorithm gives us u; = u? =

zt 4+ w2 2? + u?, and
= (f3 +uqo +ugy)a® +via® + (ugyuge + f1)r + (fovdo),

after which one reduction step is performed to obtain u. and v.. The formula is as
follows:

Algorithm 6 (DBL23, h(z) =1, f(z) = 2" + f323 + fiz + fo)

INPUT: D = [2? + Uq1Z + Ua0, Va1 + Vao)

OUTPUT: [2]D = [2® + ue22? + U1 T + Uen, Ve2 T2 + V1 T + Veo)]

I Uy — U2y, 80— f3+u2y, 51 < so —i—uio, Ueg — 82, 89 «— V2, > 5S
2: S3 < S9 + S1Uq1, Uen — s%, S4 — S1UcQ, S5 — S1Ue2 > 3M—+1S
3: Veg < 82 + S5, Vel < fl + S0Uc1, Voo < fo + UzQzO + 1+ s4 > 1M4+1S
4: return [23 + ue2? 4+ Uer® + Ueo, Ve2T? + Va1 T + Veo) > AM+T7S

3.1.6. Doubling 1 — 2. This is the last case which can occur when performing
a doubling. Since deg(u?) = 2 < 3, only the first step of Cantor’s algorithm is
necessary, and we obtain u, = u; = u2 = 22 4+ u2, and

ve =v1 = (fi +udy + fsulo)z + (v + fo)-

We get the very short formula:

Algorithm 7 (DBL12, h(z) =1, f(z) = 27 + f32® + fiz + fo)

INPUT: D = [z + uq0, Vao)

OUTPUT: [2]D = [2% + Uco, V1T + Veo)

10 Ueg — uZO, veo — fo+ vgo, Ve1 — f1 +uco(fs + ugo) > 1M+3S
2: return [22 + e, V1T + Vo) > IM+3S
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3.2. EXPLICIT HALVING FORMULAS. Having developed formulas for all the possible
cases of doubling of divisor classes, we can now look at halving these same classes of
our proposed genus 3 curves over binary fields. Our general approach will consist in
inverting (or “backtracking”) each one of the doubling cases to obtain the halving
formulas. We will therefore have five cases of halvings:

Halving 3 — 3 (from the doubling 3 — 3);
Halving 2 — 3 (from the doubling 3 — 2);
Halving 1 — 3 (from the doubling 3 — 1);
Halving 3 — 2 (from the doubling 2 — 3);
Halving 2 — 1 (from the doubling 1 — 2).

Before going into the specifics of each formula, let us consider how to distinguish
between the different cases. Let us consider the halving of a divisor [uc, v.] known
to come from the doubling of a divisor [ug, vg):

o If deg(u.) = 1, then we can only be in the 1 — 3 case.

o If deg(u.) = 2, then deg(u,) was either 1 (doubling 1 — 2)—in which case
uc(w) is of the form x? + u,—or 3 (doubling 3 — 2). To have a simple
distinguishing condition, we would like to say that if [u.,v.] comes from a
doubling 3 — 2 then u.(z) is of the form 22 4+ uz + ue with ue # 0, and
indeed, an easy computation from the doubling formula shows that u. =
1/vi, where v,2 # 0 as we are coming from the 3 — 2 doubling case.

o If deg(u.) = 3, then deg(u,) was either 2 (doubling 2 — 3) or 3 (doubling
3 — 3). There is no direct way to distinguishing between these two cases
simply by looking at the form of u. and v.. However, the doubling formulas
do present us with a natural candidate when we notice that the 3 — 3 doubling
contains an inversion while the 2 — 3 doubling does not. Not surprisingly,
the same situation happens in the halving formulas. If we assume that [u.., v]
is in the halving 3 — 3 case and try to work backward through the 3 — 3
doubling, we need to compute the inverse of ucg + v2 + te2(ue1 +u2y) (or it’s
square root), so the operation cannot be valid if this value is 0 (i.e. it must
be # 0). On the other hand, if we take the result of a 2 — 3 doubling and
substitute the values of the ucg, U1, tueo and vey (in terms of the coefficients of
u, and v,) in the expression ueo +v2, +ue2(te1 +u2y), then we can verify that
it must always be 0. We can therefore use the value of u.0+v2 +uea(Ue1 +u2y)
to safely distinguish between the two cases.

Now that the different cases can be identified, we can look at the formulas.
To have a more “standard” look, they are written with input [ug,v,] and output
[ue, ve] = [4][ta, va), SO the condition to distinguish between the cases are u,1 equal
or not to 0 when deg(u,) = 2 and w0 + v2; + U2 (a1 +u25) equal or not to 0 when
deg(ug) = 3.

3.2.1. Halving 3 — 3. We can now optimize the halving 3 — 3. In general, we
cannot distinguish this case from the halving 3 — 2 until s4 = ugo —|—v21 + g2 (a1 +
u2,) has been computed. If s4 = 0, we must change to the same line of Algorithm 11.
Note that both u.04/Uus2 and ug2,/te2 are needed in both the 3 — 3 and 3 — 2
halvings, so they can be computed before we distinguish the two cases.
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Algorithm 8 (HLV33, h(z) =1, f(z) = 27 + fsz® + fiz + fo)
INPUT: D = [2% + u422% + U1 + Uq0, Va2 + Va1 2 + Va0
OuTPUT: [1/2]D = [23 4+ ueax? + Uer1® + Ueo, Ve2 2% + Ve1 T + Vo)

L 80 + y/Ua2, 51 < Ua250, 52 +— Uq0S0, 53 < Va2 + S1 > 2M+1SR
2 84« Ugo + S5 + Ua1Ua2, S5 — /54, 56 — 85_1 > 1I+1M+1S+1SR
3: 87 < U186, Ss < S0 + 87, S9 < S61/S6 + Ual > 2M+1SR
4: $10 «— 83 + Uq1S9 + S5, S11 < S + f3, S12 — S11 + S483 + s7 > 2M+-1S
5. 813 < 51259, 514  Val + Ua150 + (54 + 512)(59 + S6) + 513 + 55 > 3M
6: 515 < Va0 + S2 + 513, Ve2 +— /59, Vel < /510 > 2SR
7 Voo = V515 + fo, Uz < /56, Ucr + /511, Uco < V514 + i > 4SR
8: return [12 + U, Vo1 + Veo) > 11+10M+2S+9SR

3.2.2. Halving 2 — 3. Since this case of the halving is the inverse of a 3 — 2
doubling, we know that the output must be of the form [x3 + Ul & + Ueo, Vea? +
Ve1Z + veo]. However, the output has one more coefficient than the input, and it is
not enough to simply reverse the doubling formula—doing so would leave us with ¢
possible choices for the output, which is clearly impossible as the halving operation
is injective.

To solve this problem, we must recall the last condition in Theorem Z3 i.e. that
ue must divide v2 + v, + f if [uc, v is a divisor. Computing the coefficient of 2% in

(Ve2? + ve12 4+ ve0)? + (Ve22® + VT + Vo) + f mod 7P + uez + ueo,

we find that vea + v% + uv2, must be 0 (since the whole equation must equal 0),
giving us the relation vey = \/ve2 + uclva which allows us to complete the formula.

Algorithm 9 (HLV23, h(z) = 1, f(z) = 27 + f32° + fiz + fo)
INPUT: D = [2% 4+ %q1Z + U0, Va1 + Vao]
OUTPUT: [1/2]D = [23 4+ ue1 @ + Uco, Veo? + Vo1 T + Veo)

L: 80 « y/Ual, 51 < 561, Ve2 < /51, 82 « /Uq0, 53 < 5152 > 1I+1M-+3SR
20 86 < S1Uaq0, Ucl < V/S3 + [3, S4 “ Uea + Uc1S1, Vo1 “— /52 > 2M+2SR
3: , 85 < 83+ 80, 87 < (84 + S6)Ual, S8 — Uqo + U2, > 1M+1S
4: 89 <= S558, 510 < Sslal, Uco — v f1 + 89 + 57 + Va1 > 2M+1SR
5: S11 < S4 + S6 + S10, V0 — vV Jo + 1 + S11Ua0 + Va0 > IM+1SR
6: return (23 + U1 T + Ueo, Ve2T? + Vo1 + Veo) > 1I+7M+1S+7SR

3.2.3. Halving 1 — 3. Just as in the 2 — 3 case, the output has more coefficients
than the input, giving us difficulties to reverse the doubling formula. This time,
the output must be of the form [x3 + U1 + Ueo, Veo), and once again the solution
can be found in Theorem We compute the coefficient of x in vZ, + veo + f
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mod @ + uax + ueo to find that fi + w2y + uefz + w3, must be 0, and we can
complete the formula using the relation uqg = \/fl + uer(fs + u2y).

Algorithm 10 (HLV13, h(z) = 1, f(x) = 27 + f3z® + fiz + fo)
INPUT: D = [z + Ua0, Vao]
OuTPUT: [1/2]D = [23 + ue1 T + Uco, Veo)

11 So — \/Ua0 + f3, Uet < /S0, 1 — U2 > 1S+2SR
2: 89« (f3 + 80)Uc1, 53 < (f3 + 50)81, Uco — Vf1 + 52 > 2M+1SR
3: Veo < \/Va0 + Uao (83 + 82) + fo + 1 > 1M+1SR
4: return [23 4+ U@ + Ueo, V2% + V1 T + Veo) > 3M+1S+4SR

3.2.4. Halving 3 — 2. Although reversing the 2 — 3 doubling formula can be done
in 2M and 5SR, distinguishing the 3 — 2 halving from the 3 — 3 case requires a
few more operations. The operation count below assumes that the first formula of
Subsection BZTlis used. If the implementation does not take advantage of sequential
multiplications, the 3 — 2 halving can be done completely in 3M, 1S and 5SR.

Algorithm 11 (HLV32, h(z) =1, f(x) = 27 + f32° + fiz + fo)
INPUT: D = [2% 4+ 2022 + Ua1® + Ua0, Va2T? + Va1 T + Vao]
OuTPUT: [1/2]D = [22 4+ ue1 T + Ueo, Ve1 T + Veo)

L: 80« y/Uq2, 81 + Uq250, 52 ¢ Uq050, 53 + Va2 + 81 > 2M+1SR
2 84 — Uqo + 83 + Ug1Ua2, Uel — /Uals Ue) — Ua1 + /S0 + 3 > IM+1S+2SR
3: Vel < /U2 + 81, Veo — Va0 + fo + 1+ 52 > 25R
4: return [22 + U1 T + Ueo, Ve1T + Veo] > 3M+1S+5SR

3.2.5. Halving 2 — 1. This is the final case of halving, and the simplest one.

Algorithm 12 (HLV21, h(z) =1, f(x) = 27 + f32° + fiz + fo)
INPUT: D = [2% 4 %40, Va1 T + Vao)
OuTPUT: [1/2]D = [x + Uco, Veo)

L Ueo <= /Ua0, Veo = Va0 + Jfo

2: return [z + Uco, Ueo) > 2SR

4. HALVING FOR OTHER TYPES OF CURVES

In this section, we consider halving formulas for curves of genus 3 with h(z)
irreducible (and non-constant), i.e. curves of Type Ia, IIa, and III. Types Ie and
Ilc, where h(z) is a perfect power (rather than irreducible) are available in the
appendix of the extended version of this paper [7]. From an efficiency point of view,
these cases are less interesting since they offer the same number of isomorphism
classes as when h(z) is linear, but at a higher cost.
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In general, it would be safe to say that the cost of the halving operation increases
with the degree of h(z), but this is in a way offset by having a larger number
of isomorphism classes (in particular when h(z) is irreducible), giving us more
flexibility in the choice of the curves.

Unlike the curves in the previous section (Type IV), the doubling of a divisor
admits two pre-images, and we must distinguish which of the two has odd order.
Because of the doubling is a 2-to-1 map, the structure of the special cases will
be somewhat altered. How to deal with this altered situation will be described in
Subsection BT

In the following subsections, we will study the three types of curves in increasing
order of complexity (i.e. increasing the degree of h(x)). For each curve type, we
will “define” the different cases (i.e. describe how to distinguish them) and obtain
necessary and sufficient conditions under which a divisor can be halved, which will
allow us to give a simple criteria for the curve to have order 2m, where m is odd,
after which we give the explicit formulas for the most common case (to reduce the
length of this paper, the other cases are available in the appendix of the extended
version [[7]). This structure will be repeated in the appendix for Types Ie and Ilc.

Finally, we will analyze the results in Subsection EEA

4.1. HALVING 3 — 3 VERSUS SPECIAL CASES. If we look at the doubling algorithm
when deg(h) > 0, the most obvious difference is that we cannot ignore the ged
of h(z) and uq(z). If ged(uq, h) = d # 1, we first divide u, by d, and reduce v,
accordingly, after which the “normal” structure of special cases applies (clearly only
the doublings 2 — 3 and 1 — 2 are possible if u,/ ged(ug, b) is different from 1).

The observation on ged(uq,h) # 1 is very indicative of the problem we face
with the special cases of halving, but also hints at the solution. In the curves
we are interested in this section, the doubling is a 2-to-1 function, so to compute
the halving we will find two possible pre-images, but these pre-images could have
different degrees (which complicates the distinction between the different special
cases). On the other hand, the difference between the two pre-images is always the
unique divisor class of order 2, so once we can compute a pre-image the other one
could be found using Cantor’s algorithm (adding the divisor class of order 2). Note
that the divisor class of order 2 is of the form [h,vp] when h is irreducible, and of
the form [z, /fo] when h is a square or a cube.

To denote the halving cases, we will base ourselves on the lowest degree of the
pre-image, and then aggregate the degree of the other pre-image if it is different.
For example, HLV32/33 indicates that the input has degree 3, that one of the two
pre-images has degree 2 and the second one has degree 3. If both pre-images have
the same degree, we keep the same notation as before (for example HLV23). The
main advantage of this notation is that the pre-image of lowest degree is generally
the one that closely matches the corresponding case for Type IV curves.

In fact, when the pre-images have distinct degrees, the second pre-image can
often be found simply by adding the (unique) divisor class of order 2 to the first
pre-image using Cantor’s algorithm without the reduction step (as long as the total
degree remains less than 3), and it is usually more efficient to compute it explicitly
in this way. When adding the divisor of order 2 requires a reduction, it appears
more practical to go back to inverting the doubling, this time using the degree for
the second pre-image. We observe that those cases are due to certain coefficients
being 0 in the doubling, leading to “degenerate” quadratic equations, for example
22 + 02 = a (which has a double root instead of two distinct ones).
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4.2. TypE III: h(x) = z. According to Section Z4] curves of Type III are of the
form

(4) C:y® +ay=2a" + f52° + f32° + foz® + fo,

where fo € Fy. The Picard group of these curves has precisely one divisor class of
order 2, which is of the form [z, v/fo].

Theorem 4.1. Let D, = [uq,v,] be a divisor class in Pich(F,). If deg(u,) = 3,
then D4 can be halved if and only if TR(ua1((u2y + f5)Ua2 + V29 + uao)) = 0. If
deg(uq) = 2, then D, can be halved if and only if TR(ua1((vao + u2;)(uao + f5) +
udi+f3)) = 0. Ifdeg(u,) = 1, then D, can be halved if and only if TR(uao(u2y(u2,+
f5) + f3) + f2) = 0.

Proof. To halve a divisor class D, = [thay Vo], we assume that it is the image under
the doubling of a divisor class D, = [u,,v.]. To perform the halving, we work our
way backwards through the doubling of D, trying to solve for the coefficients of w..
and v, given the coefficients of u, and v, (the form of u. and v. are determined by
the halving case).

In cases HLLV33, HLV23 and HLV13, the halving requires us to solve an equation
of the form 22 +2z+a = 0 at some point in the computations. If D, is indeed equal to
[2] D, for some F-rational divisor class D.., then an F-rational root of 22+2+a =0
must exist (since all the operations in Cantor’s algorithm are performed over Fy).
If TR(«) = 1, then no such root can exist, so a divisor class must have TR(a) =0
if we want to halve it.

For cases HLV21/22 and HLV32/33, it is always possible to halve them, but there
are special conditions on the coefficients of u, and v, and it can be shown that these
conditions force & = 0 (and obviously TR(a)) = 0). This gives us the necessity of
the trace conditions.

To complete the proof, we must show that the trace conditions are also sufficient.
For this, we show that if the trace condition holds for a reduced divisor, then
applying one of the halving formula to this divisor will return an output that is a
valid divisor. By construction (of the formula), the double of that new divisor must
be the input of our halving, hence this input can be halved. Note that being able
to compute two F,-rational polynomials u. and v, with the halving formulas is not
sufficient on its own to give us a divisor. We must also verify that v + v.h + f is
divisible by u..

We explain how to do this in the HLV33 case, the other cases follow the same
pattern. We begin with a divisor class [ug,vs], i.e. v2 + vsh + f = 0 mod ug.
The coefficients of 2%, 2! and 22 in this equality give us 3 coeflicient identities, the
“divisibility conditions”. To obtain the halving formulas, we compute a sequence
of pairs of polynomials [u;, v;] which should all be semi-reduced divisors if we want
the output to be a reduced divisor (rather than a random pair of polynomials).

From [ug,vs], we first compute [ug, v2] using the polynomial equations

v§+v2h—|—f)

U, = monic
U2

Vg =v2 +h mod ug,
v§+v2h+f50 mod usg

(working backwards through the second reduction and making sure we have a semi-
reduced divisor). These equations give us 10 identities that must be satisfied by the
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coeflicients of us and vy. We use 7 of these identities to compute the coefficients,
and the 3 remaining identities become our new divisibility conditions. To show
that [u., v.] is a semi-reduced divisor, we use the 7 identities of the halving formula
to show that the 3 divisibility conditions of [u.,v.] imply the 3 new divisibility
conditions (once all 10 identities are satisfied, so are the 3 polynomial equations).

We then repeat the same idea to show that [uy,v;] (first reduction) is also a
semi-reduced divisor: To compute the coefficients of u; and v1, we used 9 of the 13
coeflicient identities in the equations

2 4ok
"y — monic (M) ,
Uy

vo =v1 +h mod uq,
v%—l—vlh—kfz() mod uq.

We are left with 4 divisibility conditions, which can be shown to be implied by the 3
divisibility conditions on u; and v; (once again using the 9 identities of the halving
formula to perform the simplifications).

To finish, we have to show that vg +voh + f =0 mod wug, where ug = /u; and
vg = v1 mod up (i.e. performing the composition step backwards). This comes
directly from v + v;h + f = 0 mod uj. Since this halving case comes from
ged(ue, h) = 1 in the doubling of [uc,v.] (the preimage of the doubling), we have
u. = ug and v. = vg and all the divisibility conditions are already obtained.

To complete the proof, this process is repeated for the other halving cases, show-
ing that in all cases the preimages computed are valid divisors if the trace conditions
are satisfied. Note that for the HLV21/22 and HLV32/33 cases there is only one
possible choice for ug and vg. The first preimage (of lower degree) corresponds to
ged(ue, h) = 1 and no further work is required. The second preimage corresponds to
ged(ue, h) = x and the divisibility conditions come from the addition of the reduced
divisor [ug, vg] to the reduced divisor of order 2 (using Cantor’s algorithm, which
does not require any reduction step in this case). o

Corollary 1. The Picard group of the curve C over F, given by {@) has order 2m,
where m is odd, if and only if fo =1.

Proof. The Picard group has exactly one divisor class of order 2, namely [z, v/ fo].
The order of the Picard group is divisible by 4 if and only if [z, v/fo] can be halved.
From Theorem BTl this is possible if and only if TR(f2) = 0. Since fo € Fa, we
find that Picl(F,) has a divisor class of order 4 if and only if f» = 0. O

Observe that if D., and D,, are the two preimages of D, under the doubling,
then D., — D., = [z,v/fo] = D¢, — D,, i.e. the difference of two preimages is
the unique divisor class of order 2. This observation allows us to distinguish the

different special cases.

Remark 1. Let D, = [ua,v,] be a divisor class in Pich(F,) that can be halved

and D, = [uc, ve] = [3]D, its preimage (under the doubling) of odd order.

(1a) If deg(uq) = 3 and v2g+ua2(uy + a1+ f5) +/Uaz +Uao # 0, then deg(u.) = 3
and we are in case HLV33.

(1b) If deg(uy) = 3 and v25 +ua2(u2y +Ua1 + f5) + /Uaz +Uao = 0, then deg(u.) = 2
or 3 (with u.g = 0 in the second case) and we are in case HLV32/33.

(2a) If deg(uq) = 2 and u,1 # 0, then deg(u.) = 2 and we are in case HLV23.
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(2b) If deg(uq) = 2 and uge1 = 0, then deg(ue) = 1 or 2 (with u.o = 0 in the second

case) and we are in case HLV21/22.
(3) If deg(ug) = 1, then deg(u.) = 3 and we are in case HLV13.

We obtain the following halving formulas:

Algorithm 13 (HLV33, h(z) = z, f(z) = 27 + fs2° + fsz® + 2% + fo)

INPUT: D = [2% 4+ 2027 + Ua1® + Ua0, Va2@? + Va1 T + Vao]

OUTPUT: [1/2]D = [23 4+ ue2? + Ue1 T + Uco, Vea®? + Vo1 + Veo)

L: 80 « \/Uq2, 51 < Uq1l + f5, 82 ¢ SoUa2 + Va2, 53 < S1Uq2 > 2M+1SR
2: 84 + S0 + 85 + 83 + Ua0, S5 — S4Ual, S6 < SoUal + Va1 + 1 > 2M+1S
3: 87 ¢ 80Ua0 + Va0, S8 +— 52 + f3 + (54 + 51)(Ua2 + Ua1) + 53 + S5 > 2M
4: Sg «— 821, 810 \/%, 811 < 81081, S12 < S11 + S0 > 1I+1M+1SR
5: s13 «— HT(s5), $14 < S9S13 > IM+1HT
6: 515 < So + (514 + 510)(S4 + 51) + 811 + 513, S16 < 51458 + 57 > 2M
7: 817 « 814 + f5, Uea < /517, 518 « S15 + [3, Uc1 — /518 > 25R
8: 819 ¢+ 816 + f1, Uco + /519, 520 < S1058 + 513 + 56 + 1 > IM+1SR
9: 821 — S10Uc2, S22 < S14 + S21, S23 < S22Uc1 > 2M
10: 824 — S12 + (510 + 522) (Ue1 + Uc2) + 521 + 523, 525 — 524U > 2M
11: vep « 815 + 523 + (510 + S24) (Uco + Ue2) + 521 + S25 > 1M
12: 826 « TR(ue1(uea(s17 + f5) + 0% + ueo)) > 2M+1S+1TR
13: if s96 = 1 then

14: S0 «— 520 + 1, S27 < 510+/58, S16 < S16 + s3; > 1M+1S+1SR
15: Ue2 < Ueo + S10, S28 810\/5, Uel < Uel + S8 > IM+1SR
16: U < Uco 1 527, S21 = S21 + Sg, 523 < S23 + 522528 > 1M
17: 824+ 824 + 510(522 + S28), S25 < S24%Uc0 > 2M
18: Ve «— 815 + S%g + S93 + (810 + 824)(Uc0 + ’ucg) + 521 + S25 > IM-+1S
19: end if
20: Ve1 — S20 + (524 + 522) (Uco + Ue1) + S23 + S25, Ve < S16 + S25 > 1M
21: return [23 + ue? 4+ U1 T + Ueo, V2T + V1 T + Veo]

> 114+-25M+4S+7SR+1HT+1TR

We have a worst-case cost of 1I14+25M+4S+7SR+1HT+1TR, which compares

very well with the doubling cost of 114+44M+6S of [13].

However, the conditional block of lines 13 to 19 is only used when the initial
“choice” of the root of 22 + z + s5 = 0 (i.e. HT(s5) rather than HT(s5) + 1) is
incorrect and the variables computed afterwards must be corrected. This means
that the 6M+2S5+2SR associated to that correction in the conditional block will
only be needed half of the time (on average), and the average cost of the halving

operation becomes 114+22M+3S+6SR+1HT+1TR.
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4.3. TYPE I1A: h(z) = 2% + 2 + 1. According to Section 4, curves of Type Ila
are of the form

(5) C:y?+ (2* + 2+ Dy = fra” + f52° + faz* + frz + fo,

where f; € Fy. The Picard group of these curves has precisely one divisor class of
order 2, which is of the form [h,vs] = [22 + x + 1, v).

Theorem 4.2. Let D, = [uq,v4] be a divisor class in Pich(F,). If deg(u,) = 3,
then D, can be halved if and only if TR( fruao~+ fa+taz(fr(uar +us)+ fs+ 7)) = 0.
If deg(uq) = 2, then D, can be halved if and only if TR (uq1(f7(u2; + uao) + f5 +
f7)) = 0. If deg(uy) = 1, then D, can be halved if and only if TR(fs + wao(fru, +
fs+ f)) =0.

Proof. We use the same approach as in TheoremEZIl Note that some of the formulas
require solving two quadratic equations. In those cases, it is easy to verify that
changing the root of the first quadratic equation changes the trace of the constant
term of the second quadratic equation by 1, so only one of the two roots of the first
quadratic equation allows us to compute an F,-rational preimage. O

Corollary 2. The Picard group of the curve C given by ([8) has order 2m, where
m is odd, if and only if TR(f7) # TR(f5).

Proof. The Picard group has exactly one divisor class of order 2, namely [22 + z +
1,vp]. The order of the Picard group is divisible by 4 if and only if [z2+2z+1, v3] can
be halved. From Theorem EE2 this is possible if and only if TR(f5 + f7) = 0 and we
find that Picl(F,) has a divisor class of order 4 if and only if TR(f;) = TR(fs). O

Observe that if Ecl and ﬁQ are the two preimages of D, under the doubling,
then D., — D, = [#®> + 2+ 1,v] = D, — D.,, i.e. the difference of two preimages
is the unique divisor class of order 2. This observation allows us to distinguish the

different special cases.

Remark 2. Let ﬁ_a = [tq,va] be a divisor class in Pick() that can be halved and

D, = [uc,ve] = [3]D, its preimage (under the doubling) of odd order.

(1a) If deg(ug) = 3 and v25+va2 +Uaa(f5+Uar fr+u20 f1)+V Ua2 f1+ fat+tao fr # O,
then deg(u.) = 3 and we are in case HLV33.

(1b) If deg(uq) = 3 and v2y + Va2 + a2 (f5+Ua1 fr+u2s f7)+ Va2 fr+ fa+uqo fr = 0,
then deg(u.) = 2 or 3 and we are in case HLV32/33.

(2a) If deg(uq) = 2 and uq; # 0, then deg(u.) = 2 and we are in case HLV23.

(2b) If deg(uq) = 2 and ug1 = 0, then deg(u.) = 1 or 2 (with uee = uer = ueo + 1
in the second case) and we are in case HLV21/23.

(3) If deg(ug) = 1, then deg(u.) = 3 and we are in case HLV13.

Algorithm 14 (HLV33, h(z) = 22 + 2 + 1, f(z) = fra” + fs2° + faz* + fiz + fo)

INPUT: D = [23 + ua22? + Ua1T + Ua0, Va2 T2 + Va1 + Vao)

OUTPUT: [1/2]D = [23 + ueo? + Ue1 T + Ueo, Vea®? + Ve1 T + Veo)

1: 80« Ugaf7, $1 < /50, 82 < (51 + f5)f7 ' + Uar > 2M+1SR
2: 83 «— S1Ug2 + Vg2 + 1, 84 < S1Uq1 + Va1 + 1, S5 < S1Uq0 + Va0 + 1 > 3M
3: 8¢ < 8280, S7 — (86 + S% + 83+ 81 + f4)f771 + Uq0, S8 — 8;1 > 1I4+2M+1S

19



4: 89 « (8780 + 84+ 83+ sl)ffl + S2Uq1, S10 < [787, s11 — HT(s19) > 4AM+1HT
5: 812 < 51158, 513 < (frs2 + 81+ f5 + 512)57, 514 «— TR(s13) > 3M+1TR

6: if s14 = 1 then

7: 511 <= 811 + 1, 512 « 812 + 88, 513 «— s13 + 1

8: end if

9: s15 « HT(s13), S16 < S1588, S17 < S1282 + 1 > 2M-+1HT
10: S18 < S1652 + 83+ 1+ s11, S19 < S1259 + sS4 + 1 + s15 > 2M
11: 890 < (s12 + 88 + fr)f7 2, s21 < (817 + S16 + S12 + f5)S20 > 2M
120 Ueg «— /521, S22 < (S19 + S18 + 517)520, Uel — /522 > IM+2SR
13: Sg4 < (823 + 519 + f1)S20, Uco — /524 > IM+1SR
14: So5 < TR(ucof7 + fa + uca(fs + fr(ter + 21 +1))) > 3M+1TR
15: if s95 = 1 then

16: 816 < S16 + S8, S26 < S852, S18 < S18 + S26, S19 < S19 + 1 > 1M
17: So7 — S8S9, S23 — S23 + S27, Ucp — Ueo + /(827 + 1)s20 > 2M+1SR

18: U2 < Ue + /858520, Ucl < Uel T+ A/ (526 + 1)520 > 2M+2SR

19: end if

20: S8 «— S12Uc2, S29 < S16 1 528, S30 <~ S29Uc1 > 2M
21: $31 = S17 + (512 + 829) (Ue2 + Ue1) + S28 + 530, S32 — $31Uco > 2M
22: Vo < 523 + S32, Ve1 < S19 + (829 + 531) (Ue1 + Ueo) + 830 + S32 > 1M
23: Ve +— S18 + (S12 + 531) (U2 + Uco) + S28 + S32 + 530 > 1M

24: return [23 + Uer? + U1 T + Ueo, Ve2 T2 + V1 T + Veo]
> 1I+36M+1S+7SR+2HT+2TR

We note that in these formulas a division by s12 + f7 would normally be required
to compute S21, S92 and say. However, s19 is a root of s722 + 2z + f7 = 0 (since
S12 = 811/87), 80 87(s12+ f7)(S12+ fr+1/87) = 87839+ 57 f2+512+ fr = s7f2. We can
therefore replace divisions by s12 + f7 with multiplications by (s12 + f7 +1/s7) f? =
520, replacing the inverse by a single multiplication.

We therefore have a worst-case cost of 1I+36M-+1S+7SR+2HT+2TR, which
compares very well with the doubling cost of 11+52M+-8S of [13].

Conditional line 7 has very little impact on the overall cost, but the conditional
block of lines 15 to 19 has a noticeable cost. However, it is only used when the
initial “choice” of the root of 22 + z + s13 = 0 (i.e. HT(s13) rather than HT(s13) +
1) is incorrect and the variables computed afterwards must be corrected. This
means that the cost of 5M+3SR associated to that correction will only be needed
half of the time (on average). The average cost of the halving operation becomes
1I+33.5M+1S+5.5SR+2HT+2TR.

4.4. TYPE IA: h(x) = 2 + 2 + hg IRREDUCIBLE. According to Section B4, curves

of Type Ia are of the form

(6) C:y*+ (2® +a+ho)y = frz" +2° + for® + fiz + fo,
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where 2 + x + hg is irreducible over F, and f¢ € Fo. The Picard group of these
curves has precisely one divisor class of order 2, which is of the form [h,v,] =
[23 + & + ho, vg].

Proposition 2. If the polynomial x> + x + hg is irreducible over F,, then the
equation x* + 2% + hox + a = 0 has exactly one root in Fy for each a € F,,.

Proof. Since x* and 22 act linearly in fields of characteristic 2, the operator T'(x) =
2t + 2% + hoz is linear. We also note that the roots of T'(x) = 0 are 0, (1, (2 and
(3, where the (; are the roots of > + z + hg = 0 in Fgs \ Fy (since 3 4+ x + ho
is irreducible). Because of this, for any a € [, there cannot exist more than one
F,-rational root, otherwise we would have two Fy-rational roots of T'(z) = 0. To
each element a € F, we can associate a polynomial of the form zt + 2% 4 hoz + a,
namely with a = T'(«), all of which have exactly one F,-rational root. O

Note that T'(z) = 2%+ 22 + hoz being a linear operator also allows us to compute
the F,-rational root. We first compute the images of T'(e;) for every e; in the
basis used to represent field elements, which gives us a system of linear equations
(that can be used to describe the image of every field element). By inverting this
system, we can precompute the roots x; of x* + 22 + hgx + e; = 0. For any

given a € Fy, a = Z?:_Ol a;e; (with a; € Fy), we can then compute the root z, of

2+ 2+ hor+a=0asz, = Z?;Ol a;z;. With a little more work (computing the
roots for all blocks of w bits), it becomes possible to compute roots of the quartic
in time QR at least as fast as a multiplication. In fact, this method is equivalent to

what is used to compute half-traces, so QR ~ HT < M.

Remark 3. In the case where hg = 1, we can express the root of z*+2%2+z+a =0

n—4 .
as the “two-third-trace” of a: if n = 1 mod 3, we let z, = TR(a) — 3,5 a*

=0 ’
n—2 i
and if n =2 mod 3, we let z, = TR(a) — Y., 7%, a2

Theorem 4.3. Let D, = [ua,va] be a divisor class in Pich(F,). If deg(u,) = 3,
then D, can be halved if and only if TR(fruae + f6) = 0. If deg(u,) = 2, then D,
can be halved if and only if TR(f7uq1) = 0. If deg(uy) = 1, then D, can be halved
if and only if TR(fruq0 + f6) = 0.

Proof. As in Theorem E1 O

Corollary 3. The Picard group of the curve C over F, given by {@) has order 2m,
where m is odd, if and only if f¢ = 1.

Proof. The Picard group has exactly one divisor class of order 2, namely [z3 + x +
ho,vn). The order of the Picard group is divisible by 4 if and only if [2® +z + ho, v]
can be halved. From Theorem E3 this is possible if and only if TR(fs) = 0. Since
fo € Fa, we find that Pic() has a divisor class of order 4 if and only if fg = 0. O

Observe that if Ecl and ﬁQ are the two preimages of D, under the doubling,
then D., — D., = [#®> +x+ ho,v3] = D¢, — D.,, i.e. the difference of two preimages
is the unique divisor class of order 2. This observation allows us to distinguish the

different special cases.

Remark 4. Let D, = [uq,v,] be a divisor class in Pic%(F,) that can be halved

and D, = [uc, ve] = [3]D, its preimage (under the doubling) of odd order.

21



(1a) If deg(uq) = 3 and

(1 + ta1) (Va1 + Uao f7 + V29 + Uazvaz + (Ul + Ua1) (1 + uazf7))
+(va1 + a0 fr + Vgp + Uazvaz + (UG + ta1) (1 + uazfr))?
Fttar + (14 uazfr)(1+uly) # 0,
then deg(u.) = 3 and we are in case HLV33.

(1b) If deg(u,) = 3 and

(1 + ta1) (Va1 + tao f7 + vgy + ta2va2 + (ugy + tar)(1 + ta2 f7))
+(Va1 + a0 fr + U3z + Uazvas + (Ul + uar) (1 + uaz f7))?
Fttar + (1 + uaz f7)(1 + ugy) = 0,
then deg(u.) = 2 or 3 and we are in case HLV32/33.

(2a) If deg(uq) = 2 and u,1 # 0, then deg(u.) = 2 and we are in case HLV23.
(2b) If deg(uq) = 2 and ug1 = 0, then deg(u.) = 1 or 2 and we are in case

HLV21/23.

(3) If deg(ug) = 1, then deg(u.) = 3 and we are in case HLV13.

We obtain the following halving formulas:

Algorithm 15 (HLV33, h(x) = 23 + x + hg irreducible, f(x) = frz7 + 25 + fox?® +
[z + fo)

INPUT: D = [2% + u422% + Ua1 T + Uq0; Va22? + Va1Z + Va0

OuTPUT: [1/2]D = [23 4+ ueax? + Ue1 T + Ueo, VeaZ? + V1@ + Voo

1:

10:
11:
12:
13:
14:
15:
16:
17:
18:

s0 — HT(fruae + 1), 81« va2 + ug2(so + 1) > 2M+1HT
89 Va1 + 1+ uq1(S0 + 1), 83 < vao + ho + ua0(s0 + 1) > 2M
Sy — 51f7_1 + Ua1, S5 — (s2+ 50 + S%)f;l + Ugp + S4Ua2 > 3M+1S
s6 < (s1+ (sa+ 1) fr)ss + (s5f7)%, s7 — QR(s6) > 3M-+1S+1QR
Ss «— 52, 89 < 885, 510 < Sy, S11 < 51088, S12 < 51052 > 11+3M+25
S13 < S7811, S14 — 83385 + fr, s15 < (84 + 1)s14 + (ho + s5)s13 + 51 > 4M+1S
S16 < S12515, S17 — TR(s16f%) > 2M+1TR

if s17 = 0 then

50 ¢ S0 + 1, 81 < 81 + Uq2, 52 < S2 + Uq1, $3 < 53 + Ugg

sS4 81+ Uaafr ', 85— 85+ (uar +1) 5" >2M
56 < (s14 (sa + 1) f7)s5 + (s5f7)%, 57 — QR(s6) > 3M+15+1QR
S8 «— s%, Sg — 8885, S10 sgl, 811 < S10S8 > 1I4+2M+1S
S12 < S108%, 813 + S7811, S14 — S1355 + f7 > 3M+2S
515 +— (54 + 1)s14 + (ho + 85)813 + 51, 516 < 512515 > 3M
end if
s18 — (s3+s1+ soho)ffl + S4Uq1 + S5UG2, S19 < S1354 > 5M
520 = 50 + 14 519, S21 ¢ (514 + 513)(55 + 54), S22 51455 > 2M
S23 < 81 + S19 + S21 + S22, S24 < S2 + 1 + s13518 + S22 > 1M
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19: S5 < ho + 53 + S14518, S26 < (S23 + S20h0 + 525)512 > 3M

20: So7 < (f1 + S2aho + S25)512, Uca — /516, Ucl — /526 > 2M+2SR
21: Uep «— /527, 528 < S13Uc2, 529 + S14 + 528, S30 — S20Ucl > 2M+1SR
22: 531 « 820 + (513 + S20) (Ue2 + Uc1) + S28 + 530, 532 +— S31Uco > 2M
23: Ve 825 + 832, Vel +— S24 + (529 + 531) (Uer + Ueo) + 530 + 532 > 1M
24: Vg +— 823 + (513 + 531) (Ue2 + Ucn) + S28 + 532 + 530 > 1M

25: return [23 + uer? + U1 T + Ueo, Ve2Z? + V1 T + Ve
> 2I+51M+9S+3SR+1TR+1HT+2QR

We note that in these formulas a division by s14 + f7 would normally be required
to compute s16, s26 and sa7. However, s14 + f7 = s23s5, which we can compute as
s5/(s1385)2. Since s13 = s7/s5, 1/(s1355) = 1/s7 and we can combine this inverse
with the computation of 1/s5. As a result, we can compute both inverses using only
1I4+-3M+18.

We therefore have a worst-case cost of 2I+49M~+9S+3SR+1HT+1TR+2QR,
which compares well with the doubling cost of 11+63M+9S of Guyot, Kaveh and
Patankar [I3], as long as inversion costs are not too high.

However, the conditional block of lines 10 to 17 is only used when the initial
“choice” for the root of 22+ 2 +usa+1 = 0 (i.e. HT(ug2 + 1) rather than HT (u,o +
1)+ 1) is incorrect and the variables computed afterwards must be corrected. This
means that the 11+13M+4S+1QR associated to that correction will only be needed
half of the time (on average). The average cost of the halving operation becomes
1.5I4+42.5M+7S5+3SR+1HT+1TR+1.5QR.

Remark 5. There is another approach to “optimise” the formulas, limiting our-
selves to no more than one inversion per halving. The idea consists of doing the
computations for both roots of 224 z+u42+1 = 0 together until the computations of
the inverses, at which points the two inverses can be combined into one using Mont-
gomery’s trick (doing both in 11+3M), after which we can use the normal branching
approach. In this way, we get a worst-case cost of 114+-52M+95+3SR+1HT+1TR
+2QR, from which we expect to save TM+2S when the first choice of the root is
correct (half of the time). The final cost increases when an inversion costs less than
12M+2S+1QR, making this approach unlikely to be useful with many implemen-
tations of the field arithmetic (for field sizes used on genus-3 curves at standard
cryptographic security levels).

4.5. DISCUSSION OF THE HALVING APPROACH. To obtain the formulas in this sec-
tion, we inverted Cantor’s doubling algorithm rather than inverting the correspond-
ing explicit formulas. Even though we used the general algorithm rather than the
highly optimised version to obtain our formulas, we obtained operations that are
more efficient.

At first glance, this could seem contradictory. After all, one of the main meth-
ods used in explicit formulas to produce such savings in comparison with Cantor’s
algorithm is through the merging of the composition and the first reduction step.
This merging is completely ignored in our approach, but the resulting formulas are
still faster.

At the same time, the halving formulas must include the cost coming from choos-
ing the “wrong” roots of quadratic equations, which naturally increases as the
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quadratic equation is encountered earlier in the formula (since the condition to de-
termine the “correct root” comes from whether or not the computed preimage can
be halved again). As a consequence, one would expect the correction cost to in-
crease as the degree of h also does, and in fact this is more or less what we observe
(h = 2% + 2 + 1 seems to be an exception to this rule of thumb). This means that
the halving formulas get a higher penalty for selecting the correct preimage when
the degree of h increases, and we do see this very clearly for the curves with A
irreducible of degree 3.

Nevertheless, the absolute saving when comparing with the doubling seems to
remain almost constant between the different curve types. In fact these apparent
discrepancies come from the inherent difference between doubling and halving.

In the doubling, even with optimised explicit formulas, the composition step
requires the computation of h~! modulo u,, or at least its almost-inverse, after
which the reduction steps are relatively simple and straightforward. In fact, simply
looking at the distribution of the cost in the different steps of the algorithm makes
it quite clear that the composition, and in particular the computation of the almost-
inverse, is one of the dominant factors.

For the halving, we work our way backwards through the reductions steps until
we obtain [ug,vp]. In general, the cost of an “un-reduction” step may be higher
than for the corresponding reduction step, but this increase is usually small. Once
[wo,vo] is known, computing u. (the first polynomial of the output) only requires
computing the square-root of ug, while v, is obtained by reducing v modulo ..

These last two operations are quite inexpensive, requiring a total of 6M and 3SR,
no matter what form the curve has. In comparison, the composition step, even when
merged with the first reduction, requires the computation of h~! modulo u, (or an
almost-inverse), which becomes much more costly as the degree of h increases. The
savings obtained by switching from almost-inverse to modular reduction (from dou-
bling to halving) are therefore much greater when h becomes more complicated, and
easily compensate for any of the “inconveniences” of halving that we just described.

This also explains why the costs of doubling and halving are essentially identical
when h = 1: in that case, h~' comes for free and the optimised doubling does not
merge the composition and first reduction, making doubling and halving perfect
mirror images of each other.

5. CONCLUSION

We have investigated doubling and halving of divisor classes of hyperelliptic
curves of genus 3 over binary fields. In case h(xz) = 1 we get best performance for
both doubling and halving of a divisor class. In this “optimal performance” case
we provide halving formulas that are as efficient as the appropriate doubling ones.
Previously, explicit doubling formulas were known only for the most frequent case.
We extended this by adding explicit doubling formulas for all special cases, and also
halving formulas for all possible cases. This allows a complete implementation of a
DLP-based cryptosystem using genus 3 curves.

For three further (and more general) classes of genus 3 curves we provide halving
formulas that are noticeable faster than the associated doubling ones; We achieve
a speed-up of 10 to 20 field multiplications in each case.

Those explicit formulas were found by a new method. We did not invert the
doubling formulas to get the halving ones, but we reversed the combination and the
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reduction step of Cantor’s algorithm. This turned out to be a better way to get
more efficient operations.

To our knowledge, no explicit halving formulas for genus 3 curves have been
available until now. Thus, this paper can be considered the first result on efficient
halving on the divisor class group of genus 3 curves over finite fields of charac-
teristic 2. As for the doubling case there are only formulas for the most frequent
case published so far. In the present paper we extended this by all the missing
special cases, where the first polynomial u(z) in the Mumford representation is not
of degree 3.
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