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Abstract

In this paper, we show how the Weil descent attack of Gaudry, Hess and Smart can be
adapted to work for some hyperelliptic curves defined over fields of odd characteristic. This
attack applies to a family of hyperelliptic and superelliptic curves over quadratic field extensions,
as well as two families of hyperelliptic curves defined over cubic extensions. We also show that
those are the only families of nonsingular curves defining Kummer extensions for which this
method will work.

1 Introduction

In [3], Claus Diem showed that some elliptic curves defined over fields of odd characteristic may be
vulnerable to a Weil descent attack. However no description of a practical Weil descent attack for
elliptic or hyperelliptic curves has yet been published.

In this paper, we give a GHS-like attack for some curves whose function fields are Kummer
extensions over the field K (z).

The attack works for the following families of curves:

1. Nonsingular superelliptic curves defined over Fy» (n divisible by 2) by an equation of the form
Y= (X —a)h(X)

with a € Fp2 \ Fy and h(X) defined over F,. The resulting curve is superelliptic of genus
rg+ (r — 1)(r — 2)/2 where g is the genus of the original curve.

2. Nonsingular hyperelliptic curves defined over Fy» (n divisible by 3) by an equation of the
form

Y2 = (X —a)h(X)

with @ € Fys \ Fy and h(X) defined over F,. The resulting curve is hyperelliptic of genus
49 + 1 where g is the genus of the original curve.

3. Nonsingular hyperelliptic curves defined over F,» (n divisible by 3) by an equation of the
form
Y?= (X —a)(z—a?)h(X)

with a € Fs \ Fy and h(X) defined over F,. The resulting curve is hyperelliptic of genus
4g — 1 where g is the genus of the original curve.



We also show that these are the only families of curves for which this method can work.

This paper is divided as follows: The curves considered here are described in section 2. We
show how to construct the function field associated to the Weil restriction of scalars in section 3.
In section 4, we give conditions under which the GHS-like attack can be possible. The attack for
the first family of curves (for quadratic field extensions) is explained in 5. The attacks for the two
other families of curves (for cubic field extensions) are described in 6. Finally, some examples are
given in section 8.

2 Curves

Let k = I, be a field of characteristic p (¢ = pl,1>1)and K = Fyn its extension of degree n
(n > 1). Let o be the Frobenius of K over k.

Let C be a nonsingular curve of genus g > 0 over K defined by the equation
Y= f(X)
with
ged(r,deg(f)) =1 and r[(g—1) (1)
(we require r|(¢ — 1) to insure that k contains a primitive r-th root of unity, it also implies that
gcd(p,r) = 1). Note that for C to be nonsingular, f(X) must be separable.

3 Weil Descent

Let {Uy,¥y,...,¥,,_1} be a basis for K over k with sum 1. Let

n—1 n—1
X = Zu\ll and Y = quf
i=0 i=0
where u; and v; are variables over k, and for every constant a € K, let
n—1
a = Z a;V; a; € k.
i=0

Then the equation of C' can be written in the form

n—1
> Giluo,un, -y un-1,00,v1, - v 1) Wi = 0.
i=0
We also extend o to k[ug,uq,...,up—1,v0,01,--..,0s—1] such that it applies trivially. We then get
the variety A over k given by:
Go(up, Uty ..y Up—1,00,V1,--,Up-1) = 0 o(ug) = wup o(vg) =
A Gl(uo,ul,...,un_l,vo,vl,...,vn_l) = 0 o(ul) = Ul 0(1)1) = M
Gn-1(uo, U1, ..., Up—1,V0,V1,...,Up-1) = 0 0o(up—1) = Up_1 0(Vp_1) = Up_1.

A is the Weil restriction of scalars of C.



3.1 Varieties

Lemma 1: Variety A (over k) is birationally equivalent to variety B over K defined by

y" = o°(f)(zo0) o(rg) = m o(yo) = un
y" = o' (f)(x1) o(ry) = o(y1) =
B: : :
yn—ZT = Un72(f)<xn—2) U(xn—Q) = ITp-1 U(yn—Q) = Yn—1
Yn—1" = ") (@wn-1) o(rn-1) = o 0(Yn—1) = o

Proof: Let T be the linear transformation
T:k"—V
(where V' is a subspace of K" isomorphic to K) given by the matrix
T= (Ui(qjj))()gi,jgn—l :

This is invertible since {Wg, ¥y,..., ¥, 1} is a basis of K/k. We extend T to act trivially on
UG, Uy« v vy Upn—1 aNd Vg, V1, ...\ Un_1.

Let g = X and yp =Y. Then

o UQ Yo ()
€1 Uq Y1 U1
=T ) and . =T
Tn—1 Un—1 Yn—1 Un—1
since ‘ ‘ ‘ ‘ ‘
x; =o' (x) = o"(X) = upo" (Vo) + w10 (V1) + ... + up—10 (V1)
and

yi = o' (yo) = 0 (Y) = 0o (Vo) + v16(U1) + ... + vp_10(¥p_1).

For every i, we have

(YT~ f(X) =y" — o' (f)(zs)

and

n—1

YY" — f(X) = Z GZ‘(UO, Ulye ooy Unp—1,V0,V1ly. .., Un—l)qlia

=0

SO
B -1
Go(ug, - Up—1,005 -+, Up—1) Z?:O Gj(U(), ey Up—1,00, - - -, Un_l)ao(‘llj)
T Gl(u(),...,un_l,vo,...,vn_l) _ Z?:_& Gj(U,o,...,un_l,Uo,...,Un_l)al(\I/j>
Grn-1(ugs -+, Un—1,0,--,Vn-1) Z;‘;& Gi(Ugy -y Un—1,00, - -, Vp—1)0" " H(¥;)

o9 Z?:_Ol Gj(xo,...,xn_l,yo,...,yn_l)\IJj
ol Z;L:_g Gj(xo,...,.%'n_l,yo,...,yn_l)\IJj

O_n—l (Z;L;[} Gj(.’Eo, ey Tn—15Y0, - - - ,ynfl)\Ijj>

3



yo" — a°(f)(z0)
yi" =o' (f)(x1)

Yn-1" = 0" () (zn-1) |
hence T applied to the equations of A gives the equations of B. Q.E.D.

We remove the conditions o(z;) = zit1, 0(yi) = yi+1 (1 € {0,1,...,n —2}), o(xp—1) = 0 and
0(Yn—1) = yo in variety B (i.e. we make the z;’s independent from each other and the y;’s also
independent from each other) to get variety C defined by

yo" = o°(f)(zo)
y" = o'(f)(x)

Yot” = 0" (f) (@)

We then intersect C with the n hyperplanes x; = x to get the variety D given by

yw' = o°(f)()
n" = o'(f)(=)

Yn1” = o Hf)(z)
which is a curve over K.

Lemma 2: Forj=0,1,...,n—1, let y; be a root of the equation

yi" = o’ (f)(z).

If F = K(z,90,Y1,---,YUn-1), then [F : K(z)] = r™ for some m € N, F = K(z,90,Y1,---,Ym—1)
and D has an irreducible component with function field isomorphic to F'.

Proof: This is a generalization to Kummer extensions of the proof of lemma 3 in [13]. The following
is an outline of the argument:

Every extension K (z,7;)/K(x) has prime degree r and is Galois over K (z) since the irreducible
factors of f(X) (and hence those of ¢7(f)(X)) are present to the power 1. Then there exists a
minimal subset {7, ¥, .., Uj, of the 7;’s such that F' = K(x, 7y, Y1+ ---»Ujm_1). Let I be the
kernel of the homomorphism

P K[:Z:?yo,yla""ynfl] - K[m7%7ma'--aynfl]-

Then [ is a prime ideal of dimension one (since K[z] has transcendence degree one over K) generated
by {x,%0,71,.-.,Yn-1}- I contains the left hand sides of the equations defining D by construction
of F'. Then I defines an irreducible component of D having function field isomorphic to F. To
obtain F' = K(x,%0,71,---,Ym-1), suppose that g; € K(z,%0,91,-..,Yj—1), i.e. §;' can be written

in the form
j—1

5 = Q@) [] @)

=0



with Q(x) a rational function in K (z). By applying o we get

G = o)
j—1
- a(cz@)rH(wl)
Zj(;._l
= (o@@) TT @)
ZT_J(']fl j—1 -1
= ((a(@)@)) (y—rw—l) (Q(az)fﬂ@w)
i=1 i =0
= (e@@Q@=) T @"*
=0

with dg = Cj—1Co and d; = ¢;j_1 + Cj—1C; for ¢ € {1,2, cey ] — 1}, i.e. Yj+1 € K(x,%, Yl ... ,yj_l)
and by induction so are all remaining ¥;’s. Then F' can be obtained by adjoining to K the roots of
the first m equations in D. Q.E.D.

3.2 Fields

Let F be as in Lemma 2. Assume that o can be extended from K to F with order n, via o(7;) =
Cilir1 (1 € {0,1,...,n —2}) and o(Yn—1) = (n—1Y0, where the (;’s are r-th roots of unity (in k by
condition 1) satisfying

In practice, we begin by setting ¢; = 1 fori € {0,1,...,m—1} and compute o (%) for i € {m, m+
1,...,n} (these are completely determined by the image under o of ¥g, 91, . . ., ¥m—_1 by Lemma 2).
If o™ (yo) = Yo (as will be the case for the curves considered in section 4), o already has order n on
F; otherwise, we would have to look for a change of variable on the 7;’s, ¢ € {1,2,...,m — 1} that
would give o™ (70) = Yo.

If 0 commute with the Galois group of F over K (x), let F’ be the fixed field of F' under o. Then
F’ is an extension of degree r™ of k and we take it as the function field of C’. This gives us the
following field diagram:



/
<
<
3
I
=y
Q

k

The following proposition will be useful to compute the genus of the various field extensions.

Proposition 3: Suppose that F'/F is a finite separable extension of algebraic function fields having
the same constant field K such that ged([F : F|, char(K)) = 1. Let g (resp. ¢') denote the genus of
F/K (resp. F'/K). Then

29 —2=[F :F](29—2)+ »_ Y (e(P|P)—1)deg(P)
PePy P/|P

where e(P'|P) is the ramification index of P' and Pp = {P|P is a place of F/K}.
Proof: This is Hurwitz genus formula applied to the extensions considered in this paper. See [22]
proposition II1.5.6, page 95 for more details.

4 Rational function fields

The main idea used in the Gaudry, Hess and Smart attack (for elliptic curves over fields of charac-
teristic 2) to obtain the equation of F’ consisted in finding a subfield L of F such that [F : L] = 2
and L is a rational function field of K, and then to restrict L to a rational function field L’ over k.
We follow the same idea for Kummer extensions.

First we will look at conditions under which there exists a rational function field L = K(w),
K(x) ¢ K(w) C F, with [F' : K(w)] = r, such that K(w) is obtained from K(z) by adjoining
combinations of the 7;’s and F' is obtained from K (w) by adjoining a single 7; (by symmetry, we
will assume that F' = K(w,7p)). Next, we will consider under which conditions the fixed field of
K(w) under o is a rational function field over k. Finally, we will show that if all the conditions
obtained above are satisfied, then o commutes with the galois group of F over K (w), hence F' = K F’
(with F’ the fixed field of F' under o).

To do the second part, we will look at whether or not we can find a generator of K (w) over K
which is fixed under o (i.e. find w such that o(w) = w). When combined with the third part, it
will give us the following field diagram:



=
B
/
.
.
=
3

Theorem 4: If L is a rational function field such that K(x) C L C F and F = L(yg) where F is
the function field obtained in Lemma 2, then either L is of the form
x—b

L=K(x,u) with u" =
r—a

with a,b € K distinct (case m =2) orr =2 and L is of the form

—b _
L=K(z,u,v) with u*= A
r—a r—a

with a,b,c € K distinct (case m =3, r = 2).
Proof: Let L be a subfield of F' containing K (x) such that F' = L(yg) and assume that L is rational.
Then L is obtained from K (x) by adjoining m — 1 7;’s of the form
% —_ Y
U, =— or U, =—~.
Yi; Yo

Since curve C' is nonsingular, so are the curves

vi' =o' (f)(z)

and the 7;’s are roots of equations of the form v;" = h;(x) where the h;(z)’s are separable, and, by
construction h;(x) = g;gg with p1,pe € K[z] and deg(p1) = deg(p2). In order for L to be rational,
then K (z,7;) must have genus 0 for every i. The only places of K (z) which are ramified in K (x,v;)
are those over p1(x) and pa(x) and if P € Py, is ramified, there is a unique P’ € P, ;) over P

and e(P’'|P) = r. Then Proposition 3 gives

1
0 = genus(K(z,7;)/K)=1+7r-(0—-1) + 5(7" — 1)(deg(p1) + deg(p2))
which forces deg(p1) = deg(p2) =1 and h;(x) is of the form
xr — am

hl($) = x_a'z.
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If there are 4 or more distinct a;’s in the m — 1 h;(z)’s, then L must contain K (z,v), with

o= (&= b)(@—b2)
~(z —b3)(z — by)

for some by, by, b3 and by among the a;’s. However,the genus of K (x,v) would be then 2(r —1) > 0
(using Proposition 3), which would contradict the hypothesis that L is rational. The only cases we
need to consider are therefore isomorphic to L = K(x,u) (m = 2) with

ur:x—b
T —a
and L = K(x,u,v) (m = 3) with
ur:x—b and 0" =~
T —a r—a

(obviously, a, b, c € K are all distinct).

However, in the second case (L = K(x,u,v)), the only places of K(x) which are ramified in L
are (z —a), (x —b) and (x — ¢) and if P € Py, is ramified, there are r distinct P’ € Pf, over P
and e(P'|P) = r, hence

genus(L/K) =142 (0—1) + %(r —1)-3r=(r—-1)(r—2)/2

(using Proposition 3). Since we need the genus of L to be 0, 7 must be 2 in that case. Q.E.D.

5 Casem=2

We let [F: L) = and L = K(x,u) with " = =5,

5.1 Curves and rational field L

By construction, % € L = K(z,u), and since 50" = f(z), 71" = o(f)(x) with f(z) and o(f)(x)
separable (C' is nonsingular), then, up to symmetry on the choice of a and b, f(x) must be of the

form )
1

f(z) = h@) [ (@ - o’(a)

J=0

where h(z) is fixed under o, a has order > i under ¢ and b = ¢*(a) # a (since o(f)(z) =

h(z) [T;L1 (= — o7 (a))).

In order to get m = 2, it must be possible to write o(f)(z) in terms of f(x), o(f)(z) and factors
to the power 7. But o?(f)(z) = h(z) H;fQ (x — o’(a)), so 0itl(a) = a (otherwise (z — o'*2(a)),
which has degree one in o%(f)(z), would be absent from both f(x) and o(f)(z)).

If we assume that 4 > 1, then o2(f)(x) must be of the form f(x) - o(f)(x) - Q(z)" for some
Q(z) € K(x) since both (x — a) and (z — o™(a) are present with degree one in o(f)(x). Then



Q(x)" would have to contain all the irreducible factors of h(z) and/or (z — o%(a)) (if i > 2) to the
power —1, which is impossible unless deg(h) = 0 and ¢ = 1. But Q(z)" must also contain (x —o(a))
to the power —2, which is impossible unless r = 2, forcing C' to be of the form

Y2 =h(X —a)(X —o(a))

with h € K, contradicting the assumption that C has genus greater than 0. Therefore ¢ = 0, a has
order 2 under o (so 2 divides n) and f(x) is of the form

f(z) = (x = a)h(z)
with a € Fy2 \ F, and h(z) € Fylz] = k[z].

We can now set

Y1
u= =,
Yo
which gives
1
o(u) = P _° and o?(u) = u
Yy u
hence o extends to K (x,u) with order n. From
o x—b 1 a—1b
T —a r—a
we get
n a—"b au” — b
xr=a =
u" —1 u" —1

hence K (z,u) = K(u).
We summarize this in the following lemma:

Lemma 5: The only curves for which [F : K(x)] = r? and such that there exists a rational field
L containing K (x) with [F : L] = r are of the form

Y™ = (X — a)h(X).

In this form, [K : k] = n with n divisible by 2, a € K \ k is such that 02(a) = a and h(x) € K[z] is
defined over k and satisfies ged(h(x),x —a) = 1. In this case,

L =K(u)
with
u = xr— U(a)
T —a
and 1
O'(U) = a



5.2 Restriction and function fields

In order to compute the fixed field of K (u) under o, we let

_au+o(a)
w1
Then
U(w)za<au+a(a)>:U(Clt)%+a:a(a)+au: |
u—+1 5Tl 14+ u
so w is fixed under cand K(w) = K(u) since
ola) —w
 w—a

The fixed field of K(w) under o is therefore k(w), and, in terms of w, x can be written as

—w)" —o(a)(w—a)"
(0(a) —w)" = (w—a)’

Since u = Z;(l), then o (7o) = 71 = o and o%(Jo) = o(uFy) = Yo, hence o extends to F with order

n (since 2 divides n). If 7 is a generator of Gal(F/K(w)), then 7(y0) = (-yo with ¢, a primitve
r-th root of unity (which is in k& by condition (1)) and
o (7)) = o(&T0) = Gro (o) = Guvgo = v (7o) = 7(v%0) = 7(o(%0))
so Gal(F/K(w)) commutes with o.
Theorem 6: Let K = Fyn, n even and C be a curve of genus g defined over K by
C:Y" =(X—-a)h(X)

where h(X) € K[X] is defined over k and a € K \ k, 0%(a) = a. Then the function field of C can
be embeded in the function field of a curve C' of genus

—1(r—2
gy T2 D=2
2

defined over k by the equation

§" =+ omu(w))" (z(w) — a)h(z(w))

where n = 2?2/(2)—1 % (i) for some p € K such that Trgp(p) =1.

Proof: Since Gal(F/K(w)) commutes with o, we have F' = KF' (where F’ is the fixed field of F'
under o), hence F'/k and F/K have the same genus ¢'.

We first consider g, the genus of K(C)/K. Since gcd(deg(h) + 1,7) = 1, the only places of
K (x) which are ramified in K (C') are (z — a), the place at infinity and the places over h(x), and, if
P € Pk, is ramified, there is a unique P e P (c) over P and its ramification index is r. Then,
using Proposition 3, we have

o' = 14 r(0— 1)+ 5(r— 1)(deg(h) +2) = 2 (r — 1) deg(h),
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so deg(h) =2g/(r —1).

We can now compute ¢’ in terms of g. The only places of K(z) which are ramified in F are
(r —a), (x — o(a)), the place at infinity and the places over h(z), and, if P € Pg(,) is ramified,
there are r distinct P’ € Pg(c) over P and their ramification index is 7. Then, from Proposition 3,
the genus of F'/k (and F/K) is

g = 140 1)+ (1) - r(dea(h) +3)
1 2
= 1—7’2—1—5(7’—1)-7'(%4-3)

(r—1)(r—2)

= rg-+ 5

It remains to find an equation defining I over L' = k(w). Let u € K such that Try , = 1,
then F restrict to F' via the trace map. In particular, Trp/p (pw) = w, and Trp/p(pe) = € for
every € € k.

To simplify the notation, we let

so Trg i, =1+ o(n) and o2(n) = n. We now set

g = Trp/e(1yo)
n—1 4
= > o' (uwm)
i=0
n/2—1 n/2—1
= Y, oW +ugp Yy, 0¥ ()
=0 =0

= g+ o
= (+omu)mo
Then § € F' and § € k(w) (since 7o € K(u) = K(w)), hence F’ = k(w,g). If we compute 7(7), we
have
(@) =7((n+ o(mwyo) = (n + o(Mw)7(¥o) = G (n + o(Mw)yo = &y
Then Npr//(7) is

Npop(j) = HT"@)




hence F’/k(w) is defined by the equation

7" = (n+ o(nu(w))" (z(w) — a)h(z(w))
Q.E.D.

Corollary 7: If curve C is nonsingular and defined over K by
C:Y"=(X-a)h(X)=(X—a))_ hX'

with h(X) defined over k(X) of degree d = —2 mod r (C has genus g = (r — 1)d/2) and o%(a) = a,
then F' is the function field of the nonsingular curve C" of genus ¢ = rg+ (r — 1)(r — 2)/2 =
(r—=1)((d+ 1)r —2)/2 defined over k by

d

2" = (a—0(a)™q(w) Y hi (a(w —o(a))" —o(a)(w —a)")' q(w)"

i=0
where g(w) = (w —o(a))” — (w—a)".
Proof: Let § and n be as in Theorem 6. If we set

_ a) (@ = o(@) W ((w = o(a))” — (w—a)) T (@ — o(a)
A= ot —a) 0 otm)w— (7a — o(na)) |

then

_ ((w=o@) = (@ =) T (a = o(a) @D
QW) =< ( (1= o(n)w — (na — o(na))
(w=a)" = (w=0(a)") ">/ (o(a) — a)d+D/r
(o(n) = mw — (a(na) — na)

_ (1)@ 1) ((w—=0(a))" — (w
(n— 0(77)) — (na —a(na))

@)") T (0 — o(a)

= Q(w),

hence Q(w) € k(w) and if we let Z = Q(w)y, then F' = k(w,y) = k(w,Z). Since z(w) =
(a(w—o0(a))" —o(a)(w—a)")/q(w), we have

haw) = > hzw) =qw)™ Y hiz(w)'qw)?
=0 1=0
d
= q(w)™ Y hi(a(w — o(a))” — o(a)(w — a)") ' q(w)*~
=0

and
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hence

7 = Q)
g(w) o — o)™
(0 + o(myu(w)) (w - a)’

g(w)™2(a — o(a))™*?

= - (n+a(mu(w))" (z(w) — a)h(z(w))

{0+ olnu(w)) (0 = a)
- AT SO ) - (o)

= )" (@ - 0(@) - hix(w))

= (a— @) g(w) iohxa(w—a(a)) -~ ola)(w — @) gy

To show that C” is nonsingular, we first note that ¢(w) = r(a — o(a))w"™ + O(w"2), so Z" is
of the form
7" = hgr(a — o(a)) T wdTOr=1 4 O(wld+)r=2),

which has degree in w coprime to 7, and by Proposition 3, the function field of the curve C”
(k(w, Z)) is

g <(r—-1((d+1)r—2)/2
with equality if and only if the curve is nonsingular. But, by Theorem 6, F’' = k(w, Z) has genus
rg+ (r—1)(r—2)/2=(r—1)((d+1)r —2)/2 over k, hence C"" must be nonsingular. Q.E.D.

6 Casem=3,r=2

If [F: L] =2and L = K(z,u,v) with u? = 2= and v? = £=¢ we will show that L’ (the fixed field
of K(w) under o) is not a rational function field over k(z).

6.1 Curves

By construction, g:‘; € L = K(z,u,v), and since go" = f(z), y1" = o(f)(z) with f(z) and o(f)(x)
separable (C' is nonsingular), then, up to symmetry on the choice of a, b and ¢, f(x) must be of

the form '
1

f(x) = h(z) [] (@ - o/(a))
§=0
where h(z) is fixed under o, a has order > i + 1 under o and o**!(a) is equal to either b or c. Then
i+l '
o(z) = h@) ][] @-o(a)),
=1
o
(@) = h@) ][] @0 (a)

=2
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and
+3

(@) = h(@) [](@@-o'(a)
j=3
We have two cases to consider depending on wether or not o+2(a) is equal to a.

case 1: 0*2(a) # a. By construction, % must also be in L = K(z,u,v), and since 73" =
a?(f)(x), we have
I _ o)) _ (a—ola)
B AN - oria)
Then both o(a) and ¢*2(a) must be in {a, b, c}, but so are a and ¢**!(a). Since a has order > i+2
under o, this is impossible unless o(a) = o*7!(a), i.e. if i = 0. Then f(x) is of the form

f(z) = (z — a)h(z)

and, up to symmetry on the choice of b and ¢, we have b = o(a) and ¢ = 0%(a). We can then set

Y1 Y2

== and v ===

Yo Yo
hence )
_»2_"Y and O'(’U):@:*
Y1 U 'l u

and factors to the power 2. Since o3(f)(z) = (x — 0®(a))h(x), 03(a) must be in {a,b,c} =
{a,0(a),0%(a)}. But 03(a) can be neither o(a) nor o2(a) since a has order > i + 2 = 2 under o,
hence o3(a) = a.

In order to get m = 3, it must be possible to write o3(f)(z) in terms of f(z), o(f)(x), o2(f)(x)
3
)

case 2: 0'™2(a) = a. If i was equal to 0, we would have m = 2 (see section 5), hence i must
be at least 1. In order to get m = 3, it must be possible to write o(f)(x) in terms of f(z),
o(f)(x), o%(f)(z) and factors to the power 2. Note that in this case, (z — 0"*2(a)) = (z — a) and

(z —0"*3(a)) = (z — o(a)).

Since (x — a) has power 1 in f(z), o?(f)(z) and Gg(f)(l‘) and power 0 in o(f)(z), then only one
of f(x) and 02(f)(a;) can be used in constructing o(f)(x). Similarly, (z — o(a)) has power 1 in
f(z), o(f)(x) and o3(f)(x) and power 0 in o2(f)(z), so only one of f(x) and a(f)( ) can be used
in constructing o(f)(x). The only possible options are then o3(f)(x) = o(f)(x) - o2(f)(z) - Q(x)?

°(f
or o*(f)(w) = f(2) - Q(x), with Q() € K(x).
o

If o3(f)(x) = o(f)(x)-0%(f)(z)-Q(x)?, then o3(f)(x) would have to be equal to (x—a)(z—0o(a))
(since o3(f)(z) is separable and any other factor would be to a power divisible by 2). This would
force o®(f)(z) = f(x) (since they are both polynomials of the same degree in K|[x] and f(x) also
has (x — a) and (x — o(a)) as factors). But the curve Y2 = f(X) would then have genus 0, which
contradicts the assumption that C' has genus > 1.

The only possibility is therefore o3(f)(x) = f(z) - Q(x)? for some Q(x) € K(z). If i is greater
than 1, we get ‘ '
f(=) h(@)[[;—o (x — 0’(a)) (z — 0%(a))

z)? = = - = '
W= BN@ T AT e - o) o)
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which is imposible since % is not a square in K (x) for ¢ > 1, hence ¢ must be equal to 1,

03(a) = a and f(x) is of the form

f(@) = (z = a)(x — a(a))h(z).

Up to symmetry on the choice of b and ¢, we have b = o(a) and ¢ = 0(a). We can then set

Y1 Y1

u= = and v ==,

Y2 Yo
hence )
o’(u):%:g and o)==~
Yo Y1 U

We summarize these arguments in the following lemma:

Lemma 8: The only curves for which [F : K(z)] = 23 and such that there exists a field L of genus
0 containing K (x) with [F : L] = 2 are of the form

Y2 = (X —a)h(X)

or of the form
Y2 = (X — a)(X — o(a))h(X)

For both forms, [K : k] = n with n divisible by 3, a € K \ k is such that 03(a) = a and h(x) € K|[z]
is defined over k and satisfies ged(h(x),x — a) = 1. In both cases,

L =K(u,v)
with )
ozl ., z-oa)
r—a x—a
and
olu)=— and o(v)= %

6.2 Rational field L

From u2 = I=9 b, we have = a + _a2 b hence K (.’L’ u 1)) =K (U ’U). Also using ’U2 = Z=¢ we have
T—a us—1’ » ’ ’ r—a’
r=a+ %< Cl, SO

a—c a—2>b

2 2
v2—1 wu?2-1 v a—b(u )
— —b
= Uzza C(u2—1+a >
a— a—c¢

15



Using b = o(a) # a, ¢ = 0?(a) and o3(a) = a, we get

2 a—c<u2+c—b>
a—2b a—c

_ o?(b) — o*(a) (u2 N o(b) — aga) >

a—b o2(b) — o2(a)
- (e )

Since ged(r,p) = ged(2,p) =1, ¢ = p' is odd and we can set

1

(0 _n@—a/2 = _ 2
@_p@ar » 0= md p=0()

’}/:

which gives us
v? = —5%(u? ++%)

Note that by construction of v, § and p we have

(a=b)? (a=b" (a=b)

T = e @b e

hence the product vdp is in k and is either 1 or —1.

We use two methods to find a generator z of K(u,v) over K. If K has a primitive fourth root
of unity ¢ (if ¢" = 1 mod 4), then v? = —62(u — ¢)(u + ¢7) and we can look at

On the other hand, if we can find two nonzero elements 3 and 71 in K sush that n?> + 82 +1 =0,
then (ug,vo) = (v3,7dn) is a point on v? = —§%(u? ++2) and we look at the projection from (ug, vo)
of (u,v) on the line (z, —%ﬁz) (a parallel of the tangent to v? + 6%u? + §%y* = 0 at (ug,vp)). the
following lemma show that these two method are sufficient to deal with every finite field of odd
characteristic (since if p =1 mod 4, [}, has a primitive fourth root of unity).

Lemma 9: Ifp = 3 mod 4, then there exists at least one pair 3,1 € F,\{0} such that n?+[%2+1 = 0.
Proof: To find a pair 8,1 € F, such that n? + B2 +1 =0, we look for a € F, such that « is a
quadratic residue modulo p and « + 1 is a quadratic nonresidue (such an o must exist since 1 is
a quadratic residue and p — 1 is quadratic nonresidue). Then, by quadratic reciprocity, —(« + 1)
must be a quadratic residue (since —1 is a quadratic nonresidue) and we can therefore choose g to
be a square root of  in F, and 7 to be a square root of —(a + 1) in F,, giving us n? = —(5% + 1).
Q.E.D.

In order to simplify the computation of o(z), we will require that ¢, 8 and 7 (if they are used)
be in the field k, i.e. such that o(¢) = (, o(8) =  and o(n) = n. The construction of z is divided
into the following 3 cases:

16



1. Ifg=1or 7Tmod 12 (i.e. ¢ = 1 mod 6): We let 3 be a root of T? + (y6p)T + 1, i.e. Bis a
primitve cube root of unity if vdp = 1 and a primitive sixth root of unity if vdp = —1 (these
exists in k since ¢ — 1 is divisible by 6). We use the second method to construct z (projection)
with = 2. We can then set

_ BPy(v— Bou)
B2v + Bou + 76
which gives
26'%(z - 87) 2 s 28°7%0(2 + B%9)
u=p[y+ 24 02 and v = [y — T

2. If ¢ = 5 mod 12: We let ¢ be a primitve fourth root of unity (exists in k since ¢ — 1 is divisible

by 4), and we can set
v

6(u — ()

which gives
2¢y 2¢y0z
and =—

2211 YT T

u=qy—

3. If ¢ = 11 mod 12 (in particular, p = 11 mod 12): Using Lemma 9, we can find 5 and 7 in k
such that n? + 2 + 1 = 0, we can then set

L (B —ndu)
nv + Béu + o

which gives
20°%(2 — B)
22 + 122

_29%5(B2 + )
22 1 122

u=py+ and v =mnyd

Note: although p = 1 mod 12 could also be handled in case 2, we use case 1 since finding a generator
of K(z) over K fixed under o will be more straightforward in that case.

Since o3(u) = 0?(v/u) = o(1/v) = u and o®(v) = v, then ¢ extends with order n in K (u,v) (3
divides n), hence o extends with order n in K(z) for all three cases.

6.3 Restrictions

To prove that the fixed field under o of L = K(z) is rational over k, we first prove the three
following lemmas:

Lemma 10: The polynomial Tt +T 41 € IFo[T] splits over F s and if eq is one of its roots, then
€0 satisfies ego(eg)o®(eo) = 1. If ¢ = 5mod 6, then e € Fys \ Fy.

Proof: Let ¢y be a root of T4 + T +1 =0 in IE‘_q. Then ey # 0 and o(ey) = —1 — % = —%
(since eg+1 = 0(€) - €0). We also have 02(¢p) = —1 — ﬁ = —ﬁ, which gives
—(1 + 60) -1

2 — . . —
eoo(eg)o“(€p) = €o - e

17



and

-1 -1
3
7 () :J<1+eo> TR

€0
hence €y € Fys. If g is in Fy, it must satisfy e% 4+ €y + 1 =0, so ¢g must be a primitive cube root of
unity, which is impossible if ¢ =5 mod 6. Q.E.D.

Lemma 11: Let L = K(z) with o(z) = @29 ¢ K and ay # 0 and suppose that the polynomial

agz+ba
asT9Tt — byT9 + a1 T — by has at least one root € € K. Then L = K(2) with 2 = Z—+€ satisfying
0(2) = A2+ B with A = B2 # 0 and B = .

Proof: Let € € K be a root of agT9"! — byT9 + a1 T — by, then (azo(€) + a1)e — (bao(e) +by) = 0,
s0 ag0(€) + a1 # 0 (otherwise we would have o(z) € K) and we have

bga(e) + b .

GQO'(G) + a1

Also, (ba — age)o(€) + (b1 — are) = 0, so by — age # 0 (otherwise we would have o(z) € K). We let
2 then we have:

o3) = o (Zie)
1

+b
arziby T ()

1
z+e?

aoz + by
(@12 + by) + o(e)(azz + by)
a22 + by
(ago(€) + a1)z + (bao(€) + b1)

B 1 a2z + by

 ago(e) +ay (z+ bao (€) +b1)/(a20(6)+a1)>
. 1 agZ+bg

B a206)+a1< z+e )

. bg — a9€ < > a9
 ago(e)tap \z+e azo(€) + ax
= Az + B

where A # 0, i.e. o(2 ) is linear in 2. Q.E.D.

Lemma 12: If 0(2) = A2 + B with Ac(A)o2(A) = 1, then there exists A,B € K such that
o(A%) = Az + B.

Proof: 1In order to have o(A2) = A%+ B, we must have o0(A)A = A (since o(Az) = oc(A)Az +
J(A)B), i.e. Ais a root of the polynomial ATY — T. Let a be any root of AT — T over Fy,
then o = o(a)A. This also gives us o(a) = 0%(a)o(A) and o2(a) = o3(a)o?(A), hence o =
Ao(A)o?(A)o3(a). But Ao(A)o?(A) = 1 by hypothesis, hence o3(a) = a, ie. o € Fps C K.
Q.E.D.

We can now prove the following theorem:

Theorem 13: [/, the fized field of L = K (z) under o, is rational over k and L = K(w), L' = k(w)
for some w fixed under o.

18



Proof: To do this, we first find a generator 2 of L over K such that o(2) = A2 + B (i.e. 2 is linear
in ), then find a constant A such that o(A2) = A% + B for some B € K. If 4 € K is such that
TTK/k(M) =1, we can then find a generator w of L over K by computing

n—1
w = Z o' (1A2)
i=0
To obtain Z and A, we have the three following cases (depending on the construction of z):

1. If g =1 or 7mod 12: Using o(3) = 3, 3% + v6pB + 1 = 0 and v25%p? = 1 to simplify when
convenient, we get

o [ BPr(v = Bow)
320 + Bou + v

B8(; — Bry)
B2+ Bpy +dp

B36 — B4 pv
(2 + Bpv + dpu

3~268(2 3
3% — p*op <ﬂ276 -l ”)

B2+ Bp (5290 - LU0 4 op (9 + 2272000

= [8%pz+dp

o(z)

and we can set 2 = z and A = (62p. Since
Ao(A)o*(A) = (86°p) (B7p%) (8776) = B*6p = 1,
there exists A, B € K such that 0(A2) = Az + B (Lemma 12).

2. If ¢ = 5mod 12: Using o(¢) = ¢, ¢? = —1 and 7262p? = 1 to simplify when convenient, we
get

o(z) = %ﬁ)

p(y —¢9)
1
~ plv—Cou)
_ 1
((55) -0 (- 22)
2241

C(0p(C22 22— Q)
and since the ged of the numerator and the denominator is (z — (), we get

_ z+C
—(2y0pz + (3vdp

a(2)
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In order to use Lemma 11, we need to find a root of P(t) = (—(2ydp)t?™t — ((3vdp)td +t — ¢
in K. If we sustitute t by (vdp — ()to — ¢ in P(t), this is equivalent to finding a root
of tg“ +to + 1 in K. Then, using Lemma 10, all the roots € of P(t) are of the form

(vdp — ()eo — ¢ with eg € K a root of tg“ +to+ 1. Then, from Lemma 11, A = J(;f)%rl = €.

Since Ag(A)o?(A) = (600’(60)0’2(60))2 =1 (by Lemma 10), Lemma 12 shows that there exists
A, B € K such that 0(A2) = Az + B.

. If ¢ = 11 mod 12: We first note that (after simplification)

(Bn +nvdp + B)(Bn — nydp + B) = —(n* +n + 1)*

hence (1 + nydp + [ # 0 since n cannot be a primitive cube root of unity. Using o(8) = 3,
o) =n,n*+n*+1=0and v26%p? = 1 to simplify when convenient, we get

oz) = o <—’7W” —nou) >
nv + Bou + o
6 (B —np2)
nB6 — n*épv
n+ Bpv + dpu
nB6 —n2op (8 — HPC0 )

n-+ Bp (6 — MEREEEE) 1 6p 9y + 2R G

nd(n* — Bydp)z* — 260°y0z — 1*y*0(n* + v6pp)
—(Bn+myop + B)22 + 2ny(6% — n)z + ¥2n?(8n — vopn + B3)

Since the ged of the numerator and denumerator is

(B +mydp + B)z +1ry(n — 5°)
with the coefficient of z nonzero, we have

~ ndTiz + n?~yoT,

o(2) T3z +nyTy

with

Ti = ~yop(=20%n—n—0%) + (=6 — 20— 3° - %)
Ty = ~0p(Bn+ B> +28)+ (8°+ B — Bn+n)

Ty = ~6p(28° —28n+28) + (8 — 26870+ %+ 1)
Ty = 0p(B*n+1+ %) + (26° + 8 — Bn+ 5°n)

Note that (after simplification), both TyTy — T»T3 and (T} + T4)? are equal to

v6p(—28°n — 68n — 26°n — 63 — 66° — 108%) + (—28°n — 68"y — 2n — 123" — 125%)

and (Ty + Ty) # 0 (otherwise this would force (ndT1)(nyTs) — (N*Y6Te)Ts = n?yd(TyTy —
T5T3) = 0 and o(z) would be in K). In order to use Lemma 11, we need to find a root of

P(t) = T3t — gyTytd + ndTit — 0’401, in K. If we sustitute ¢ by ny <T1TL3T47§0 + %) in
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P(t), this is equivalent to finding a root of tgJrl +to+1in K. Then, using Lemma 10, all the
roots € of P(t) are of the form ny (TlTLgT“eo + %‘) with ¢y € K a root of tg“ +to + 1. Then,

1 _n —€Q _ 2 s
from Lemma 11, A = 0 o) T = 360 Since

Ao(A)o?(A) = % (eoo(c0)0?(e0))? = 1

(by Lemma 10), Lemma 12 shows that there exists A, B € K such that 0(A%) = A2 + B.

In all three cases, 0™Z = Z since 2 is in K(z), and 0"(A) = A since A € K, hence
n—1 A
w = Z o' (nAz)
i=0

is fixed under o and w = A% + B for A = Tr/k(nA) and some Be K. QE.D.

From now on w is assumed to be the generator of L over K computed in the proof of Theorem
13.

6.4 Function fields

Ifu= Z;; (if C has equation Y2 = (X —a)h(X)), then o (%) = y1 = u¥o, 02 (Yo) = vo and o3 (7p) =
Yo, hence o extends to F' with order n (since 3 divides n). If 7 is a generator of Gal(F/K (w)),
then 7(7p) = —7o and

o(t(0)) = o(=¥0) = —o (o) = —vyo = v7 (%) = 7(v¥0) = 7(o (%))
so Gal(F/K(w)) commutes with o.
Theorem 14: Let K =g, n even and C be a curve of genus g defined over K by
C:Y?= (X —a)h(X)

where h(X) € K[X] is defined over k and a € K \ k, 03(a) = a. Then the function field of C can
be embedded in the function field of a curve C' of genus

g =49+1

defined over k by the equation

72 = (n+ o(mu(w) + o*(n)o(w))*(z(w) — a)h(z(w))

where n = Z?:/g_l o3 () for some p € K such that Trgm(p) =1.
Proof: Since Gal(F/K(w)) commutes with o, we have FF = KF’ (where F’ is the fixed field of F
under o), hence F'/k and F/K have the same genus ¢'.

We first consider g, the genus of K(C)/K. Since ged(deg(h) + 1,2) = 1, the only places of
K (x) which are ramified in K (C) are (z — a), the place at infinity and the places over h(x), and, if
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P € Py is ramified, there is a unique P eP K(c) over P and its ramification index is 2. Then,
using Proposition 3, we have

1 1
g=1+2(0-1)+ 5(2 —1)(deg(h) +2) = 3 deg(h),
so deg(h) = 2g.
We can now compute ¢’ in terms of g. The only places of K(z) which are ramified in F are
(x —a), (x —o(a)), (x — 0*(a)), the place at infinity and the places over h(z), and, if P € Py,

is ramified, there are 22 distinct P’ € P K(c) over P and their ramification index is 2. Then, from
Proposition 3, the genus of F'/k (and F/K) is

1
J = 1+23(0—1)+§(2—1).22(deg(h)+4)
= 1-8+4+2(29+4)
= 4g+1

It remains to find an equation defining F’ over L' = k(w). Let p € K such that Trgm =1,
then F' restrict to F” via the trace map. In particular, Trp/p (uw) = w, and Trp;p(pe) = € for
every € € k.

To simplify the notation, we let

so Ty, =1+ 0(n) +0(n) and o3(n) = n. We now set

g = Trep(ugo)
n—1 '
= > o'(um)
=0
n/3—1 n/3—1 n/3—1
= W Y, W +um Y, o) +om Y ¥ ()
=0 =0 =0
= 0% + o(n)udo + o (n)vlo
= (n+omu+c*(n)v)y

Then § € F' and § ¢ k(w) (since o € K (u) = K(w)), hence F’ = k(w,y). If we compute 7(7), we
have

7(5) = 7((n + o(n)u + o*()go) = (n+ o(M)u+ o*(M)0)7(H) = —(n+ o (n)u+ o*(n)v)7o = 7.

Then NF’/L’ (g) is

Npop(§) = HH@)
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=
=

(
=

hence F'/k(w) is defined by the equation
7 = (n+ o(n)u(w) + o (n)u(w))*(@(w) — a)h(z(w))
Q.E.D.

Ifv= Z;é (if C has equation Y2 = (X —a)(X — o(a))h(X)), then o(70) = 71 = vTo, 0 To) = )

and 0(7g) = 7o, hence o extends to F' with order n (since 3 divides n). If 7 is a generator of
Gal(F/K(w)), then 7(yo) = —7o and

o(t(0)) = (=) = —o (o) = —vyo = v7 (%) = 7(v¥0) = 7(o(%0))
so Gal(F/K(w)) commutes with o.
Theorem 15: Let K =Fgn, n even and C be a curve of genus g defined over K by
C:Y?=(X—a)(X —o(a)h(X)

where h(X) € K[X] is defined over k and a € K \ k, 03(a) = a. Then the function field of C can
be embedded in the function field of a curve C' of genus

g =491
defined over k by the equation

7 = <n T o(no(w) + () )

where n = Z?:/g_l a3 () for some p € K such that Trg,(p) =1.
Proof: Since Gal(F/K(w)) commutes with o, we have F' = KF' (where F’ is the fixed field of F'
under o), hence F’/k and F/K have the same genus ¢'.

We first consider g, the genus of K(C')/K. Since ged(deg(h) +1,2) = 1, the only places of K (x)
which are ramified in K(C) are (z — a), (x — o(a)), the place at infinity and the places over h(x),
and, if P € Pk, is ramified, there is a unique PeP K(c) over P and its ramification index is 2.
Then, using Proposition 3, we have

g=1+20-1)+ %(2 — 1)(deg(h) + 3) = %(deg(h) +1),

so deg(h) =29 — 1.

We can now compute ¢’ in terms of g. The only places of K(x) which are ramified in F are
(x —a), (x —o(a)), (x — 0*(a)), the place at infinity and the places over h(z), and, if P € Py,
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is ramified, there are 22 distinct P’ € P K(c) over P and their ramification index is 2. Then, from
Proposition 3, the genus of F'/k (and F/K) is

1
J = 1—|—23(O—1)+§(2—1)-22(deg(h)+4)
= 1-8+2(29+3)
= 49—1

It remains to find an equation defining I over L' = k(w). Let u € K such that Trg , = 1,
then F' restrict to F’ via the trace map. In particular, Trp/p(pw) = w, and Trg p(pe) = € for
every € € k.

To simplify the notation, we let
n/3—1

=Y o(n),

=0

so Trgm =mn+0a(n) + o®(n) and ¢°(n) = 1. We now set

g = Trep(ugo)
n—1 '
= > o' (um)
=0
n/3—1 n/3—1 n/3—1
_ ; _ < v ,
S B Y A Y Al S o)
=0 =0 =0
_ _ v__
= 0 + o (v + o (1) -7

= (n+omo+a*n-) %

Then g € F' and § ¢ k(w) (since §o € K (u) = K(w)), hence F’ = k(w,g). If we compute 7(g), we
have

(g = T ((77 +o(mv+ 02(77)%) %>
— (77 +a(n)v + a%n)%) (7o)

= - (77 +o(n)v + 02(’7)%) Yo

Then NF’/L’ (Q) is

Neyp(@) = [[7 @)

= ()"

= ("2 (g4 ot o))
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= (2 (nt o+ o*m)Y) (@ a)e — o))

v(w)

2
=y <77+0(77)v(w)+02(n) ) (e(w) — a)(x(w) — o(a))h(a(w))

u(w)

hence F'/k(w) is defined by the equation

7 = (n T o(n)o(w) + ()

Q.E.D.

7 Conclusion

We have shown how a GHS-like Weil descent attack can be used to solve the discrete logarithm
problem for hyperelliptic and superelliptic curves of the form

Y™ = (X — a)h(X)

over the field Fyn of characteristic p, with n divisible by 2, ged(p,r) = 1, h(X) defined over F, and
a € Fq2 \Fq.

We have also shown a similar attack to solve the discrete log problem on families of nonsingular
hyperelliptic curves in odd characteristic of the forms

V2= (X —a)h(X)

and
Y2 = (X = a)(X — o(a))h(X)

over Fyn with n divisible by 3, h(X) defined over F, and a € Fys \ F,.

In particular, for these curves to be used in cryptography, |Jac(C)(K)| should be almost prime

(i.e. a prime multiplied by a small factor). If |[Jac(C)(K)| divides |Jac(C)(k)| (or a small multiple of

|Jac(C')(k)|), then experimental results seem to indicate that the kernel of the map from Jac(C)(K)

to Jac(C)(k) is likely to be small.

The main reason the Weil descent attack can be an effective way of solving the discrete log
problem for a curve C' is due to the index calculus attack for curves of genus greater than 2. For
curves of genus 1 or 2, the best known attacks for the discrete log problem (Shank’s Baby Step-
Giant Step algorithm, Pollard’s p method) require O(g2q9/ 2+¢) bit, operations. But for hyperelliptic
curves of genus 3 or higher, if the genus ¢ is not too large, we can use the index calculus attack
(see [12] and [23] for g! < ¢, see also [1], [4], [11] and [18] for ¢! > ¢) which gives a running
time of O (g%zfﬁil“) (for (g — 1)! < q). Since Jacobian arithmetic for superelliptic curves over

the field F, can be done in O(r"g?(log(q))? bit operations (see [9]), so for a fixed r, the index
calculus attack for superelliptic curves of the form Y = f(X) takes an asymptotic running time

of O (g4q2_f4+1+6> .
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8 Examples

Example 1:
Let K = F)2 and k = [, with p an 80 bit prime. Given an hyperelliptic curve C' of genus 2 of
the form
C:Y%= (X —a)h(X)

with a € K \ k and h(X) a polynomial of degree 4 defined over k, the curve C’ obtained using the
Weil descent attack will be hyperelliptic of genus 4 over k. Although the security of Jac(C)(F,2)
would appear to be equivalent to the security of an elliptic curve over a field of 160 bits, using the
index calculus attack on Jac(C’)(FF,) decreases its security to the level of an elliptic curve over a
field of approximativeley 125 bits.

Example 2:
Let K = F,s and k = [, with p an 30 bit prime. Given an hyperelliptic curve C' of genus 3
given by an equation of the form

V2= (X -a)h(X) or Y?=(X—a)(X —o(a))h(X)

with a € K\ k and h(X) a polynomial defined over k, the curve C’ obtained using the Weil descent
attack will be hyperelliptic of genus 11 (first equation) or 13 (second equation) over k. Although
the security of Jac(C)(F,s) would appear to be equivalent to the security of an elliptic curve over
a field of approximatively 256 bits, attacking from Jac(C’)(FF,) decreases its security to the level
of an elliptic curve over a field of approximativeley 110 bits (both security estimate assume the use
of index calculus).

Example 3:
Let K =F,3 and k = F), with p = 261 _ 1. Given an elliptic curve E of the form

E:Y? =(X-a)(X —0(a)(X —d)

with a € K\ k and d € k, the curve C’ obtained using the Weil descent attack will be hyperelliptic
of genus 3 over k. Although elliptic curves over this field of 183 bits (proposed for cryptography
in [2]) are secure enough for most cryptographic applications, using the index calculus attack on
Jac(C")(FF,) decreases their security to the level of elliptic curves over a field of approximativeley
174 bits (which is less than expected, although it is still very secure in practice).
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