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Abstract. In this paper, we present several improvements on the bestrkexplicit formulae for
hyperelliptic curves of genus three and four in charadiertsvo, including the issue of reducing
memory requirements.

To show the effectiveness of these improvements and to alfair comparison of the curves of
different genera, we implement all formulee using a highlgimajzed software library for arithmetic
in binary fields. This library was designed to minimize theant of a whole series of overheads
which have a larger significance as the genus of the curvesases. The current state of the art in
attacks against the discrete logarithm problem is takemaantount for the choice of the field and
group sizes. Performance tests are done on two personalterapvith very different architectures.

Our results can be shortly summarized as follows: Curvesafig three provide performance
similar, or better, to that of curves of genus two, and thesetypes of curves can perform faster
than elliptic curves — indeed on some processors often msdast. Curves of genus four attain a
performance level comparable to elliptic curves. A largeicd of curves is therefore available for
the deployment of curve-based cryptography, with curvegeofus three and four providing their
own advantages as larger cofactors can be allowed for thggnaler.
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1 Introduction

The discrete logarithm probleniDLP) is a quite popular primitive for the design of
cryptosystems. It can be formulated as followsiven a groupG generated by an
elemeny, and a second elemehte G, find an integer — called the discrete logarithm
of h with respect tgy — witht - ¢ = h. The computation of scalar multiples of elements
of a group (i.e. given an integerand an elemeny, computet - g) is the fundamental
operation of a DLP-based cryptosystem. The rational point groupdipfic curves
(EC) [35, 23] and hyperelliptic curves (HEC) [24] of higher genugghaeen suggested
as groups for DLP-based cryptosystems.

After a slow start, the use of EC in cryptography has gained consideraiieen-
tum, their use is now regulated by standards, such as the NIST FIPSuhdnt [12],
and there are several books covering the subject (for exampl®[8, 2]). HEC have
been enjoying increasing attention in recent years. They have longhaeght not to
be competitive with EC because of construction and performance jdsudbe situa-
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tion has changed in the last few years. It is now possible to efficientlytreanidHEC
whose Jacobian has cryptographically good order (for an ovenéew4 Ch. 17]),
and the performance has been considerably improved. For cuingesmos two over
binary fields, the fastest explicit formulee are given in [27], and ac&gearch has also
been done for other genera. A recent summary can be found im§},X3 and 14], but
of course research has not stopped: Recent improvements s tiere can be found
in [11], and further results for genus three and four are the main ciulij¢he present
paper.

No subexponential algorithm is known for solving the DLP on elliptic and hype
elliptic curves of genus at most four (cfr. [4, Chs. 19 to 21] for aergiew of the
techniques involved). For curves of genus one and two, the indexlealmethod is
not faster than Pollard’s methods, therefore the security level of theses is assessed
by the number of operations required to solve the DLP with Pollard’s Riarithgn.
For curves defined over a fixed field and increasing genus, the ceitygiécomputing
the discrete logarithm becomes subexponential in the group orderyl@ibgindex
calculusmethods (see also [4, Ch. 20]), but for “small” fixed genus, the dexity
of the methods remains exponential. Starting with genus three, one hasdasache
number of bits of the group order by a constant factor.

On the other hand, the best algorithms for solving the factorization probhein
the DLP in finite fields are subexponential. Therefore, to achieve aigemarease
equivalent todoublingthe RSA key size, one needsddd only a few bitgo an EC
group. For example, [28] states that the security of 1323 bit RSA (@ D37 bits
subgroup of a 1024 bit finite field) is attained by an EC over a 157 bit fiedidndth a
group of prime order (of 157 bits). For that same level of securityfitheé would have
79 bits for a HEC of genus two, 59 bits for genus three and 53 bits forsfenia (for all
three, the curve must have a prime subgroup of order at least 1%.7Ibicomparison,
the security of 2048 bits RSA is (roughly) achieved by 200-bits curvapgpand that
of 3072 bits RSA by 240-bits curve groups [9]. NIST [39] suggests®2P4 and 256
in place of the bit sizes of 200 and 240. There are obvious bandwidthexfmtmance
advantages in using curve based systems, in particular when the seequiyements
increase. Curves of genus of up to three are now heavily investigatedadites, but
one of the purposes of this paper will is to show that systems based ws@frgenus
four may also prove interesting.

In this paper, we reconsider the issue of efficient implementation of lowghy-
perelliptic Jacobians over fields of characteristic two. We briefly recalstiie of the
art of implementation of HEC arithmetic in low genus: This will motivate our gtive
gations.

Explicit formulae for curves of genus two have been studied extendi®&)\30, 25,
41, 27, 26], both in the odd and even characteristic cases. An oveoVitw different
results can be found in [4, Ch. 14]. In particular, the fastest knowarigfgn for curves
over binary fields makes use of the doubling formula by Lange and i®d2&]. In
that paper, the authors use Shoup’s NTL software library [44] foffiié arithmetic
and find that the best cases for curves of genus two perform al®8atbEtter than
elliptic curves.
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A number of papers are also available on explicit formulae for curvegeots
three [37, 25, 19, 11] in both odd and even characteristic. A comparisth the
performances of curves of genus one and two in odd characteristlecfound in [1],
and some comparisons for characteristic two are found in [50].

The literature is much more restricted when it comes to curves of genuswith
only the formulae of Pelzl, Wollinger and Paar for characteristic two [44d, r@o de-
tailed comparison with the performance of other genera that includesiatgenalysis
and a careful choice of fields.

This paper differs from previous literature because we simultaneoosgider field
arithmetic enhancements, the derivation of the explicit formulee and theciropee-
cent attacks, as well as the interplay of all of these factors. The ensunpgising
implementation results can be listed in the following two groupings:

(1) Athorough approach to finite field implementation can be used to dgleréor-
mance essentially independent of the granularity of the computing archgec
employed. Special finite field functions can be used to speed up explicitifee
by up to 20% and the impact of such functions increases with the gentes.
implementation is described in [5].

(2) The genus two formulee by Lange and Stevens in even characteaistimprove
on EC performance by as much as 50%, but curves of genus threer damilar
performance while using even smaller fields. Moreover, curves oligdéour
perform in fact quite well, often improving on EC performance.

Section 2 gives a detailed overview the general techniques used te éaplicit
formulee. In Section 3 we recall a few facts about our implementationf[8jeofield
arithmetic. Our improvements to the explicit formulee are presented in SettiSe-
curity considerations are the subject of Section 5, where key and fiel@gizavalence
issues are addressed. A description of our experiments and thepmmcéng results
are given in Section 6.1. Finally, we draw conclusions in Section 6.2.

2 From Cantor’s algorithm to explicit formulae

An excellent introduction to hyperelliptic curves is [33]. It includes eletagnproofs
of many facts used implicitly below. A more geometric presentation is givgh i@Ghs.
4,12 and 13].

LetF, be afinite field of characteristic two. Let us consider a hyperelliptic cufve
genusg explicitly given by an equation of the forg? + h(z)y = f(x) over the field
F,, with ded f) = 2¢g + 1 anddeg(h) < g.

In general, the points on a hyperelliptic curve miat form a group (the notable ex-
ception being represented by the hyperelliptic curves of genus oneljipéic curves).

Th

(0]

Instead, thalivisor class groumf C is used. The elements of this group are quotient

classes of formal sums of points on the curve — these sums are dalisors They
can be represented as pairs of polynomjals:), v(z)] such that (i) de@:) < g; (ii)
degv) < degw); and (jii) u(z) dividesv(x)? + v(x)h(z) — f(x). This representation
is usually attributed to Mumford [36]. Such a pair of polynomials is calledduced
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divisor. When the first condition (degree aj is ignored, the divisor is callesemi-
reduced

Algorithm 1. Group operation for hyperelliptic Jacobians in characteristic two

INPUT: Reduced divisors D1 = [ua(x), vi(x)] and D2 = [uz2(z), v2(z))
OUTPUT: Reduced divisor D3 = [uz(x), va(x)], D3 = D1+ D>

1. Composition: [uc,vc] = D1 + D> (semi-reduced)

2. d = gcd(uz, uz, v1 + v2 + h) = rius + rouz + r3(vy + v2 + h)
[Extended Euclidean Algorithm]

3. uc — uiuz/ d?

2
v5+hvuy+ f
ve < v2 + 2ra(v1 + v2) + r32—>— moduc

4

5. Reduction: D3 = [us, v3] (reduced)
6 Uo «— UC, Vo < Vo

7

for ¢ = Owhile degt;) > g do

~ . [ %+hiy
8. Uiv1 — Monic (vﬁuﬂ)
T
9. f)¢+1 «— 9; + h mod 7172‘+1
10. t—1i+1
11. U3 — U;, V3 < 0;

For computational purposes, the group operation is based on Calgmtihm [8]
that operates directly with elements in Mumford’s representation. Camoiginal
version worked only in odd characteristic and was later extended to werlad fields
by Koblitz [24]. Algorithm 1 gives the algorithm restricted to curves of eueristic
two. Note that step 4 is simply an interpolation to insure thatr) is congruent to
v1(x) modulous (x)/d(z) and congruent to,(x) modulouy(z)/d(z).

The idea behind explicit formulee is to replace the polynomial-based for@dant
tor's algorithm by a coefficient-based approach [37]. These fornanteease-specific,
i.e. they depend on whether the divisors are distiadt{tion) or equal @oubling, on
the degrees of the polynomials involved, etc. (for a detailed case coatsioiein genus
two, see [26] for example; for genus three see [19].) This apprbas a number of
advantages which result in a significant speed-up in the computations:

» Conditional statements are reduced to a minimum. Polynomial arithmetic is in-
herently dependent on conditional loops (mainly on the degree of theqoigl),
which cannot be avoided in a general setting.

- Coefficients which have no impact on the final result are no longer atedp
This is quite evident in step 8 where we do not compute the coefficientbf

~2 ~
degree less than d@) in 52+ hi; + f, since we know that the divisioa2"-
is exact.
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« In Cantor’s algorithm, some of the partial computations may be done twitte,
only the variable names being different. These duplications are avoidis in
explicit formulee.

« Parts of the algorithm can be replaced by more efficient techniquesahabot
be used in a general setting. Sections 4.1 and 4.3 are good examplesef
situations.

We also take advantage of the following observations, which are use@dyyn
every author in the development of explicit formulee, beginning with H4@&y.

+ For almost all reduced divisof3 = [u(z),v(z)], u(x) has degree.

« For almost all pairs of polynomials andv with u | v? + hv + f, the degree of
vmodu is dequ) — 1.

« Almost all randomly chosen polynomials are relatively coprime.

In all three of these cases, “almost-all” can be interpreted as “all udoption of size
O(g/q)". This means that if we concentrate on developing additions formulee which
apply to the most general case then only a negligible proportion of alpgyparations
requires a different implementation (e.g. the general Cantor algoritirich has no
noticeable impact on the computation[efD.

To reduce computational cost (mostly for the doublings), we restritedves to
curves of the form

Vry=a + fa+ fre+fo or P4 y=a+ frx’ + f22> + frx + fo (2.1)

for genus threkand four respectively. These forms are almost-reduced repatives

of the isomorphism classes of curves with:) = constant when gdgtbg, ¢,6) = 1.

In the genus four case, we ask thfat~ 0 (see Section 5 for the security aspects).
The form of the most common cases are very similar for genus thieéan The

main difference is thai’ﬁ’jfﬂ is already monic in the genus three formulae, simpli-
fying the computation ofzf

Since the formulee are in terms of the coefficients instead of polynomialsyilive
denotep; the coefficient ofz* in p(z). As there could easily be confusions with the
polynomialsu; (), ux(x) anduz(x), as well ay (z), v2(z) andvs(z), we will denote
their coefficients differently. We will denote the coefficientsugfz) with a;, those of
uz(x) with b;, those ofv1 () with ¢;, those ofv,(x) with d;, those ofuz(x) with e;, and
finally those ofvs(z) with ¢;. We also replace;{x) andvi(z) from steps 8 and 9 by
ur(z) andvr(z).

2.1 Addition formula

For the addition, we want to compuie; + D, where the Mumford representations
of the summands ar®; = [ui(z),v1(z)] and Dy = [uz(z), v2(x)], with dequ;) =

1We thank Peter Birkner for pointing out to us that using isquhisms to havefs = 0 reduces the cost of
the doubling and directing us to [11].
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dequy) = g, deqv;) = deqvz) = g — 1 and gcdug, up) = 1. At step 2, we can
takers = 0 (since gcdus, up) is already 1), and then, = uz_l moduy, giving us
uc = urue andve = vy + ul(uIl modu;)(v1 + v2) moduc at steps 3 and 4.

Algorithm 2. Group addition, most common case

INPUT: Reduced divisors D1 = [ua(z),vi(z)] and Dz = [uz2(x), v2(z)]
OUTPUT: Reduced divisor D3 = [ua(x), va(x)], D3 = D1+ D>

Almost inverse, inv(z) = r - u(z) > moduz(x)

r = inv(z) - ui(z) moduz(x)

s'(x) = r- s(x), where s(z) = ua(z) ™" - (v2(x) + vi(z)) moduz(x)

computation of inverses and 5(x) = Monic(s'(x))

<2
5 up(z) = {MJ + 8g-172(x 4 ag—1+bg_1)

up(z)

)

z(x) = 3(z)ua(z)

7. vr(x) = sg—12(x) + va(z) + 1 modur(z)

8. wa(z) = Monic (M)

ur ()

9. w3(x)

vr(z) + 1 modus(zx)

We then writeve () asvy () +s(z)ug () wheres = (ug ! moduz) (vi+vz) moduy,
and substitute the values af: andve (andh(z) = 1) in the first reduction step to
simplify the equations:

2
ur = Monic <(v1 + su1)® + (v1 + suq) + f)

uiur

(2.2)

+

2 h 2
= Monic <v1+ v1+f+s = i)
ULUuU2 uz u

andvy = vy + sug + 1 modur.

By construction ofuc andve, the division in step 8 is exact, so we can look at
the quotient (denotef |) and ignore the fractional parts of each of the terms in Equa-
tion 2.2.

2
. vit+hvitf
uu

J is linear of the formz + a,_1 + b,—1 (the sum of the coefficients of
971 in uy anduy).

. {%J = 0 since degs) < deg(uy).

» The bulk of the computation is |b%lJ . Even thoughsu; is required to compute

v, it is more efficient to compute®u; by first squarings and then multiplying
by u;.
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Since we wantur(z) to be monic, it is more efficient to first makgz) monic
(we will call this polynomials{z)), compute{%ﬁ and then muItipIy{%J
by the corresponding factor. To make this idea more advantageouslsaeeplace
u;l modu; (in the computation of) by analmost inverséthe product of the inverse
by a constant). Many methods used to compuig¢ ' modu;, do in fact compute an
almost inverse first and then multiply it by %, so this is easily implemented. Given
inv(z), the almost inverse af; () modulouy(x), we defines’(z) = inv(z)(vi(z) +
vz(z)) moduy(z) and use it instead of ).

The main advantage is that computingrém s or s’ requires the same amount of
work, so it is much more efficient to skip the computationsof Onces’(z) andr
are known, is it relatively easy to computes,_1 andsg_fz, sour andvp can be
computed as

~2
ur = ru—zlJ —l—sg,l_z (x+ag-1+by_1) and wvp=v1+s,_15u1+1 moduy .

2.2 Doubling formula

The reason for choosingz) = 1 becomes apparent in the doubling formula. Here we
want to computeD; + D with Dy = [u1(z), vi(x)], dequi) = g and de@v;) = g — 1.

In step 2, we findl = gcd(ug, u1, 2us + h) = gcd(ug, u1, 1) = 1, so we can take
r1 = rp = 0 andrz = 1. This situation is very favorable since we get = uf (at
step 3) andic = v? + f moduc (at step 4). The computation of:(z) andvc(x) can
then be done in only2field squarings (to compute€ andv?).

Algorithm 3. Group doubling, most common case

INPUT: Reduced divisors D1 = [ua(x), vi(x)]
OUTPUT: Reduced divisor D3 = [uz(z), v3(z)], D3 =2 Dy

uc(x) = ui(x)?
vo(z) = v(z)? + f(z) moduc(z)

3. computation of inverses

4. ur(z) = Monic (M>
)

NoE

uc ()

5. wvr(z) =ve(xz)+ 1 modur(x)

6. wus(x) = Monic (—f(zH“T(z)*”T(z)z)

ur (x)

7. wv3(z) = vr(x) + 1 modus(z)

Because of this, the composition step can be done much faster thannieriaye
curves (with de¢) = g). Sinceuc andve can be computed at very little cost, there
is no need to combine this step with the first reduction. The two reduction ateps
then done as in Cantor’s algorithm, but with a number of coefficients kriovee zero
(which reduces the cost even further).
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3 Field Arithmetic

To provide the basis for a fair comparison of curves of varying geatthe same level
of security, a special finite field library has been developed, which is @idbcribed
in [5]. We now recall some of the problems that arise when considenig field
arithmetic for curve cryptography, and the solutions we adopted.

(1) To process (relatively small) operands using loops induces costs, ingladanch
mispredictions, whose impact is heavier for shorter loops.
Since the relative impact of these cost can be quite significant for sniialds,
we use field-specific routines rather than general ones.

(2) Inlining is used to reduce function call overheads.
Since the code of binary field multiplication routines is larger than for multiprec
sion integer arithmetic, we do not inline these, or the inversion routines, in the
main code. However, optimized modular reduction code is included in ti& mu
plication routines and not called separately.

(3) Architecturegranularity also induces irregular performance penalties that in-
crease with the genus.
Although little can be done to defeat granularity problems in the prime field
case [1], most of the disadvantages due to fields sizes that do nalyaxatch
the computer word size can be eliminated in even characteristic (cf. [2])8 3

(4) Invarious places of the formulee, several different field elements dighea by
the same field element.
This situation is similar to the multiplication of a vector by a scalar, and it is
possible to speed up these multiplications appreciably. The techniqueifg do
this is described in [5, §3.2].

Tables containing the detailed costs of field operations can be found in4[5, 8§
We summarize these results in Table 1 with the average costs, in terms oélthe fi
multiplication, for the fields of 47 to 101 bits (those we will use for curves eriug
three and four). These operations are: squaring (Sqr), multiplicatidnoo5 different
field elements by a common one (columns from Mul2 to Mul5) and invergio).(

Table 1. Average costs of field operations (relative to multiplications)

Timings relative to multiplication
Sqgr | Mul2 | Mul3 | Mul4 | Mul5 Inv
PowerPC G4, 1.5GHz .147 | 1.663| 2.214 | 2.746| 3.282| 4.701
Core 2 Duo, 1.83GHz| .189| 1.647| 2.270| 2.880| 3.512| 16.531

Processor

In Section 4.6, we will use the costs of Mul2, Mul3, Mul4 and Mul5 to evaluate th
impact of using “sequential” multiplications in the formulas (see Section 4t#ain-
ing the “effective” cost of the multiplications. To compute these numhveesyill use
simplified values of those in Table 1. Pairs of multiplications will be evaluatdds&t
single multiplication, blocks of 3 at.25, blocks of 4 at B, and blocks of 5 at.&.
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4 Improvements in the formulae

We now turn our attention to the algorithmic methods we used to improve on the
previous state of the art on explicit formuleae, in particular on the works wfoG
Kaveh and Patankar (for genus three, [19]) and of Pelzl, WollingeRaar (for genus
four, [42, 50]). We follow three main approaches:

(1) Reduce the number of inversiorss inversions are usually much more costly than
other operations, it is often a good idea to combine as many of them togatber
if this means increasing the number of multiplications. This is already common
practice for genus two and three, but it can be pushed further fasgenr as we
will describe in Section 4.1.

(2) Reduce the number of multiplication#. goes without saying that if the num-
ber of multiplications in the explicit formulse can be reduced, the overall per
formance will improve. Most explicit formulge do this by introducing Kaudiz
multiplication to compute the product of polynomials. We obtain further imgrov
ments by selecting faster algorithms (Section 4.3), combining multiplicatiens u
ing Karatsuba-like tricks (Section 4.4) and keeping products in memaheyf
are used again later in the formula.

(3) Combine multiplications with a repeated operarithe goal here is to make use
of the sequential multiplications. Although this does not affect the totakdiper
count, this approach reduces the effective cost of some steps leythaor 30%.

Note that approaches 2 and 3 are not always compatible. In most cadecing the
number of multiplications using Karatsuba-like tricks will hinder the use qtisatial
multiplications.

For example, the computation ofv(z) - (v2(x) + vi(x)) in the genus four addition
formula takes 16 multiplications using classical methods. With sequential ifuatip
tions, we still have the same number of multiplications, but the effectivieisokse to
that of 112 normal multiplications. With two layers of Karatsuba multiplications, we
can do this in 9 multiplications, but then no operand is used in more than odaqir
SO we cannot use sequential multiplications to get any further savings.

In this example it is clear that a Karatsuba-like approach is a better cliniceany
cases however, the choice is not always so clear as the savings dbbgirgving
precedence to Karatsuba-like tricks or to sequential multiplications magryeciose
and will vary depending on the processor and the field size. To avoid gvatdifferent
formula for each field size, the formulee described in this paper assweravénrage
case. For some field sizes, the formula may not be completely optimalugltitbe
saving that could be obtained by using a field-specific formula would brginz at
best.

4.1 Inversions

As for curves of genus three, the common case of group additiorufees of genus
2
four requires two reduction steps. Howevé% in the second reduction step for
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genus four (Step 8 of Algorithm 2) is not automatically monic since the leaigimg
in f 4+ v + 02 isvr 52210, For these curves, we must therefore compute the inverses of
s3 (to makeur monic),r (to getss, for the computation obr), s5 (to makes” monic)
andvr s (to makeuz monic).

The inverses of3, r andsj can be combined in the same way it is done for curves
of genus three, but this still leaves us with two inversion to be performéetheXime
the inverses of5 and sz are obtained, onlynv(z), r ands’(x) have been computed.
To minimize the number of inversions, one has to exptgssin terms ofr and the
coefficientss’(z) anduy(x).

To improve readability, we use the coefficients of the polynomialgr), 2(z) =
§(z)us(z), s(z) = 1s'(z) ands(z) = S—lés’(a:), even though those polynomials are not
computed before the inverses. Singdx) = s3z(x) + vi(z) + 1 modur(z), we have

vrs = s3(25 + ura+ urs(ze + urs))

Furthermore, replacing(7)?us (z) by 5(z)z(z) in the equation fokr(z), we have

5(x)z(x)

uz(x)

ur(z) = { J +s§2(x+a3+b3) ,
SOurs = 26+ Sp+ b3 anduT_A = 25+ 5026 + 51+ by + uT75b3. Substituting back into
the equation ofr 5 and using the definitions 6{x) ands{z), we get

. ~ ~ 1
Ur5 = 53 (81 + by + 8% + b382) = (8122 + s5(s] + bash + bzsé))
3
Since ¥/rsy is not yet known, we replace the computatiorvefs by the computation
of
rS3urs = 5’22 + s5(s7 + bash + basy) .

To obtain all the inverses required, we first computg andrsjvr s, and lett =
rsh) - (rshvurs -1 Then, the inverses af; 5 andrs, are obtained as
3 374, , 3

1 1
t-(rsg)? = e and ¢- (rszurs) = ol

The inverses ofs, r ands; are then obtained as before. In this manner, we combine the
final inversion with the previous ones, at the cost of an extra five multtpits and
two squarings. Note that the computationvefs (needed for the final step) can then
be done in one multiplication instead of two and that we no longer need to ¢cempu
25 (saving one more multiplication). This approach reduces computation tiane if
inversion costs more than three multiplications and two squarings.

For the doubling formula, the approach must be modified slightly since ircéisis
uc(z) andve () are computed directly. This time, we need the inverses-afand
vrs and we have

2 2
ve,7uT5 = Vo6 t+ Vesve,7 + UC76(UC,7 ) -
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We then compute
1

ve,7(ve,7vrs)
and the inverses afy s anduvc 7 are found as

t:

1 1
t- (Uc,72) — E and ¢- (UCJUT,S) _ E .

The second inverse is then replaced by five multiplications and two sqaaaighich

one (6% is used again at a later step. Since two of these multiplications can be
combined, the exchange is advantageous if one inversion cost mardrthaghly)

4.65 multiplications and one squaring. This trade-off is slightly to our disadgen

on the PowerPC G4 (by aboutlOmultiplications on average for the fields used for
genus four testing), but we still opted to implement it as it always pradsigmificant
savings in other processors.

4.2 Sequential multiplications

In the explicit formulee for the curves of genus two to four, we can finekise sets
of multiplications with one common term. Since the fastest multiplication routines
for binary fields are based on the method of Lopez and Dahab [29¢hwises pre-
computations from one of the operands, it seems natural to want terpeethe pre-
computations associated to the common operand and to re-use them itidhintp
multiplications.

In order to implement this idea as cleanly as possible and simplify memarggea
ment, we use a new multiplication routine for sets of multiplications with a common
operand. This routine does the precomputations for the common aji@sinand then
performs all the multiplications. We call this type of operatg@guential multiplica-
tion. See Subsection 3.2 of [5] for more details. Because of the desigisabiitine,
the precomputations never leave the (sequential) multiplication routine itskkiran
not available to the other routines. As a result, even if the common opéesaised in
another multiplication later on in the formula (where the second input depamthe
outputs of the first set of multiplications), that new multiplication must be tcease
completely independent.

For historical reasons, we need to mention that using static precompatétisn
already been done for multiplications by a constant parameter (conangtfre curve
or the field) — this is for example suggested in the context of square xtr@icgon
in [13]. However, we found no references on adapting the amounmtezgomputations
to the number of multiplications by the same value.

4.3 Almostinverse

One of the most costly steps of explicit formulae is the computation of the almos
inverse. Most of the explicit formulae published so far [21, 37, 3042540, 42, 19, 27,
26] find the almost inverse via the computation of a resultant. Howevemipioach
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is not necessarily optimal. For every genus bigger than two, the almaatsancan
be computed with fewer field multiplications using Cramer’s rule (for gewas the
cost are the same if both methods are implemented carefully). Thisagiphas the
added bonus of taking full advantage of sequential multiplications, maiesgn more
efficient.

Cramer’s rule computes a solutiento the system/v = w whereM is ann x n
matrix. The solution is

| Subo( M, w)|
1 |Suby (M, w)]|

V=—
| M|

|Suby,—1(M, w)]

whereSub; (M, w) is matrix M with thei"" column replaced by. However, since we
want an almost inverse, we only complité| and the column vector on the right hand
side, which give us théww;’s. In this case, the" column of the matrix\/ is formed
by the coefficients ofiu; (z) moduy(z).

The regular structure of these computations makes them very convémiéa in
combination with sequential multiplications. For example, in the genus foomiiee,
we obtain 11 blocks of products (3 to compuiteand 8 to compute thaw;’s), leaving
only the products in the computation ofs single multiplications and allowing us to
perform the first 36 multiplications for the price of around£2@ormal ones. Note
that in the formulae, the computation ois done with some of the computations for
s'(x) in order to combine some of the multiplications into pairs (and use sequential
multiplications for pairs of products).

4.4 Polynomial divisions

Although Karatsuba-like techniques are usually applied to polynomial mutipdic,
they can also be used when dealing with polynomial divisions (both for wlo&emnt
and the remainder). We consider three main cases: The reductien(af) (va(x) +
v1(z)) modulowu,(x) (computation ofs’(x)), the division on(5(x)?) - uy(z) by ua(x)
(computation ofur(z)), and the reduction afy (z) + 1 modulous(x) (computation of
v3()).

We give the details only for the computationof (z). For this computation, most
of the work involves computing the quotient @f(z)? - u1(x)) divided byuy(z). Since
up(z) has degree 4, the coefficientseffor i < 4 in 5(z)? - uy(x) do not have to be
computed as they have no impact on the result. We assumgthat 5(z)? - uy(z) =
2104 pox® + pg® + pra” + pea® + psr® +pax® 4. . ., With pg = a3, is already computed,
and we have to compute the coefficientsfz) = [p(z) /ua(z)]+s3 2(x+az+b3). To
compensate for the linear term which is missing in the division, welgt= ur,1+s3 2
anduy, o = uT,o+(a3+b3)s3*2. Also, the products dfs, by, by andbg by ur 5 = (az+bs)
are already known from the computation of the almost inverse (usingé&isrule),
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so we only need to compute products of the form

urz = suma+ baura

urz = sumz+ bgurz+ baurg

wpq = sumg+bgurz+ bpurz + biura

upo = sumo+ bgupq + baur 2 + biur s+ boura .

Even though we are looking at a polynomial division rather than a polyalanulti-
plication, many of the terms follow a structure which is similar, so it is naturapgdy
the idea of Karatsuba multiplication. Looking at the products, we find @iffecom-
binations of Karatsuba-like pairs for which the two other products areralpaired:
baur s + bour.a, baur 2 + bour s andbour s + biur 4. Itis easy to see that whenever
we use Karatsuba multiplication to reduce one of these pairs, it requitescampute
(on it's own) one half of the terms of each of the other two pairs, so it is gsibte to
use Karatsuba on two of these pairs at the same time. Therefore, omebmiggmpted
to conclude that the most we can save using Karatsuba-like tricks in thisicitus
one multiplication. This conclusion is too hasty however: it is possible to eethe
operation count by adding one new product. If one also computgs,, then it be-
comes possible to add two more combinatidns £ 2 + biur 4 andbour 2 + biur 3) to
bsur 3 + bour 4, in effect reducing the number of multiplication by two instead of one.
It is slightly more efficient to use sequential multiplications after reducingntieber
of multiplications as much as possible than using them on the original equations

For the reductiorinu(z)(v2(z) 4+ vi(x)) modulouy(x), one can see that three mul-
tiplications can be saved using Karatsuba-like methods, but then we caosiliine
some operations using sequential multiplications. By doing this, the resufirisdd
ucts with no terms in common and 3 multiplications dgy(handled sequentially), for
an effective cost of around 3 multiplications (down from 12). Note that in this case,
if sequential multiplications are applied to the naive multiplication method thetwfée
cost would have been aroundt8 multiplications.

For the final step of the the genus four formulae (that step is essentialliicalen
for both the addition and the doubling) we have to compyte) = vr(x) + 1 mod
uz(z). We using Karatsuba-like methods, but the order of operations is soatewn-
standard. We degvy 5 andejvr s first, so we also get = vy 4 + esvr s ; theneyt and
eot; and finally (e3 + e2)(vrs + t) and(ex + eg)(vrs + t) to obtain the two sets of
combined productsyvr 5 + est andegur 5 + egt. In this way, we can get the effective
cost down to around.95 multiplications (from the original 8).

For the genus four addition, there are three remaining cases that wa dsouss
where a Karatsuba-like approach is used:

« The computation of(z) = 5(z) - u1(x). The pattern of multiplications encoun-
tered are the same as for the reductioriraf(x) (v(z) + v1(z)) modulouy(zx),
but viewed upside down sincg is not required (see Section 4.1).

« The computation of5(z)?) - u1(z) (before the division byi,(x)). Since only the
coefficients of powers of greater than 4 are needed asd)? only contains even
powers ofz, it is not possible to obtain any saving from this approach.
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« The computation ofi3(z). Here we have only one possible way of reducing
multiplications, by combining the products dgur 4 + exur s.

4.5 Variables

A very serious issue with the genus four formulee (and, to a lesser eitengenus
three formulee as well), is the number of variables involved. If we did rtyvabout
the memory requirements of our implementation of the genus four grddipian, it
would use 229 variables (in fact 239 when we count the copies requireandle the
“sequential” form we use for the sequential multiplications). This numbeadables
is obviously too large for certain constrained environments, and everiwotbr three
words per field elements (as is the case for the security levels considéhésipaper),
this would mean a storage in the order of one kilobyte for the variables.akdrthis
point, the memory allocation might affect the performance of the cortipotaeven
for high-end processors: even if this memory is allocated statically, itsnasestill
take too much of the level 1 cache of the processor.

The natural solution is to reallocate variables spaces which we tried to douwvitho
losing any (significant) efficiency in exchange. The result is a drastiagctéon in
memory usage which can then ease deployment in environments with limitbtd R
To minimize memory allocations as much as possible, we chose to defimeagirof
field elements, whose address is passed as part of the function céfie &atdition and
doubling and where all the intermediate results of the group operatioissoaesl.

To improve readability, the formuleae in the appendix are given in terms thdis
variables and they are accompanied by an allocation schedule for thblgaarray.
For example, in the genus three doubling formula, variable space Odgaséore (in
that order) variablesc 4, t12 andt14, which is done without risk since a new variable
is allocated that space only if the previous one is no longer useful foioti@wtation.
In a few cases, a variable is copied into a different location in the arraptiiran
adjacent sequence that can be used for the sequential multiplicatioris {thésto our
choice for the function call). Some of the longer expressions (sums)halg to be
broken up into partial sums so variables spaces could be reallocatedeahfbr other
computations. The final values are kept with the other variables until atigasations
are done so the function’s output can safely replace one of its inputsirede

The resulting formulee require 14 variables for the genus three additebd Zufor
the doubling. For genus four, we need 19 variables the doubling andr2Bd ad-
dition. In all cases, these numbers are minimal with the present fornauteeee are
“bottlenecks” where all the variables are either in use for the curregriatipn or con-
tain values that were computed earlier and will be used later. In all dhgesmmount of
memory required for the variables is only between two and three timesftharoup
element (6 field elements in genus three and 8 in genus four).

4.6 Operation counts

The addition and doubling formulae for genus three, with the tables of Varibca-
tion, are in Appendix A, and those for genus four are in Appendix B.e&ah and 3
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compare the operation counts of our formulae with previous works. leagehus four
addition, we note that changing from= z to h = 1 does not affect the operation
count (except for the number of field additions), and that the diffexeén operation
counts comes from our improvements (obviously the same cannoidaghe case
of the doubling, where the form of the curve is the dominant factor). e gvo
sets of numbers for our formulae: one where sequential multiplicatienbaardled as
normal multiplication (the “classical” cost) and one where they are dogeesdially
as in Subsection 4.2 (the “effective” cost). For Cantor’s and Nagalgorithms, we
use the odd characteristic numbers as an indicator of the cost in chiestacte/o (the
numbers that would be obtained by adapting these algorithms to everctehestic
should differ only slightly).

Table 2. Field operation counts for genus three group operations

Reference Char. | Curve properties Addition Doubling

Cantor [8] odd | h=0 41+ 200M/S 41+ 207 M/S
Nagao [37] odd | h=0 21+ 144 MIS 21+ 153 M/S
Pelzl et al. [40] two | h=1,f6=0 11+65M+6S 11+14M+11S
Guyot et al. [19] two | h=1,fs=0 11+58M+6S 11+11M+11S
Fan et al. [11] two | h=1f6=fs=0| — 11+10M+11S
this work, classical|| two h=1fs=fs=0| L1+57M+6S 11+10M+11S
this work, effective|| two h=1fs=fs=0|11+46.7M+6S| 11+855M+11S

Table 3. Field operation counts for genus four group operations

Reference Char.| Curve properties Addition Doubling

Cantor [8] odd [Ah=0 61+ 386M/S 61+ 359 M/S
Nagao [37] odd [Ah=0 21 +289M/S 21+ 268M/S

Pelzl et al. [42] two |h=uz, fs=0 21+148M+6S |21+75M+14S
this work, classical| two |h=1,fs=0,f7#0|11+119M+10S |11+28M+16S
this work, effective|| two |h=1,fs=0,f7#A0|11+96.65M+105 11+23.25M+16S

5 Security

In this section, we describe how the different security levels were sdlémtéhe per-
formance comparisons, as well as the security of the form of cue@. us

For curves of genus one and two, the fastest known attack is Pollahd'salgo-
rithm which takeO(/group ordey group operations. Since the group order of a curve
of genusg over a field ofg elements is? + O(gq?~/?), this means)(,/g1) group
operations for elliptic curves over the fiel}, andO(q2) group operations for curves
of genus two over the field,,.

For curves of genus three and four, the fastest known attack is the dadizulus
algorithm. Using the double large prime variations [18, 38], and (ignddggrithmic
terms), this attack require®(q>—2/¢) group operations for a gengsover of field ofq
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elements. In terms of group operations, we get cost¥(@f*/®) for curves genus three
overF,, andO(q4%?) for a curve of genus four ovét,,. To obtain a exact comparison
with Pollard Rho, we should take into account any logarithmic term, as wehes
underlying constants in both algorithms, however we decided to use onhfthe
term (assuming identical constants) to simplify the analysis. The constantsdaed
expected to be of similar size [49], while the logarithmic terms are somelaiggr
in the index calculus case (for the best proven running time [18]), sar&én fact
disadvantaging a little the curves of genus three and four (with regardsitendy
known attacks).

For the discrete log to require the same amount on each curve, we need

1 4 3
> log(q1) ~ log(qz) ~ 3 log(g3) ~ > log(q4) ,

whereg, is the order of the field of definition for the curve of genusTo compare
with an EC over a field of bits, we need a field of /2 bits for genus two, 13/8 bits

for genus three and/3 bits for genus four. Note that the differences in performances
in the group operations would force us to adjust the field size by a fractiarbi to
obtain really equivalent security, however this impact is minimal contpaii¢h the
other issues dealt with in our security arguments, and are eliminated badhthét

the degree of the field extension must be an integer (and prime).

Since Pollard Rho can be adapted to take advantage of the existenceyafigh
or knowledge of the key size, curves of genus one and two are adgongeoups of
order twice a prime (the form of the curves forces the group order évée) with keys
of n bits. For genus three and four, the situation is different since the indexlgs
algorithm works on the algebraic group as a whole, so it cannot takedeof the
existence of subgroups or any information on the key (including the t&).s@n the
other hand, Pollard Rho could still be used if the subgroups were snwalgenand
Pollard Kangaroo can be used if the keys are known to be short endbghefore, to
give an equivalent security level, the curves must have a primeegdeibgroup of at
leastn bits and use keys at leasbits long.

The last remark is very important from an efficiency point of view, siitaneans
that the same key (scalar) can be used for all four genera insteadiofjo increase
the key length for genus three and four. The (sub)group sizes arefdlgterest, since
finding curves whose order has a prime factor of at ledsts is much easier when the
group order is larger in genus three and four (8 and 4 /3 bits respectively).

Another concern when choosing the fields is the Weil descent attackhvidia
risk for some field extensions (see [17] for EC, [48] for HEC). Altgbuhese at-
tacks may not weaken all the curves over a given field extensionntreleelop-
ments [22, 32] show that for some extension degrees a large propoftihem are
at risk. Gaudry [16] also showed that small factors in the extensioredegn expose
all curves defined over that field to a Weil descent-like attack. Howeaeknown
variation exists for prime extensions, so we ask that all fields be of thelfar, where
pis aprime.

The only security aspect that remains to be discussed is the choicerofdothe
equations defining the curves. For genus one and two, curves ofthgfe-y = f(z)



Rethinking Jacobian Arithmetic 17

are supersingular and are exposed to the MOV [31] or Frey-Rudlafiakck and their
hyperelliptic variant [15] so they should be avoided for designing DaBell systems.
We therefore selected curves of the fogf- zy = f(x) for security and efficiency.
Since we use curves of the fod + y = f(z) for genus three and four, it is natural to
ask whether they are supersingular or not. Using results of Scholterhan3], we
know that none of the curves of genus three over binary fields asrsiagular, while
the only supersingular curves of genus four over binary fields atheo{simplified)
formy? +y = 29+ fsa® + fax®+ fiz + fo. We can then safely use the special form for
curves of genus three, and for genus four we note that none of the isomorphisms
allow to map a curve of the form 2.1 witfy # 0 into a curve withf; = 0, so those
curves cannot be supersingular.

To complete the security discussion, a short remark on a recent pgp@mith
[45]. This paper shows how, in some hyperelliptic curves of genu tbwer fields
of characteristic bigger than three, it may be possible to map the discretéthog to
a non-hyperelliptic curve over the same field, where it can be computed easily.
Although this result reduces some of the gap in security between hypgcediial non-
hyperelliptic curves, it currently has no impact on curves over binatyddi First of
all, part of the curve structure used in this method is not present in omer binary
fields, so an extension to binary fields would require a new approacmn8ly, even
for those fields where the attack may be applied, it requires the polynginiabf the
curve equation to have a certain type of factorization or it will fail completelving
close to half of the curves completely secure (not to mention those cwhve® the
attack fails because the field of definition of the new curve is in fact lardggeyause
of this, we did not take the method of Smith into account for our choice lof $iges.

6 Performance results and Conclusions
6.1 Timings

We now show the timings of our implementation of EC and of HEC jacobiansmiig
of up to four. Since our goal is to make a comparison between the pefae of
curves of different genera offering the same security level, we békequadruplets of
degrees of field extensiofgy, p», p3, pa) Wherep, ~ p1/2, p3 =~ 3p1/8, andps ~ p1/3
(see Section 5), and used randomly chosen curves of gewes Fo; for: = 1,2, 3,
and 4. We admitted tolerances of at most 2% (in bits) of security level leetthe
“most” and the “least” secure curves in each quadruplet. Despite tiygilaredistribu-
tion of primes, we can still find 8 good sets of matches for security levetgmg from
roughly 160 bits (low-cost security) to 270 bits (high security), and i fufuthese
some curves are missing (we included them to offer a broader rarngeses).

For EC, we do not necessarily use the NIST fields, as they do not @eaignificant
speedups compared to other binary fields (unlike NIST prime field€ye#sing the
field size to have a NIST field for EC would in fact have disadvantaged.them

In Table 4, we report, for each curve and security level, the timings ob &Hz
Powerpc G4 for the doubling of a group element (DBL) and the additiawoiffer-
ent group elements (ADD), then scalar multiplication timings using the n{aceof
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form (NAF) and a signed windowing method based on the NAFhe NAF,, can be
defined as a binary-like representation of the integer Z§:0 n; 2/ where the coef-

ficientsn; are either 0 or odd of absolute value less than'2 and such that there are
at leastw — 1 zeros between any two non-zero coefficients. The N&s introduced
independently by Miyaji, Ohno, and Cohen [34] and by Solinas [46, 48pb&ed up
scalar multiplications, due to its property of having the smallest numberm&zam
terms givens its coefficient sets (for variants and properties of the N#ge also [2]
and references therein).

We also compare the timings of our formulae with and without using sequential
multiplications (i.e. replacing the routines described in Section 4.2 by atepanulti-
plications).

We did not devise and implement projective coordinates for curvesrmigigreater
than one. We either looked at the formulae currently available in literatuestionated
the number of multiplications that such formulae would require, and vettiigdn our
situation (with relatively low inversion-to-multiplication ratios) projective adioates
would be more expensive. For EC the situation is slightly different, andebiedption
turned out to be to use mixed affine/Lopez-Dahab coordinates. Figahews the
timings of curves of genus at least two normalized with respect to E@npeahce.

Figure 1. Scalar multiplication performance for curves of genera two, three and four
at various security levels, relative #C performance (normalized to 1.0) on a 1.5 Ghz
Powerpc G4
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Other methods may be available to perform the scalar multiplication efficiently o
some of the curves we considered. For instance, point halving metfii®lsand
references therein) can improve scalar multiplication performancbdyt25% in half
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the possible elliptic curves. Cost estimates in [3] based on some recawvengents

in field arithmetic implementation essentially confirm the findings in [13]. Noté tha
the gains of halving-based methods are bound to decrease as the fieidcseases
since that scalar-multiplication method is not inversion-free (unless adesiNgF is
used). Even using point halving on these elliptic curves would not begénimuclose
the gap observed with curves of genus 2 and 3. Research on digisardfor genus

2 and above is ongoing.

Table 4. Scalar multiplication timings inusec (1.5 GHz Powerpc G4)

Sec. Using sequential mults | No sequential mults
Ivl. Curve DBL | ADD | NAF | NAF, | DBL | ADD | NAF | NAF,
ec (157) 6.09 | 10.20 | 1517 | 1284 6.09 | 10.60 | 1539 | 1295
160 g2(79) 239 | 517 645 546 239 | 541 656 554
g3(59) 2.03 6.92 680 547 2.24 8.42 792 730
g4 (53) 3.44 | 11.59 1146 924 4.04 | 14.36 1386 1112
ec (179) 7.33 | 12.27 2082 1756 7.33 | 12.47 2094 1762
180 g2(89) 278 | 6.42 880 734 2.78 | 6.67 895 743
g3(67) 2.80 9.49 1068 851 3.18 | 11.98 1283 1010
g4 (59) 414 | 1404 | 1579 | 1258 | 4.84 | 17.38| 1904 | 1507
ec (199) 7.62 | 12.69 2410 2066 7.62 | 13.20 2443 2083
200 g2 (101) 4.14 8.94 1417 1183 4.14 9.41 1448 1202
g3 (no curve) - - - - - - - -
g4 (67) 559 | 19.76 2422 1905 6.73 | 25.10 3004 | 2347
ec (211) 8.36 | 14.13 2827 2407 8.36 | 14.67 2865 | 2426
210 g2 (107) 4.32 9.16 1557 1299 4.32 9.65 1592 1320
g3 (79) 3.11| 10.88 | 1422 | 1115 | 3.44 | 13.12| 1648 | 1279
g4 (71) 6.09 | 22.24 2849 2223 6.99 | 26.85 3363 2607
ec (no curve) - - - - - - - -
220 92 (109) 441 | 956 | 1673 | 1389 | 4.41| 10.05| 1708 | 1410
g3(83) 3.48 | 12.20 1659 1297 3.81 | 14.38 1893 1466
g4 (73) 6.42 | 2299 | 3098 | 2416 7.29 | 27.29 | 3606 | 2796
ec (239) 7.87 | 13.87 3058 2600 7.87 | 14.16 3081 2612
240 || 92 (no curve) - - - - - - - -
g3(89) 3.72 | 13.32 1958 1518 4.17 | 16.69 2335 1784
g4 (79) 6.32 | 2271 | 3332 | 2583 7.35 | 27.44| 3958 | 3052
ec (251) 9.38 | 15.78 | 3758 | 3193 9.38 | 16.37 | 3808 | 3218
250 g2 (127) 4.67 | 11.36 2115 1721 4.67 | 11.81 2152 1743
g3 (no curve) - - - - - - - -
g4 (83) 7.06 | 24.89 | 3838 | 2975 8.08 | 30.16 | 4534 | 3488
ec (269) 11.19 | 21.31 5021 | 4249 | 11.19 | 21.89 5079 | 4276
270 g2 (137) 753 | 17.14 3576 2925 753 | 1751 3610 | 2945
g3(101) 5.18 | 18.37 | 3052 | 2354 5.97 | 23.28 | 3707 | 2822
g4 (89) 7.60 | 27.51 | 4528 | 3482 9.13 | 34.70 | 5588 | 4323

In order to put our results in a wider perspective, we also provideimgnimes
on an Intel XEON (Prescott Architecture, sSpec humber SL7Z5)gasmr. The finite
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field implementation is the same and has been documented in [5]. Timings/are
in Table 5, whereas the graph of EC-relative performance is giveiguré-2.

Table 5. Scalar multiplication timings inusec (3.6 GHz Intel XEON)

Sec. Using sequential mults Sed Using sequential mults
. | U [DBL | ADD | NAF, . || ©“™® [DBL | ADD | NAF,
ec 221 3.92 500 ec - - -
160 g2 2.19 4.02 477 220 g2 3.27 6.01 981
g3 172 | 4.20 410 g3 2.94 7.52 975
g4 2.57 7.02 636 g4 435 | 12.66 1509
ec 3.18 5.65 808 ec 5.19 8.97 1714
g3 2.46 6.21 669 g3 2.93 7.49 1052
g4 2.77 7.58 775 g4 4.29 12.38 1605
ec 3.26 5.85 933 ec 6.03 | 10.33 2073
200 g2 3.17 5.81 863 250 g2 3.88 7.88 1357
g3 - - - g3 - - -
g4 2.77 7.59 855 g4 4.85 | 13.89 1895
ec 3.90 6.89 1165 ec 5.85 | 10.24 2180
210 g2 3.26 5.92 938 270 g2 4.77 9.34 1768
g3 264 | 6.75 843 g3 3.93 | 10.33 1593
g4 4.10 | 11.90 1366 g4 479 | 13.77 2001

As explained in [5], the Intel architecture has a smaller number of regigtan
the Powerpc architecture, making relative inversion performancdfisegntly worse,
especially for smaller fields. For instance, the inversion-to-multiplicatitio goes
from 5.224 to 13.546 in the 53 bits field.

Therefore, the various types of curves show performance muskrdo each other
on the XEON than on a Powerpc, with genus two and three curves beingpcaite to
each other in performance, and still faster than elliptic curves, but byadlex factor.
Genus four performs quite well, in many cases it is faster than elliptic syame in
one case (at the 200 bit security level) it even offers the fastest ch@oe of the
reasons for this efficiency (compared to genus two and three) is due setiuential
multiplications: the average costs for blocks of 2, 3, 4, and 5 multiplicationfoaer
on the Xeon than on other processors, and this gives a bigger impeovémgenus
four curves than to lower genus ones.

As a matter of fact, the large relative cost of inversion on the Intel CRItanake
projective coordinates interesting in this situation. For example, the singdesion in
the genus three doubling becomes once again the dominant cost aftilnatoperation.
However, developing these new sets of formulee is beyond the scopis @fdtk and
is left open for future research.

We also note that we have used a 32-bit code base for all architedhalesling the
Core2 and the specific Prescott CPU type we use in our test, where éxtdrilsions
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are available. Among other things, code explicitly written and compiled fo6the
bit ISA has access to more registers (16 instead of 8). Rewriting thefoo@&-bit

machines and using more registers would not only increase perfoenfay roughly
a factor of two), but most likely also make the Intel performance beliawa more
similar way to the PowerPC, i.e. give a stronger advantage to genus 2 anges.

Granularity problems would still be partially solved as in the 32-bit case,eafrtite

field performance tables in [5] show. Only curves on fields smaller tHabit§ may

behave in a noticeably different way because no multi-precision ogere used. In
particular, genus 3 curves ovBgse and genus 4 curves ovéhkss andFse would be

much faster (and making curves of genera 3 and 4 even more intgréstimoderate
security applications).

Figure 2: Scalar multiplication performance for curves of genera two, three and four
at various security levels, relative EC performance (normalized to 1.0) on a 3.6 GHz
Intel XEON
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6.2 Conclusions

In this paper we reconsidered the issue of implementing low genus Hhiyptezeaco-
bian arithmetic over fields of even characteristic. Instead of indepéydeddressing
field arithmetic, the derivation of explicit formulee, and the impact of resecurity
research, we studied the interplay of these issues.

When explicit formulee are designed, it is customary to speed-up polghoer-
ations by means of Karatsuba-like tricks. Combining these with the useqokse
tial multiplication routines [5] brings substantial performance gains,@slbeas the
genus increases. This is reflected in the real world results reportedtios6.1. The
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gains due to sequential multiplications alone are often close to 15% and 2@#nfos
three and four respectively. To a much smaller extent, gains are otausn for
Lépez-Dahab coordinates for elliptic curves as well as for affine géma formulee.
Our genus four formulae are significantly better than the best ones psévjaublished
(for example, addition costs decrease from 21+148M+6S in [42] tA 18M+10S in
this paper).

Moreover, we restricted the computations to specific subgroups oetsubsthe
considered algebraic groups to speed up scalar multiplication (SectidihiS)can be
done without losing security since the index calculus methods attack the Dibe in
whole algebraic group and do not consider subgroups or key sizégreas square
root methods (such as Pollard’s methods) can be restricted to seasuhgroups or
among keys of a certain size.

Some interesting results and observations stemming from the benchanarks

» Curves of genus three provide similar performance to curves ofsgevmy and
perform even better in some circumstances.

 Cryptographically secure curves of genus three and four may her ¢asind
since we can allow larger cofactors than in the genus one and two cases.

« Genus four, used wisely, is still interesting, as its performance compatkat of
elliptic curves.
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A Genus three formulee
Doubling formula Dz = [2] D,
Inputs: Dy = [ug(x),v1(x)], ua(2) = ap + arx + azx? 4+ 2 andvy (x) = co + 1z + cp2?
C:y?+ h(z)y = f(z) with h(z) = Landf(z) = fo + fiz + faz® + 2z’
Outputs:Ds = [uz(2),v3(x)], us(z) = eg + e1x + exa? + 23 andvs(z) = e + 1z + 21
Step | Operations Cost
(Effective)
1 | ue(z) = ui(2)? uc(r) = uco + uc22? + uc ar* + 28 3S
uco = (a0)% uc2 = (a1)? uca = (az)% 39)
If uc.4 (= ves) is 0 use Cantor's algorithm
2 | vo(z) = vi(x)? + f(z) moduc(z), 3S
andvc(z) = veo + voax + vc‘,zxz + vc,3x3 + vc$4a74 + vc,5x5 (39)
to = (00)2; Vo2 = (01)22 Vo4 = (62)2; vo,0 = to + fo, vo,1 = uco+ fu
vo3 = fa+ucye;
3 | computation of inverse 1l
Ty =1/uca; (€X))
4 | ur(z) = Monic (W) ,ur(z) = upo + ur 1w + up pa? + 2t 4M+3S
3.3M+3S
ury = (T1)% t2 = (vea)? ta= (ve3)? (tats) = ury - (t2, t3); ( )
e1 =ta+uca te =uc2+ts (T7,T8) = e1- (uc4,v0.4);
uro =te+ 17,
5 | vp(z) =ve(z) + 1 modur(z), vr(z) = vro + vraz + ’UT,z.’Ez + /UT732L‘3 2M
tg =vc4 - ur0; t10=vc4 + uca t11 = uro+ urai; ti2 = tio- t11; (2™m)
Tiz3 =vcpo+te; vr1=vea+tiz+tg+ 115 vr2 =ve2+ Ts+ 11;
vr3 = ve3 + 17, ,
6 | uz(z) = Monic (7f(z>+”,,fﬁxw(z) > ug(x) = eg + ez + epa? + a° 1M+2S
1M+2S
e2 = (vr3)? tia= (vr2)% tis=ep-e1; eo = ury+ tia+ tis; ( )
7 | v3(z) = vp(x) + L modus(z), va(z) = eg + €12 + epa? 3M
(t16, t17, t18) = vr3 - (eo, €1, €2); €0 = tig+ T3y €1 = t17 + vp 1, (2.25M)
€2 = tig+ vr2;
Total: 11+10M+11S (11+855M+11S)
Variable schedule for the genus 3 doubling formula
0 1 2 3 4 5 6 7 8 9 |10 11| 12
uca | vca | Vo3 | ve2 | uco | to | ura | ta |ucz | t2 | ts | T1 | t3
tig | fi0 | vr3 | vr2 | vo1 | vco | € | el te | T7 | Tg | t17 | to
t14 t1s vr1 | T13 uT,0 tie | €1 | l18
t11 €0 €
€2
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Addition formula Dz = D1 & D,

Dy = [ua(), v2(x)], uz(x) = bo + baz + bpx? + 2% andwy(z) = do + diw + dpa?

Inputs: Dy = [u1(z), va(z)], wa(z) = ag + a1z + apz? 4 2% andvy(z) = co + e1x + cp2?
(

C:y? + h(z)y = f(x) with h(z) = 1 andf(z) = fo + fiz + fax® + 2’

Outputs:Ds = [uz(z), va(v)], ua(z) = eo + 1z + exa? + 2° andvs(z) = €0 + €17 + €22°

Step

Operations

Cost
(Effective)

inv(x) = r - ug(z) "t moduy(x), via Cramer’s rulejnv(z) = invo + inviz + invpa?
Moo = bo + ao; Mo = b1+ a1, Moo= bz+ az; (Moz,To, Th) = Mz - (bo, b1, b2);
Mg = To+ Moo, Mp1=Ti+ Mg, (Mop,ta,t3) = Mz - (bo, by, b2);
Mip=to+ Mo, Mpo =tz+ Mua; (ta,ts) = Mig- (Ma, M21);

(te t7) = My - (M2, Mao); (ts,te) = My - (Mo, M21); invg = te + to;

invy = tg +tg; invy = s+ t7;

12M
(9.45M)

r = inv(z) - us(z) moduy(zx)

go =do+ co; q1=d1+c1; g2 =da+ ca; (tr0,T11) = invo - (Moo, qo);

(t12, A1) = invz - (Mo, q2); t13 =tz + t1g; (t1a,Ths) = invy - (Mo, q1); r = t13+ t1a;
If r is 0 use Cantor’s algorithm

6M
(4.95M)

s'(z) =7 s(x), s(x) = ua(x) 71 (va(z) + va(z)) Moduy(w), 8' () = sh + sha + sha?
t16 = tnvo + invy; t17 = tnug + invg, ti1g = invy + inwv2; tig9 = q1 + q2; t20 = q1 + qo;
t21 = qo+ q2; ta2 = t17-t21; tos = t1g- t19; (f2a,t25) = A1- (b1, b2);

Ao = t25+ Tis+ A1 + t23; (t26,t27) = Ao - (bo, b2);

s = taz+ T11+ A1+ Tis + tog + ta7; sq = tas + Th1; tog = tao- tier t29 = Mo+ A1
t30 = bo + b1, ta1 = ta9-t30; 57 = ta1+ sp+ Tis+ toa + tos;

8M
(7.3M)

computation of inverses andz) (s'(z) made monic)s(z) = 5o + 51 + a2
tap=r-s5 If tapis 0 use Cantor’s algorithm
tas = 1/tan; taa = (sh)% (tss, s2) = taz- (r,t34); (T36,50.51) = tas- (1,5, 51);

11+6M+1S
(11+49M+159)

ur(x) = [—5(?2(7;1)(7)} + 8272 (z + ag + b2), ur () = uro + urax + ur22? + urzr® + 2t

tar = (50)% tag = (51)% (tao, tao) = tas- (a1,a2); urz = az+ by;

upp = tag+ a1+ by + Th; (tas,taz) = ur2 - (b1, b2); loa = taz + ag+ bo + To + tao;
taz=l1 - by; lo = tag+ta7+ Moy + tao + tay; tas = (T36)% tas=tas-urgs;

ury =taa+1l1; uro = tas+lo;

6M+3S
(5.3M+359)

2(z) = 5(z)us(z), 2(x) = 20 + 217 + 2002 + 232° + 242 + 2°
(tag, taz) = 51~ (a1, a2); (20,%a8) = 50 - (a0, a2); tag = So+ 51; tso = ao + ax;
23 = laz+ a1 + So; ls1 = tag-l50;, 22 = aq + tag + tag, 21 = t51 + 20 + la6:

5M
(4.3M)

vp(z) = s22(2) + v1(2) + 1 modur(z), vr(z) = vro + vraz + vrx? + vrae®
ts2 = 81+ ur3+ az; (ts3,ts4, tss, tse) = ts2 - (Ur,0,Ur,1, UT,2, UT,3); t57 = U5z + Z0;
tsg = tsa + ur,0 + 21; tse = ts5 + ur1 + 22; teo = tse + ur2 + 23;

(t61, 62, te3, vr,3) = s2 - (t57, 158, t59, t60); Toa = te1 + Co; vr1 = te2 + c1;

vr2 = tez + ¢

8M
(5.6M)

ur(z

ug(x) = Monic (M), uz(x) = ep + ez + epx® + 28

tes = (v1,3)% tes = (vr2)% ez = tes+ ur3; (ter.tes) = €2+ (urz2, ur.3)
e1=tleg + ur2; teg = ur3-e1; o= tes + uri + te7 + tegs

3M+2S
(2.65M +2S)

v3(x) = vr(z) + 1 modug(z), va(z) = €0 + 12 + e2a?
(t70,t71,t72) = w13~ (€0, €1, €2); €2 = vp2 + tra; €1 =vpa + t71; €0 = Toa + tro;

3M
2.25M

Total: 11+57M+6S (11+46.7M+6S)
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Variable schedule for the genus 3 addition formula
1 2 3 4 5 6 7 8 9 [ 10| 11 [12] 13

Moo | Myg | Moo | Myy | May | Mop to t3 te tg ts
t12 t7 q1 tg A1 t14 Mz | Mpp | invg | invy | invs
t13 q0 t20 q2 t32 16 t10 tg ti7 | tig | ta9

t21 ta1 22 t3q tag Tis | Ti | to7 | tos | toa

t3g t23 sh sh ta7 taz3 | Tz6 | tog | tzo | Ao | tar
ts5 t26 t3g t3s | ta7 20 ts1 50 51 52 tas
uro | Sg | urz | urs | z3 te1 z1 22 ts2 | teg | ts3
tao t71 t72 Toa te2 tez | vr3 ts7
taa €0 vra | vT2 ter
up1 €1 €
t7o

Moy | To | T1

tag | taz | ta2
tsa | lo | I
tsg | ts0 | tas
les | ts5 | tse
€0 | tsg | Teo
tes | te5
€1 €2

B Genus four formulae

Doubling formula D3 = [2] D4

Inputs: Dy = [ua(z),v1(x)], us(z) = ao + a1z + azx? + azz® + 2* andvi(z) = co + c1a + cpa? + c3a®
C:y? + h(x)y = f(z) with h(z) = L andf(z) = fo+ fix + faz® + fra’ + 2°
Outputs:Dz = [ua(z), v3(2)], ua(x) = eg + e1x + e2? + e32® + a* andvs(z) = e + €17 + e22? + 323
Step | Operations Cost
(Effective)

1 | uc(z) = ui(2)? uc(z) = uco + uc22? + uc.az® + ucer® + a® 4S
uco = (a0)% ucz = (a1)% uca = (a2)? uce = (as)?; (4s)

2 | ve(z) = vi(x)? + f(z) moduc(z), 4S

vo () = vo0 + vear + vopr? + voar® 4 voar? 4+ vosa® 4+ voer® + ve7a’ (4s)
to = (c0)% vez = (1) vea = (c2)% voe = (ca)% veo = fo+to;
vel = fi+uco ve3 = fat+uce vor= fr+uce (Notelvcs=uca)

3 | computation of inverses 11+5M+4S
t1=ve7 uca To= (vee)? ta= (ver)? ta=ts-uce ts=To+t1+ ta; (11+4.65M+45)
te = vo,7 - ts; If tg is O use Cantor’s algorithm;
tr = 1/te; (ts,to) =t7- (ta.ts); ez = (t8)% ura = (to)%

4 | ur(z) = Monic (*f@)“’gﬁfzxvc(l) ) ,up(x) = up o + uraz + up pa? + ur g2* + 28 6M+2S
tio= (uca)? tun= (vca)? (12, t13,t14) = ura - (Ta, t1o, t11); ura =tz + uce; (4.9M+28)
(t1s,t16) = ura - (uce Uc,a); Ur2 = 15+ t13 + uca: t17 = uce - ur2;
uro = tie+tia+ uce + taz;

5 | vp(z) =ve(x) + 1 modur(z), ™

or (@) = vro + vpa2 + vr22? + vrae + vraat + vpsr® (5:5M)
(t18, t19, t20) = vey6 - (ur,0, ur s, ura); (t21,t22,t23) = vo,7 - (ur2, U0, UT 4);
toa = ve6 +ve,7, tas = ury +urp2; tae = tos- tos, To7 = veo + tis;
vr,1 = vo,1 + too + o2 vr2 = ve2 +tae + too + o1 vr3 = ve3 +ta;
Ur4 = Vca+ 19, Urs = uca + 123

6 | ug(xz) = Monic (W» uz(r) = eg + e1x + exx? + eza® + A4M+2S
tog = (vr,3)% too = (vra)? tao= fr+ura (tay, e1,ts) = e3- (28, tao, t2e); (3.25M+25)
€2 =tz + ura, tzz=e€2-ura, eo =131+ urz+1ts3

7 | vs(z) = vr(z) + 1 modus(z), va(z) = €0 + €12 + €222 + 32 6M
(taa,tas) = vrs - (e1,€3); tas = vra +t3s, tar = tas+ vrs; tag = eo+e1; (4.95M)
t39 = ez + e3; (tao,ta1) = t36- (eo,e2); (taz,ta3) = ta7- (t38,t30); €0 = T27+ tao;
€1 =vr1 + tap+ 134+ tao, €2 = vrp+ t3a+ta1; €3 = vr3 + taz+ 35+ tas;

Total: 11+28M +16S (11+23.25M+16S)
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Addition formula D3z = D1 @ D,

Inputs: Dy = [ua(z), v1(z)], w (1) = ap + a1x + apr? + aga® + x* andvy(z) = co + c1x + cp2? + cax®;

Dy = [uz( ), va(@)], u =bo + bra + bpa? + bza® + 2% andvy(z) = do + diw + dpa? + dza®;

Outputs:Dz = [ug(z), va(z

) 2
C 2+ h(z ) f(z )Wlth h(z) = 1andf(z) = fo+ fix + faz® + fra” + 2
z)], uz(x) = eo + 1z + ega? 4 e3a® 4 x* anduz(x) = €o + 17 + e22? + €3

Step

Operations

Cost
(Effective)

Almost inversejnv(z) = r - us(z) "t moduy(z), via Cramer’s rule,

inv(z) = invg + invir + invaa? + invaa®
Moo = ag + bo; M1 = a1+ b1; Moo= az+ by, Mao=az+ bs; (Moa,to,t1,t2) = Mag- (bo, b1, b2, b3);
My = to+ Moo; May = t1+ Mo, My = Mg+ ta; (Moz,t3,ta, ts) = Mz - (bo, b1, b2, b3);
Mip = Moy +ta; Moo= Myy+ta; Map= Mpy+ts; (Moga,le, t7,tg 2 (bo, b1, ba, b3);
Mz = Moz +te; Maz= Myz+1t7; Mzz=tg+ Map; (te,tio,t11) - (M3, M3, M31);
copy(M33); COpY(Mz2); COPY(Mz1); (t12,t13, t1a) = Moz - (Mso, M3z 1, M32); cOpY(Mazp);
(t1s, t16,t17) = Moo - (Ma1, Mo, M33); ao2 = t1s+ t10; @03 = t12 +t17; az3 = tia+ to;
(t18, 19, t20) = Mo - (Ma2, M33, M3p); o1 = t20+ t1s; a12 = tig+t11; a13 = t1z+ to;
To1= Moy + My, Top= M3+ Vz 0 CUP)’((«YO 3)' copy(a 3); copy(aa2);
(t23.t24, t25) = M12 - (a03, 0,1, a1,3); COPY(n1); (t2e, 27, t2g) = M1 - (13, 23, 12);
(t29,t30, t31) = M3 (01.2700.2.00,1)2 COPY(Wo,z) (ta2, tas, tas) = M11 - (@03, 0,2, @233);
invo = ta9 + 25+ taa, invy = l3o + loz + lo7, invz = ta1+ta2 + t2e; invs = log + laz + loa;
T35 = My + Moo

36M
(26.4M)

r = inv(z) - us(z) moduy(x)

qo = co+do; g2 = c2+ da; (tas, T37) = invo - (Moo, qo); (t3s, T39) = invz - (Mo, q2); q1 = c1+di;
3 = c3+da; (tao, Tar) = invy- (Mo, q1); (taz, A2) = invz- (Mog, q3); r = las + tao + tag + taz;

If r is 0 use Cantor's algorithm

8M
(6.6M)

s'(x) =1 s(2), s(z) = ua(2) "L (va(2) + vi(x)) Modup(a), ' (z) = sp + sha + sha? + sha
taz3=qo+ qu; taa = g2+ q3; tas = qo + q2; tas = q1 + g3, ta7 = invo + inv1; tag = invz + invg;

nuz + invo; tso = inv3 + inv1; ts1 = t43- ta47; tsp = taa- tag; 153 = las - lag; lsa = lae - lso;

tss = taz + laa; tse = lag + ta7; ts7 = tss-tse; tsg = A2 b3y A1 = tsp+ T3+ A2 + tsg; tsg = A1 b;
teo = A1+ A2 ter = b+ bs; tez = teo- ter; Ao = tsa+ Tur+ Ao+ Tae + tez + tsg + tsg; tez = Ao by
tea = Ao+ A1; tes = Ao+ A2; tes = b1+ b2 ter = b1+ ba; tes = tss + lsa + ts7 + tso; teo = lea - Les;
70 = tes - ter; s = teg+ ts1+ tsz+ Ta7+ Tar + Ta9 + A2 + t70 + tso + le3;

(71,172, 173) = bo - (Ao, A1, A2); 85 = tsg + tsz + Ta7 + T30+ Ta1 + teg + lez + t73;

sy = ts1 + Ta7 + Tar + tez + tr2; s = Ta7 + tr1;

4M
(13.25M)

computation of inverses and) (s'(z) made monic)s(z) = 5o + 512 + 5222 + 2°

t7a= bz~ sh; (t75,176) = s~ (b2, 7); t77 = (s5)% tzg = t7a~+t7s+ sy, t79 = t7g- s tgo= (sh)%
te1 = (t76)°; tg2 = t7o+ lg0; g3 = t76- g2

If tg3 is O use Cantor’s algorithm;

tga = 1/tg3; (lss, tss) = tea- (lsa ts1); (s3,vr5,1t87) = tes- (t77, 182, 7); (tss, 50,51, 52) = tg7- (7, 50, 51, 85);

Tao = (tgs)% Too = (tss)*;

11+14M+5S
(11+11.35M +58)

up(z) = [g(‘t)zul(i)/llg(l)} + 5372 (z + az + b3),

ur(z) = uro + urat + ura? + urar® + upar® + upsa® + 2°
tor = (50)% toz = (51)% toa = (52)% (taa, los, Los, to7) = to3 - (a0, a1, a2, a3); (tos,teo) = toz - (a2, a3);
urs = ag+ba; ura = Taz+ a2+ b2+ te3; (t100,t101) = upa- (b3, b0); ur3 = To1+ a1 + b1 + te7 + t100,
102 = toa + t101; 103 = ur,3 + ura; t104= b2 + b3} t105 = t103- t104 t106 = ur3- b2}
ur2 = T35+ ao + bo + toe + to2 + t105 + t106 + t100; t107 = Ur,2 + ur4; t108 = b1+ b3; t109 = ur2 - by;
t110 = t107 - taog; ln = Mo + tos + tog + t106 + t110 + tao0 + tr0e; t111=ur2 +urs; ti2= b1+ bz}
t11z=1l1 - bs; t114=t111-t112; lo = t102+ tog + to1 + t113+ t114 + t106 + t10g; 115 = Too - ur s,
ura =l + Too; uro=1lo+ tus

15M +35
(13.1M +3S)

2(z) = 3(@)us(w), 2(x) = 20 + 213 + 2007 + 232° + 242* + 252° + 262° + 27

(t116, 20) = 50 - (a3, a0); (t117,t118) = 51 (a3, a1); t119= az- 52, t120= ag + a1; t121= ag + az;
122 = a1 +ag; t123 = S0 + 51, t12a = S0+ 52; 125 = 51+ 52; t126 = t120- 123} 127 = t121 t124;
t128 = t122- l125, 24 = a1+ So +tu7+tue; 23 =ao+tue+ taog + trro + tuis)

22 = t1ig+ tip7+ t119+ 20, 21 = tige+liig+ 20, 26 = az + 52,

8M
(7.3M)

vr(z) = sgz(2) + va(z) + 1 modur(2), vr(x) = vrg + vpax + vra? + vp3e® + vpar? + vy sa®
t129=urs + z6; (t130, 1131, t132, 1133, t134) = t129- (U0, ur 1, uT 2, UT 3, UT,4); t135= 20 + t130;
t136 = 21+ taz1 + ur0; 137 = 22 +t1z2 + ura; t13g = 23+ tizz+ ur2; t139 = 24+ t1z3a+urg3;
(vr,4: t140, 141, t142, 1143) = 3 - (t139, t138, t137, t136, t135); Thas = t1az+ co; v = tiaz+ c1;

vr2 = t1a1+ C2; vr3 = t140+ C3;

10M
(6.8M)

uz(z) = Monic ((f(z) +vr(z) +vr(2)?) /UT(CIP)), ug(x) = eg + e1x + ep7% + ega® + 2t

tias = (vr3)?; tias = (vr.4)% COPY(f7); €3 = Too + urs; (tia7, t14s t140) = Tgo- (trae, t1as, f7);

(t1s0, t151) = €3+ (urs,ur3); €2 = tia7+ t1so+ ura; tisy = €2+ €3; tisa= upa + urs; tisa = €2 ura;
155 = t152 - t153, €1 = t149+ l155+ t154 + t1s0+ ur,3; t1s6 = €1- urs,

eo = l151+ t1ag + tasa + tase + ur.2;

8M+2S
(6.9M+25S)

v3(z) = vr(x) + 1 modus(z), vs(z) = €0 + €17 + e22? + e3a°

(t157,t158) = vr5 - (€1, €3); t1sg9 = vr 4+ t1ss t160 = tis9+ vrs; tie1 = €0+ €1, tie2 = €2 + €3;
(t163,t164) = t159- (co, €2); (t16s, t166) = t160- (t161,t162); €0 = t163 + T1as; €1 = tigs+ t1s7+ tiea + vra;
€2 = tis7+ t1ea + Ur2, €3 = liee + tasg + tiea + vr.3s

6M
(4.95M)

Total: 11+ 119M +10S (11+96.65M + 10S)
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Variable schedule for the genus 4 doubling formula

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 | 16 | 17 | 18
uc2 | t22 | uce | to 3 ta ts | vco | vor | vc2 | Vo3 | Yca | uca | Ve | Vo7 | uco | te | tia | e3
to1 | tao | tz | T2 l10 t7 | ury | Tor | vra | vr2 | vrg | vra | vrs | loa | lss ti | tiz | l20
tog | tag | tao | t1s | la6 | ti1 | t2e €0 €1 €2 €3 l36 l34 te | tig | l32
ta7 ta3 | ur2 | uro | ura4 | ta3 lg | e1| €2
tag | tao | tas | ta2 t12
a1 t17
tig
l31
€0

Variable schedule for the genus four addition formula (copies indicatd by *)

0| Mo @ taz  ls7  teg  tza 19 sz tisa  tieo

1 | Moz g3 tag  lse  tes  trs  tgo  tga  urs

2 l3  Mog tsz  l0 lre6  tgr Tge liss  tie2

3 12 te tig o3 tss  tea t71  tgs  lo1  ti9 f130 vr4  lis9

4 ts t7 t13 13 gy tao  t43 lss  teo les t72  t7s  tgz  lgs S0  t1z1 liso vr3
5 tg  Ma3 tiq o3 tss  tas  te1  tes 173 ten 51 tie tizz twar vr2
6 | Mao tis af, ta tax  tas  tez ter 52 tizz tp wpa

7 | Mz:i tie o2 tagg  tas Ao Too tue tiza tiaz Tiag

8 | Mzgp ti7  tig a1 gy taa g M tep  twr tur  tie tis1 tisy
9 lg lig  aps lae A2 lgs  tes tion tio3 tioe tiis  tis3  lise  liss
10 | tio loo o1tz Tsr urs ties

11| tin ajs tes  Ta tia tios tii1 lo  uro tiso  ties

12 | Mox It wpa tis2 tier

13| to Mix T35 urp

14| tn My T urg

15 to )“\13*_1 Too  ura €0

16 | M3, tos  Tso  t77 tio  tio  tizz tir ties @

17 | Moo Mz tas g2 tsa  tga  toa tioz ti123 tizs 26 lug €2

18 | Maz Mz,  tos T tes  t113 tip 24 li30 tuae  ties €3

19 | Mao ta9  invo tsz sy tes  tioe ti21 23 tizg tiae €0

20 | Mig tso dnwy  ts1 sy ter  tios tio tia tia z2 tizr tus e
21| Mip a1 inva  tag  tsg  sh  leg lizs 21 lize Sy 3

22 | Myz invz  tso  tsg  teg sy te9 ti2 tus  zo  t1zs €3
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