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Abstract. In this paper, we present several improvements on the best known explicit formulæ for
hyperelliptic curves of genus three and four in characteristic two, including the issue of reducing
memory requirements.

To show the effectiveness of these improvements and to allowa fair comparison of the curves of
different genera, we implement all formulæ using a highly optimized software library for arithmetic
in binary fields. This library was designed to minimize the impact of a whole series of overheads
which have a larger significance as the genus of the curves increases. The current state of the art in
attacks against the discrete logarithm problem is taken into account for the choice of the field and
group sizes. Performance tests are done on two personal computers with very different architectures.

Our results can be shortly summarized as follows: Curves of genus three provide performance
similar, or better, to that of curves of genus two, and these two types of curves can perform faster
than elliptic curves – indeed on some processors often twiceas fast. Curves of genus four attain a
performance level comparable to elliptic curves. A large choice of curves is therefore available for
the deployment of curve-based cryptography, with curves ofgenus three and four providing their
own advantages as larger cofactors can be allowed for the group order.
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1 Introduction

The discrete logarithm problem(DLP) is a quite popular primitive for the design of
cryptosystems. It can be formulated as follows:Given a groupG generated by an
elementg, and a second elementh ∈ G, find an integert – called the discrete logarithm
of h with respect tog – with t · g = h. The computation of scalar multiples of elements
of a group (i.e. given an integert and an elementg, computet · g) is the fundamental
operation of a DLP-based cryptosystem. The rational point groups ofelliptic curves
(EC) [35, 23] and hyperelliptic curves (HEC) [24] of higher genus have been suggested
as groups for DLP-based cryptosystems.

After a slow start, the use of EC in cryptography has gained considerablemomen-
tum, their use is now regulated by standards, such as the NIST FIPS–2 document [12],
and there are several books covering the subject (for example [6, 20, 7, 4]). HEC have
been enjoying increasing attention in recent years. They have long beenthought not to
be competitive with EC because of construction and performance issues, but the situa-
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tion has changed in the last few years. It is now possible to efficiently construct HEC
whose Jacobian has cryptographically good order (for an overview see [4, Ch. 17]),
and the performance has been considerably improved. For curves of genus two over
binary fields, the fastest explicit formulæ are given in [27], and activeresearch has also
been done for other genera. A recent summary can be found in [4, Chs. 13 and 14], but
of course research has not stopped: Recent improvements for genus three can be found
in [11], and further results for genus three and four are the main subject of the present
paper.

No subexponential algorithm is known for solving the DLP on elliptic and hyper-
elliptic curves of genus at most four (cfr. [4, Chs. 19 to 21] for an overview of the
techniques involved). For curves of genus one and two, the index calculus method is
not faster than Pollard’s methods, therefore the security level of thesecurves is assessed
by the number of operations required to solve the DLP with Pollard’s Rho algorithm.
For curves defined over a fixed field and increasing genus, the complexity of computing
the discrete logarithm becomes subexponential in the group order [10] by usingindex
calculusmethods (see also [4, Ch. 20]), but for “small” fixed genus, the complexity
of the methods remains exponential. Starting with genus three, one has to increase the
number of bits of the group order by a constant factor.

On the other hand, the best algorithms for solving the factorization problemand
the DLP in finite fields are subexponential. Therefore, to achieve a security increase
equivalent todoubling the RSA key size, one needs toadd only a few bitsto an EC
group. For example, [28] states that the security of 1323 bit RSA (or ofa 137 bits
subgroup of a 1024 bit finite field) is attained by an EC over a 157 bit field and with a
group of prime order (of 157 bits). For that same level of security, thefield would have
79 bits for a HEC of genus two, 59 bits for genus three and 53 bits for genus four (for all
three, the curve must have a prime subgroup of order at least 157 bits). In comparison,
the security of 2048 bits RSA is (roughly) achieved by 200-bits curve groups, and that
of 3072 bits RSA by 240-bits curve groups [9]. NIST [39] suggests to use 224 and 256
in place of the bit sizes of 200 and 240. There are obvious bandwidth andperformance
advantages in using curve based systems, in particular when the securityrequirements
increase. Curves of genus of up to three are now heavily investigated alternatives, but
one of the purposes of this paper will is to show that systems based on curves of genus
four may also prove interesting.

In this paper, we reconsider the issue of efficient implementation of low genus hy-
perelliptic Jacobians over fields of characteristic two. We briefly recall thestate of the
art of implementation of HEC arithmetic in low genus: This will motivate our investi-
gations.

Explicit formulæ for curves of genus two have been studied extensively[21, 30, 25,
41, 27, 26], both in the odd and even characteristic cases. An overviewof the different
results can be found in [4, Ch. 14]. In particular, the fastest known algorithm for curves
over binary fields makes use of the doubling formula by Lange and Stevens [27]. In
that paper, the authors use Shoup’s NTL software library [44] for thefield arithmetic
and find that the best cases for curves of genus two perform about 10% better than
elliptic curves.
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A number of papers are also available on explicit formulæ for curves ofgenus
three [37, 25, 19, 11] in both odd and even characteristic. A comparison with the
performances of curves of genus one and two in odd characteristic can be found in [1],
and some comparisons for characteristic two are found in [50].

The literature is much more restricted when it comes to curves of genus four, with
only the formulæ of Pelzl, Wollinger and Paar for characteristic two [41], and no de-
tailed comparison with the performance of other genera that includes a security analysis
and a careful choice of fields.

This paper differs from previous literature because we simultaneously consider field
arithmetic enhancements, the derivation of the explicit formulæ and the impact of re-
cent attacks, as well as the interplay of all of these factors. The ensuingsurprising
implementation results can be listed in the following two groupings:

(1) A thorough approach to finite field implementation can be used to deliverperfor-
mance essentially independent of the granularity of the computing architecture
employed. Special finite field functions can be used to speed up explicit formulæ
by up to 20% and the impact of such functions increases with the genus. The
implementation is described in [5].

(2) The genus two formulæ by Lange and Stevens in even characteristic can improve
on EC performance by as much as 50%, but curves of genus three deliver similar
performance while using even smaller fields. Moreover, curves of genus four
perform in fact quite well, often improving on EC performance.

Section 2 gives a detailed overview the general techniques used to derive explicit
formulæ. In Section 3 we recall a few facts about our implementation [5] of the field
arithmetic. Our improvements to the explicit formulæ are presented in Section4. Se-
curity considerations are the subject of Section 5, where key and field size equivalence
issues are addressed. A description of our experiments and the corresponding results
are given in Section 6.1. Finally, we draw conclusions in Section 6.2.

2 From Cantor’s algorithm to explicit formulæ

An excellent introduction to hyperelliptic curves is [33]. It includes elementary proofs
of many facts used implicitly below. A more geometric presentation is given in[4, Chs.
4, 12 and 13].

Let Fq be a finite field of characteristic two. Let us consider a hyperelliptic curve of
genusg explicitly given by an equation of the formy2 + h(x)y = f(x) over the field
Fq, with deg(f) = 2g + 1 anddeg(h) ≤ g.

In general, the points on a hyperelliptic curve donot form a group (the notable ex-
ception being represented by the hyperelliptic curves of genus one, i.e.elliptic curves).
Instead, thedivisor class groupof C is used. The elements of this group are quotient
classes of formal sums of points on the curve – these sums are calleddivisors. They
can be represented as pairs of polynomials[u(x), v(x)] such that (i) deg(u) ≤ g; (ii)
deg(v) < deg(u); and (iii) u(x) dividesv(x)2 + v(x)h(x) − f(x). This representation
is usually attributed to Mumford [36]. Such a pair of polynomials is called areduced
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divisor. When the first condition (degree ofu) is ignored, the divisor is calledsemi-
reduced.

Algorithm 1. Group operation for hyperelliptic Jacobians in characteristic two

INPUT: Reduced divisors D1 = [u1(x), v1(x)] and D2 = [u2(x), v2(x)]
OUTPUT: Reduced divisor D3 = [u3(x), v3(x)], D3 = D1 + D2

1. Composition: [uC , vC ] = D1 + D2 (semi-reduced)

2. d = gcd(u1, u2, v1 + v2 + h) = r1u1 + r2u2 + r3(v1 + v2 + h)

[Extended Euclidean Algorithm]

3. uC ← u1u2/d2

4. vC ← v2 + u2
d

r2(v1 + v2) + r3
v2

2+hv2+f

d
moduC

5. Reduction: D3 = [u3, v3] (reduced)

6. ũ0← uC , ṽ0 ← vC

7. for i = 0 while deg(ũi) > g do

8. ũi+1←Monic
“

ṽ2
i+hṽi+f

ũi

”

9. ṽi+1← ṽi + h mod ũi+1

10. i← i + 1

11. u3← ũi, v3 ← ṽi

For computational purposes, the group operation is based on Cantor’salgorithm [8]
that operates directly with elements in Mumford’s representation. Cantor’s original
version worked only in odd characteristic and was later extended to work over all fields
by Koblitz [24]. Algorithm 1 gives the algorithm restricted to curves of characteristic
two. Note that step 4 is simply an interpolation to insure thatvC(x) is congruent to
v1(x) modulou1(x)/d(x) and congruent tov2(x) modulou2(x)/d(x).

The idea behind explicit formulæ is to replace the polynomial-based form ofCan-
tor’s algorithm by a coefficient-based approach [37]. These formulæare case-specific,
i.e. they depend on whether the divisors are distinct (addition) or equal (doubling), on
the degrees of the polynomials involved, etc. (for a detailed case consideration in genus
two, see [26] for example; for genus three see [19].) This approach has a number of
advantages which result in a significant speed-up in the computations:

• Conditional statements are reduced to a minimum. Polynomial arithmetic is in-
herently dependent on conditional loops (mainly on the degree of the polynomial),
which cannot be avoided in a general setting.

• Coefficients which have no impact on the final result are no longer computed.
This is quite evident in step 8 where we do not compute the coefficients ofx of

degree less than deg(ũi) in ṽ2
i +hṽi +f , since we know that the divisionṽ

2
i+hṽi+f

ũi

is exact.
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• In Cantor’s algorithm, some of the partial computations may be done twice,with
only the variable names being different. These duplications are avoided inthe
explicit formulæ.

• Parts of the algorithm can be replaced by more efficient techniques that cannot
be used in a general setting. Sections 4.1 and 4.3 are good examples ofthese
situations.

We also take advantage of the following observations, which are used by nearly
every author in the development of explicit formulæ, beginning with Harley[21]:

• For almost all reduced divisorsD = [u(x), v(x)], u(x) has degreeg.
• For almost all pairs of polynomialsu andv with u | v2 + hv + f , the degree of

v modu is deg(u)− 1.
• Almost all randomly chosen polynomials are relatively coprime.

In all three of these cases, “almost-all” can be interpreted as “all but a proportion of size
O(g/q)”. This means that if we concentrate on developing additions formulæ which
apply to the most general case then only a negligible proportion of all group operations
requires a different implementation (e.g. the general Cantor algorithm)which has no
noticeable impact on the computation of[e]D.

To reduce computational cost (mostly for the doublings), we restrict ourselves to
curves of the form

y2 + y = x7 + f3x
3 + f1x + f0 or y2 + y = x9 + f7x

7 + f3x
3 + f1x + f0 (2.1)

for genus three1 and four respectively. These forms are almost-reduced representatives
of the isomorphism classes of curves withh(x) = constant when gcd(log2 q, 6) = 1.
In the genus four case, we ask thatf7 6= 0 (see Section 5 for the security aspects).

The form of the most common cases are very similar for genus three and four. The

main difference is thatṽ
2
1+hṽ1+f

ũ1
is already monic in the genus three formulæ, simpli-

fying the computation of ˜u2.
Since the formulæ are in terms of the coefficients instead of polynomials, wewill

denotepi the coefficient ofxi in p(x). As there could easily be confusions with the
polynomialsu1(x), u2(x) andu3(x), as well asv1(x), v2(x) andv3(x), we will denote
their coefficients differently. We will denote the coefficients ofu1(x) with ai, those of
u2(x) with bi, those ofv1(x) with ci, those ofv2(x) with di, those ofu3(x) with ei, and
finally those ofv3(x) with ǫi. We also replace ˜u1(x) andṽ1(x) from steps 8 and 9 by
uT (x) andvT (x).

2.1 Addition formula

For the addition, we want to computeD1 + D2 where the Mumford representations
of the summands areD1 = [u1(x), v1(x)] andD2 = [u2(x), v2(x)], with deg(u1) =

1We thank Peter Birkner for pointing out to us that using isomorphisms to havef5 = 0 reduces the cost of
the doubling and directing us to [11].
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deg(u2) = g, deg(v1) = deg(v2) = g − 1 and gcd(u1, u2) = 1. At step 2, we can
take r3 = 0 (since gcd(u1, u2) is already 1), and thenr2 = u−1

2 modu1, giving us
uC = u1u2 andvC = v1 + u1(u

−1
1 modu2)(v1 + v2) moduC at steps 3 and 4.

Algorithm 2. Group addition, most common case

INPUT: Reduced divisors D1 = [u1(x), v1(x)] and D2 = [u2(x), v2(x)]
OUTPUT: Reduced divisor D3 = [u3(x), v3(x)], D3 = D1 + D2

1. Almost inverse, inv(x) = r · u1(x)−1 modu2(x)

2. r = inv(x) · u1(x) modu2(x)

3. s′(x) = r · s(x), where s(x) = u1(x)−1 · (v2(x) + v1(x)) modu2(x)

4. computation of inverses and s̃(x) = Monic(s′(x))

5. uT (x) =
j

s̃(x)2u1(x)
u2(x)

k

+ sg−1
−2 (x + ag−1 + bg−1)

6. z(x) = s̃(x)u1(x)

7. vT (x) = sg−1z(x) + v1(x) + 1 moduT (x)

8. u3(x) = Monic
“

f (x)+vT (x)+vT (x)2

uT (x)

”

9. v3(x) = vT (x) + 1 modu3(x)

We then writevC(x) asv1(x)+s(x)u1(x) wheres = (u−1
1 modu2)(v1+v2) modu2,

and substitute the values ofuC andvC (andh(x) = 1) in the first reduction step to
simplify the equations:

uT = Monic

(

(v1 + su1)2 + (v1 + su1) + f

u1u2

)

= Monic

(

v2
1 + hv1 + f

u1u2
+

s2u1

u2
+

s

u2

)

(2.2)

andvT = v1 + su1 + 1 moduT .
By construction ofuC and vC , the division in step 8 is exact, so we can look at

the quotient (denoted⌊·⌋) and ignore the fractional parts of each of the terms in Equa-
tion 2.2.

•

⌊

v2
1+hv1+f

u1u2

⌋

is linear of the formx + ag−1 + bg−1 (the sum of the coefficients of

xg−1 in u1 andu2).

•

⌊

s
u2

⌋

= 0 since deg(s) < deg(u2).

• The bulk of the computation is in
⌊

s2u1
u2

⌋

. Even thoughsu1 is required to compute

vT , it is more efficient to computes2u1 by first squarings and then multiplying
by u1.
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Since we wantuT (x) to be monic, it is more efficient to first makes(x) monic

(we will call this polynomial ˜s(x)), compute
⌊

s̃2u1
u2

⌋

and then multiply
⌊

v2
1+hv1+f

u1u2

⌋

by the corresponding factor. To make this idea more advantageous, wealso replace
u−1

1 modu2 (in the computation ofs) by analmost inverse(the product of the inverse
by a constantr). Many methods used to computeu−1

1 modu2 do in fact compute an
almost inverse first and then multiply it byr−1, so this is easily implemented. Given
inv(x), the almost inverse ofu1(x) modulou2(x), we defines′(x) = inv(x)(v1(x) +
v2(x)) modu2(x) and use it instead ofs(x).

The main advantage is that computing ˜s from s or s′ requires the same amount of
work, so it is much more efficient to skip the computation ofs. Onces′(x) and r
are known, is it relatively easy to compute ˜s, sg−1 andsg−1

−2, souT andvT can be
computed as

uT =

⌊

s̃2u1

u2

⌋

+sg−1
−2 (x + ag−1 + bg−1) and vT = v1 +sg−1s̃u1 +1 moduT .

2.2 Doubling formula

The reason for choosingh(x) = 1 becomes apparent in the doubling formula. Here we
want to computeD1 +D1 with D1 = [u1(x), v1(x)], deg(u1) = g and deg(v1) = g−1.

In step 2, we findd = gcd(u1, u1, 2u1 + h) = gcd(u1, u1, 1) = 1, so we can take
r1 = r2 = 0 andr3 = 1. This situation is very favorable since we getuC = u2

1 (at
step 3) andvC = v2

1 + f moduC (at step 4). The computation ofuC(x) andvC(x) can
then be done in only 2g field squarings (to computeu2

1 andv2
1).

Algorithm 3. Group doubling, most common case

INPUT: Reduced divisors D1 = [u1(x), v1(x)]
OUTPUT: Reduced divisor D3 = [u3(x), v3(x)], D3 = 2 ·D1

1. uC(x) = u1(x)2

2. vC(x) = v1(x)2 + f(x) moduC(x)

3. computation of inverses

4. uT (x) = Monic
“

f (x)+vC (x)+vC (x)2

uC (x)

”

5. vT (x) = vC(x) + 1 moduT (x)

6. u3(x) = Monic
“

f (x)+vT (x)+vT (x)2

uT (x)

”

7. v3(x) = vT (x) + 1 modu3(x)

Because of this, the composition step can be done much faster than for generic
curves (with deg(h) = g). SinceuC andvC can be computed at very little cost, there
is no need to combine this step with the first reduction. The two reduction stepsare
then done as in Cantor’s algorithm, but with a number of coefficients known to be zero
(which reduces the cost even further).



8 R. Avanzi, N. Thériault, and Z. Wang

3 Field Arithmetic

To provide the basis for a fair comparison of curves of varying genera at the same level
of security, a special finite field library has been developed, which is fullydescribed
in [5]. We now recall some of the problems that arise when considering finite field
arithmetic for curve cryptography, and the solutions we adopted.

(1) To process (relatively small) operands using loops induces costs, including branch
mispredictions, whose impact is heavier for shorter loops.
Since the relative impact of these cost can be quite significant for smallerfields,
we use field-specific routines rather than general ones.

(2) Inlining is used to reduce function call overheads.
Since the code of binary field multiplication routines is larger than for multipreci-
sion integer arithmetic, we do not inline these, or the inversion routines, in the
main code. However, optimized modular reduction code is included in the multi-
plication routines and not called separately.

(3) Architecturegranularity also induces irregular performance penalties that in-
crease with the genus.
Although little can be done to defeat granularity problems in the prime field
case [1], most of the disadvantages due to fields sizes that do not exactly match
the computer word size can be eliminated in even characteristic (cf. [5, § 3.1]).

(4) In various places of the formulæ, several different field elements are multiplied by
the same field element.
This situation is similar to the multiplication of a vector by a scalar, and it is
possible to speed up these multiplications appreciably. The technique for doing
this is described in [5, § 3.2].

Tables containing the detailed costs of field operations can be found in [5, §4].
We summarize these results in Table 1 with the average costs, in terms of the field
multiplication, for the fields of 47 to 101 bits (those we will use for curves of genus
three and four). These operations are: squaring (Sqr), multiplication of 2 to 5 different
field elements by a common one (columns from Mul2 to Mul5) and inversion (Inv).

Table 1. Average costs of field operations (relative to multiplications)

Timings relative to multiplication
Processor

Sqr Mul2 Mul3 Mul4 Mul5 Inv

PowerPC G4, 1.5 GHz .147 1.663 2.214 2.746 3.282 4.701
Core 2 Duo, 1.83 GHz .189 1.647 2.270 2.880 3.512 16.531

In Section 4.6, we will use the costs of Mul2, Mul3, Mul4 and Mul5 to evaluate the
impact of using “sequential” multiplications in the formulas (see Section 4.2), obtain-
ing the “effective” cost of the multiplications. To compute these numbers,we will use
simplified values of those in Table 1. Pairs of multiplications will be evaluated at1.65
single multiplication, blocks of 3 at 2.25, blocks of 4 at 2.8, and blocks of 5 at 3.4.



Rethinking Jacobian Arithmetic 9

4 Improvements in the formulæ

We now turn our attention to the algorithmic methods we used to improve on the
previous state of the art on explicit formulæ, in particular on the works of Guyot,
Kaveh and Patankar (for genus three, [19]) and of Pelzl, Wollinger and Paar (for genus
four, [42, 50]). We follow three main approaches:

(1) Reduce the number of inversions.As inversions are usually much more costly than
other operations, it is often a good idea to combine as many of them together, even
if this means increasing the number of multiplications. This is already common
practice for genus two and three, but it can be pushed further for genus four as we
will describe in Section 4.1.

(2) Reduce the number of multiplications.It goes without saying that if the num-
ber of multiplications in the explicit formulæ can be reduced, the overall per-
formance will improve. Most explicit formulæ do this by introducing Karatsuba
multiplication to compute the product of polynomials. We obtain further improve-
ments by selecting faster algorithms (Section 4.3), combining multiplications us-
ing Karatsuba-like tricks (Section 4.4) and keeping products in memory ifthey
are used again later in the formula.

(3) Combine multiplications with a repeated operand.The goal here is to make use
of the sequential multiplications. Although this does not affect the total operation
count, this approach reduces the effective cost of some steps by more than 30%.

Note that approaches 2 and 3 are not always compatible. In most cases, reducing the
number of multiplications using Karatsuba-like tricks will hinder the use of sequential
multiplications.

For example, the computation ofinv(x) · (v2(x) + v1(x)) in the genus four addition
formula takes 16 multiplications using classical methods. With sequential multiplica-
tions, we still have the same number of multiplications, but the effective cost is close to
that of 11.2 normal multiplications. With two layers of Karatsuba multiplications, we
can do this in 9 multiplications, but then no operand is used in more than one product
so we cannot use sequential multiplications to get any further savings.

In this example it is clear that a Karatsuba-like approach is a better choice.In many
cases however, the choice is not always so clear as the savings obtained by giving
precedence to Karatsuba-like tricks or to sequential multiplications may be very close
and will vary depending on the processor and the field size. To avoid writing a different
formula for each field size, the formulæ described in this paper assume the average
case. For some field sizes, the formula may not be completely optimal, although the
saving that could be obtained by using a field-specific formula would be marginal at
best.

4.1 Inversions

As for curves of genus three, the common case of group addition for curves of genus

four requires two reduction steps. However,f+vt+v2
T

uT
in the second reduction step for
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genus four (Step 8 of Algorithm 2) is not automatically monic since the leadingterm
in f + vt + v2

T is vT,5
2x10. For these curves, we must therefore compute the inverses of

s3 (to makeuT monic),r (to gets3, for the computation ofvT ), s′3 (to makes′ monic)
andvT,5 (to makeu3 monic).

The inverses ofs3, r ands′3 can be combined in the same way it is done for curves
of genus three, but this still leaves us with two inversion to be performed. At the time
the inverses ofs′3 ands3 are obtained, onlyinv(x), r ands′(x) have been computed.
To minimize the number of inversions, one has to expressvT,5 in terms ofr and the
coefficientss′(x) andu2(x).

To improve readability, we use the coefficients of the polynomialsuT (x), z(x) =
s̃(x)u1(x), s(x) = 1

r s′(x) ands̃(x) = 1
s′

3
s′(x), even though those polynomials are not

computed before the inverses. SincevT (x) = s3z(x) + v1(x) + 1 moduT (x), we have

vT,5 = s3 (z5 + uT,4 + uT,5(z6 + uT,5)) .

Furthermore, replacing ˜s(x)2u1(x) by s̃(x)z(x) in the equation foruT (x), we have

uT (x) =

⌊

s̃(x)z(x)

u2(x)

⌋

+ s−2
3 (x + a3 + b3) ,

souT,5 = z6 + s̃2 + b3 anduT,4 = z5 + s̃2z6 + s̃1 + b2 + uT,5b3. Substituting back into
the equation ofvT,5 and using the definitions ofs(x) ands̃(x), we get

vT,5 = s3
(

s̃1 + b2 + s̃2
2 + b3s̃2

)

=
1

rs′3

(

s′2
2
+ s′3(s

′

1 + b3s
′

2 + b2s
′

3)
)

.

Since 1/rs′3 is not yet known, we replace the computation ofvT,5 by the computation
of

rs′3vT,5 = s′2
2
+ s′3(s

′

1 + b3s
′

2 + b2s
′

3) .

To obtain all the inverses required, we first computers′3 andrs′3vT,5, and lett =

((rs′3) · (rs′3vT,5))
−1. Then, the inverses ofvT,5 andrs′3 are obtained as

t · (rs′3)2 =
1

vT,5
and t · (rs′3vT,5) =

1
rs′3

.

The inverses ofs3, r ands′3 are then obtained as before. In this manner, we combine the
final inversion with the previous ones, at the cost of an extra five multiplications and
two squarings. Note that the computation ofvT,5 (needed for the final step) can then
be done in one multiplication instead of two and that we no longer need to compute
z5 (saving one more multiplication). This approach reduces computation time ifan
inversion costs more than three multiplications and two squarings.

For the doubling formula, the approach must be modified slightly since in thiscase
uC(x) andvC(x) are computed directly. This time, we need the inverses ofvC,7 and
vT,5 and we have

vC,7vT,5 = vC,6
2 + vC,5vC,7 + uC,6(vC,7

2) .
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We then compute

t =
1

vC,7(vC,7vT,5)

and the inverses ofvT,5 andvC,7 are found as

t · (vC,7
2) =

1
vT,5

and t · (vC,7vT,5) =
1

vC,7
.

The second inverse is then replaced by five multiplications and two squarings, of which
one (vC,6

2) is used again at a later step. Since two of these multiplications can be
combined, the exchange is advantageous if one inversion cost more than (roughly)
4.65 multiplications and one squaring. This trade-off is slightly to our disadvantage
on the PowerPC G4 (by about 0.1 multiplications on average for the fields used for
genus four testing), but we still opted to implement it as it always produces significant
savings in other processors.

4.2 Sequential multiplications

In the explicit formulæ for the curves of genus two to four, we can find several sets
of multiplications with one common term. Since the fastest multiplication routines
for binary fields are based on the method of López and Dahab [29], which uses pre-
computations from one of the operands, it seems natural to want to preserve the pre-
computations associated to the common operand and to re-use them in the following
multiplications.

In order to implement this idea as cleanly as possible and simplify memory manage-
ment, we use a new multiplication routine for sets of multiplications with a common
operand. This routine does the precomputations for the common operand first, and then
performs all the multiplications. We call this type of operationsequential multiplica-
tion. See Subsection 3.2 of [5] for more details. Because of the design of this routine,
the precomputations never leave the (sequential) multiplication routine itself and are
not available to the other routines. As a result, even if the common operandis used in
another multiplication later on in the formula (where the second input depends on the
outputs of the first set of multiplications), that new multiplication must be treated as
completely independent.

For historical reasons, we need to mention that using static precomputations has
already been done for multiplications by a constant parameter (coming from the curve
or the field) – this is for example suggested in the context of square root extraction
in [13]. However, we found no references on adapting the amount ofprecomputations
to the number of multiplications by the same value.

4.3 Almost inverse

One of the most costly steps of explicit formulæ is the computation of the almost
inverse. Most of the explicit formulæ published so far [21, 37, 30, 25,41, 40, 42, 19, 27,
26] find the almost inverse via the computation of a resultant. However, thisapproach
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is not necessarily optimal. For every genus bigger than two, the almost inverse can
be computed with fewer field multiplications using Cramer’s rule (for genustwo, the
cost are the same if both methods are implemented carefully). This approach has the
added bonus of taking full advantage of sequential multiplications, makingit even more
efficient.

Cramer’s rule computes a solutionv to the systemMv = w whereM is ann × n
matrix. The solution is

v =
1

|M |













|Sub0(M,w)|
|Sub1(M,w)|

...
|Subn−1(M,w)|













whereSubi(M,w) is matrixM with theith column replaced byw. However, since we
want an almost inverse, we only compute|M | and the column vector on the right hand
side, which give us theinvi’s. In this case, theith column of the matrixM is formed
by the coefficients ofxiu1(x) modu2(x).

The regular structure of these computations makes them very convenient to do in
combination with sequential multiplications. For example, in the genus four formulæ,
we obtain 11 blocks of products (3 to computeM and 8 to compute theinvi’s), leaving
only the products in the computation ofr as single multiplications and allowing us to
perform the first 36 multiplications for the price of around 26.4 normal ones. Note
that in the formulæ, the computation ofr is done with some of the computations for
s′(x) in order to combine some of the multiplications into pairs (and use sequential
multiplications for pairs of products).

4.4 Polynomial divisions

Although Karatsuba-like techniques are usually applied to polynomial multiplication,
they can also be used when dealing with polynomial divisions (both for the quotient
and the remainder). We consider three main cases: The reduction ofinv(x)(v2(x) +
v1(x)) modulou2(x) (computation ofs′(x)), the division on(s̃(x)2) · u1(x) by u2(x)
(computation ofuT (x)), and the reduction ofvT (x)+1 modulou3(x) (computation of
v3(x)).

We give the details only for the computation ofuT (x). For this computation, most
of the work involves computing the quotient of(s̃(x)2 · u1(x)) divided byu2(x). Since
u2(x) has degree 4, the coefficients ofxi for i < 4 in s̃(x)2 · u1(x) do not have to be
computed as they have no impact on the result. We assume thatp(x) = s̃(x)2 ·u1(x) =
x10+p9x

9+p8x
8+p7x

7+p6x
6+p5x

5+p4x
4+ . . ., with p9 = a3, is already computed,

and we have to compute the coefficients ofuT (x) = [p(x)/u2(x)]+s−2
3 (x+a3+b3). To

compensate for the linear term which is missing in the division, we letu∗

T,1 = uT,1+s−2
3

andu∗

T,0 = uT,0+(a3+b3)s
−2
3 . Also, the products ofb3, b2, b1 andb0 byuT,5 = (a3+b3)

are already known from the computation of the almost inverse (using Cramer’s rule),
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so we only need to compute products of the form

uT,3 = sum3 + b3uT,4

uT,2 = sum2 + b3uT,3 + b2uT,4

u∗

T,1 = sum1 + b3uT,2 + b2uT,3 + b1uT,4

u∗

T,0 = sum0 + b3u
∗

T,1 + b2uT,2 + b1uT,3 + b0uT,4 .

Even though we are looking at a polynomial division rather than a polynomial multi-
plication, many of the terms follow a structure which is similar, so it is natural toapply
the idea of Karatsuba multiplication. Looking at the products, we find different com-
binations of Karatsuba-like pairs for which the two other products are alsorequired:
b3uT,3 + b2uT,4, b3uT,2 + b2uT,3 andb2uT,3 + b1uT,4. It is easy to see that whenever
we use Karatsuba multiplication to reduce one of these pairs, it requires usto compute
(on it’s own) one half of the terms of each of the other two pairs, so it is impossible to
use Karatsuba on two of these pairs at the same time. Therefore, one might be tempted
to conclude that the most we can save using Karatsuba-like tricks in this situation is
one multiplication. This conclusion is too hasty however: it is possible to reduce the
operation count by adding one new product. If one also computesb1uT,2, then it be-
comes possible to add two more combinations (b3uT,2 + b1uT,4 andb2uT,2 + b1uT,3) to
b3uT,3 + b2uT,4, in effect reducing the number of multiplication by two instead of one.
It is slightly more efficient to use sequential multiplications after reducing thenumber
of multiplications as much as possible than using them on the original equations.

For the reductioninv(x)(v2(x) + v1(x)) modulou2(x), one can see that three mul-
tiplications can be saved using Karatsuba-like methods, but then we can stillcombine
some operations using sequential multiplications. By doing this, the result is 6prod-
ucts with no terms in common and 3 multiplications byb0 (handled sequentially), for
an effective cost of around 8.25 multiplications (down from 12). Note that in this case,
if sequential multiplications are applied to the naive multiplication method the effective
cost would have been around 8.45 multiplications.

For the final step of the the genus four formulæ (that step is essentially identical
for both the addition and the doubling) we have to computev3(x) = vT (x) + 1 mod
u3(x). We using Karatsuba-like methods, but the order of operations is somewhat non-
standard. We doe3vT,5 ande1vT,5 first, so we also gett = vT,4 + e3vT,5 ; thene2t and
e0t; and finally(e3 + e2)(vT,5 + t) and(e1 + e0)(vT,5 + t) to obtain the two sets of
combined productse2vT,5 + e3t ande0vT,5 + e1t. In this way, we can get the effective
cost down to around 4.95 multiplications (from the original 8).

For the genus four addition, there are three remaining cases that we do not discuss
where a Karatsuba-like approach is used:

• The computation ofz(x) = s̃(x) · u1(x). The pattern of multiplications encoun-
tered are the same as for the reduction ofinv(x)(v2(x) + v1(x)) modulou2(x),
but viewed upside down sincez5 is not required (see Section 4.1).

• The computation of(s̃(x)2) · u1(x) (before the division byu2(x)). Since only the
coefficients of powers ofx greater than 4 are needed and ˜s(x)2 only contains even
powers ofx, it is not possible to obtain any saving from this approach.
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• The computation ofu3(x). Here we have only one possible way of reducing
multiplications, by combining the products ine3uT,4 + e2uT,5.

4.5 Variables

A very serious issue with the genus four formulæ (and, to a lesser extent,the genus
three formulæ as well), is the number of variables involved. If we did not worry about
the memory requirements of our implementation of the genus four group addition, it
would use 229 variables (in fact 239 when we count the copies requiredto handle the
“sequential” form we use for the sequential multiplications). This number of variables
is obviously too large for certain constrained environments, and even withtwo or three
words per field elements (as is the case for the security levels consideredin this paper),
this would mean a storage in the order of one kilobyte for the variables alone. At this
point, the memory allocation might affect the performance of the computations even
for high-end processors: even if this memory is allocated statically, its usemay still
take too much of the level 1 cache of the processor.

The natural solution is to reallocate variables spaces which we tried to do without
losing any (significant) efficiency in exchange. The result is a drastic reduction in
memory usage which can then ease deployment in environments with limited RAM.
To minimize memory allocations as much as possible, we chose to define an array of
field elements, whose address is passed as part of the function calls forthe addition and
doubling and where all the intermediate results of the group operations arestored.

To improve readability, the formulæ in the appendix are given in terms of distinct
variables and they are accompanied by an allocation schedule for the variable array.
For example, in the genus three doubling formula, variable space 0 is used to store (in
that order) variablesuC,4, t12 andt14, which is done without risk since a new variable
is allocated that space only if the previous one is no longer useful for the computation.
In a few cases, a variable is copied into a different location in the array to obtain an
adjacent sequence that can be used for the sequential multiplications (thisis due to our
choice for the function call). Some of the longer expressions (sums) also had to be
broken up into partial sums so variables spaces could be reallocated andused for other
computations. The final values are kept with the other variables until all theoperations
are done so the function’s output can safely replace one of its inputs if desired.

The resulting formulæ require 14 variables for the genus three addition and 13 for
the doubling. For genus four, we need 19 variables the doubling and 23 for the ad-
dition. In all cases, these numbers are minimal with the present formulæ as there are
“bottlenecks” where all the variables are either in use for the current operation or con-
tain values that were computed earlier and will be used later. In all cases,the amount of
memory required for the variables is only between two and three times that of a group
element (6 field elements in genus three and 8 in genus four).

4.6 Operation counts

The addition and doubling formulæ for genus three, with the tables of variable alloca-
tion, are in Appendix A, and those for genus four are in Appendix B. Tables 2 and 3
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compare the operation counts of our formulæ with previous works. For the genus four
addition, we note that changing fromh = x to h = 1 does not affect the operation
count (except for the number of field additions), and that the difference in operation
counts comes from our improvements (obviously the same cannot be said in the case
of the doubling, where the form of the curve is the dominant factor). We give two
sets of numbers for our formulæ: one where sequential multiplications are handled as
normal multiplication (the “classical” cost) and one where they are done sequentially
as in Subsection 4.2 (the “effective” cost). For Cantor’s and Nagao’s algorithms, we
use the odd characteristic numbers as an indicator of the cost in characteristic two (the
numbers that would be obtained by adapting these algorithms to even characteristic
should differ only slightly).

Table 2. Field operation counts for genus three group operations

Reference Char. Curve properties Addition Doubling

Cantor [8] odd h = 0 4 I + 200 M/S 4 I + 207 M/S

Nagao [37] odd h = 0 2 I + 144 M/S 2 I + 153 M/S

Pelzl et al. [40] two h = 1, f6 = 0 1 I + 65 M + 6 S 1 I + 14 M + 11 S

Guyot et al. [19] two h = 1, f6 = 0 1 I + 58 M + 6 S 1 I + 11 M + 11 S

Fan et al. [11] two h = 1, f6 = f5 = 0 – 1 I + 10 M + 11 S

this work, classical two h = 1, f6 = f5 = 0 1 I + 57 M + 6 S 1 I + 10 M + 11 S

this work, effective two h = 1, f6 = f5 = 0 1 I + 46.7 M + 6 S 1 I + 8.55 M + 11 S

Table 3. Field operation counts for genus four group operations

Reference Char. Curve properties Addition Doubling

Cantor [8] odd h = 0 6 I + 386 M/S 6 I + 359 M/S

Nagao [37] odd h = 0 2 I + 289 M/S 2 I + 268 M/S

Pelzl et al. [42] two h = x, f8 = 0 2 I + 148 M + 6 S 2 I + 75 M + 14 S

this work, classical two h = 1, f8 = 0, f7 6= 0 1 I + 119 M + 10 S 1 I + 28 M + 16 S

this work, effective two h = 1, f8 = 0, f7 6= 0 1 I + 96.65 M + 10 S 1 I + 23.25 M + 16 S

5 Security

In this section, we describe how the different security levels were selected for the per-
formance comparisons, as well as the security of the form of curve used.

For curves of genus one and two, the fastest known attack is Pollard’s Rho algo-
rithm which takeO(

√

group order) group operations. Since the group order of a curve
of genusg over a field ofq elements isqg + O(gqg−1/2), this meansO(

√
q1) group

operations for elliptic curves over the fieldFq1 andO(q2) group operations for curves
of genus two over the fieldFq2.

For curves of genus three and four, the fastest known attack is the index calculus
algorithm. Using the double large prime variations [18, 38], and (ignoringlogarithmic
terms), this attack requiresO(q2−2/g) group operations for a genusg over of field ofq
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elements. In terms of group operations, we get costs ofO(q3
4/3) for curves genus three

overFq3 andO(q4
3/2) for a curve of genus four overFq4. To obtain a exact comparison

with Pollard Rho, we should take into account any logarithmic term, as well asthe
underlying constants in both algorithms, however we decided to use only theq2−2/g

term (assuming identical constants) to simplify the analysis. The constants are indeed
expected to be of similar size [49], while the logarithmic terms are somewhatlarger
in the index calculus case (for the best proven running time [18]), so weare in fact
disadvantaging a little the curves of genus three and four (with regards to currently
known attacks).

For the discrete log to require the same amount on each curve, we need

1
2

log(q1) ≈ log(q2) ≈
4
3

log(q3) ≈
3
2

log(q4) ,

whereqg is the order of the field of definition for the curve of genusg. To compare
with an EC over a field ofn bits, we need a field ofn/2 bits for genus two, 3n/8 bits
for genus three andn/3 bits for genus four. Note that the differences in performances
in the group operations would force us to adjust the field size by a fraction of a bit to
obtain really equivalent security, however this impact is minimal compared with the
other issues dealt with in our security arguments, and are eliminated by the fact that
the degree of the field extension must be an integer (and prime).

Since Pollard Rho can be adapted to take advantage of the existence of subgroups
or knowledge of the key size, curves of genus one and two are assumed to groups of
order twice a prime (the form of the curves forces the group order to beeven) with keys
of n bits. For genus three and four, the situation is different since the index calculus
algorithm works on the algebraic group as a whole, so it cannot take advantage of the
existence of subgroups or any information on the key (including the bit size). On the
other hand, Pollard Rho could still be used if the subgroups were small enough, and
Pollard Kangaroo can be used if the keys are known to be short enough. Therefore, to
give an equivalent security level, the curves must have a prime-ordered subgroup of at
leastn bits and use keys at leastn bits long.

The last remark is very important from an efficiency point of view, since it means
that the same key (scalar) can be used for all four genera instead of having to increase
the key length for genus three and four. The (sub)group sizes are also of interest, since
finding curves whose order has a prime factor of at leastn bits is much easier when the
group order is larger in genus three and four (9n/8 and 4n/3 bits respectively).

Another concern when choosing the fields is the Weil descent attack, which is a
risk for some field extensions (see [17] for EC, [48] for HEC). Although these at-
tacks may not weaken all the curves over a given field extension, recent develop-
ments [22, 32] show that for some extension degrees a large proportion of them are
at risk. Gaudry [16] also showed that small factors in the extension degree can expose
all curves defined over that field to a Weil descent-like attack. However,no known
variation exists for prime extensions, so we ask that all fields be of the form F2p , where
p is a prime.

The only security aspect that remains to be discussed is the choice of form for the
equations defining the curves. For genus one and two, curves of the form y2+y = f(x)
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are supersingular and are exposed to the MOV [31] or Frey-Rück [14] attack and their
hyperelliptic variant [15] so they should be avoided for designing DLP-based systems.
We therefore selected curves of the formy2 + xy = f(x) for security and efficiency.
Since we use curves of the formy2 + y = f(x) for genus three and four, it is natural to
ask whether they are supersingular or not. Using results of Scholten andZhu [43], we
know that none of the curves of genus three over binary fields are supersingular, while
the only supersingular curves of genus four over binary fields are ofthe (simplified)
form y2 +y = x9 +f5x

5 +f3x
3 +f1x+f0. We can then safely use the special form for

curves of genus three, and for genus four we note that none of the curve isomorphisms
allow to map a curve of the form 2.1 withf7 6= 0 into a curve withf7 = 0, so those
curves cannot be supersingular.

To complete the security discussion, a short remark on a recent paperby Smith
[45]. This paper shows how, in some hyperelliptic curves of genus three over fields
of characteristic bigger than three, it may be possible to map the discrete logarithm to
a non-hyperelliptic curve over the same field, where it can be computed more easily.
Although this result reduces some of the gap in security between hyperelliptic and non-
hyperelliptic curves, it currently has no impact on curves over binary fields. First of
all, part of the curve structure used in this method is not present in curves over binary
fields, so an extension to binary fields would require a new approach. Secondly, even
for those fields where the attack may be applied, it requires the polynomialf(x) of the
curve equation to have a certain type of factorization or it will fail completely, leaving
close to half of the curves completely secure (not to mention those curveswhere the
attack fails because the field of definition of the new curve is in fact larger). Because
of this, we did not take the method of Smith into account for our choice of field sizes.

6 Performance results and Conclusions

6.1 Timings

We now show the timings of our implementation of EC and of HEC jacobians of genus
of up to four. Since our goal is to make a comparison between the performance of
curves of different genera offering the same security level, we looked for quadruplets of
degrees of field extensions(p1, p2, p3, p4) wherep2 ≈ p1/2,p3 ≈ 3p1/8, andp4 ≈ p1/3
(see Section 5), and used randomly chosen curves of genusi overF2pi for i = 1, 2, 3,
and 4. We admitted tolerances of at most 2% (in bits) of security level between the
“most” and the “least” secure curves in each quadruplet. Despite the irregular distribu-
tion of primes, we can still find 8 good sets of matches for security levels ranging from
roughly 160 bits (low-cost security) to 270 bits (high security), and in four of these
some curves are missing (we included them to offer a broader range ofcases).

For EC, we do not necessarily use the NIST fields, as they do not produce significant
speedups compared to other binary fields (unlike NIST prime fields). Increasing the
field size to have a NIST field for EC would in fact have disadvantaged them.

In Table 4, we report, for each curve and security level, the timings on a 1.5 GHz
Powerpc G4 for the doubling of a group element (DBL) and the addition oftwo differ-
ent group elements (ADD), then scalar multiplication timings using the non-adjacent
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form (NAF) and a signed windowing method based on the NAFw. The NAFw can be
defined as a binary-like representation of the integern =

∑ℓ
j=0 nj 2j where the coef-

ficientsnj are either 0 or odd of absolute value less than 2w−1, and such that there are
at leastw− 1 zeros between any two non-zero coefficients. The NAFw was introduced
independently by Miyaji, Ohno, and Cohen [34] and by Solinas [46, 47] tospeed up
scalar multiplications, due to its property of having the smallest number of non-zero
terms givens its coefficient sets (for variants and properties of the NAFw see also [2]
and references therein).

We also compare the timings of our formulæ with and without using sequential
multiplications (i.e. replacing the routines described in Section 4.2 by separate multi-
plications).

We did not devise and implement projective coordinates for curves of genus greater
than one. We either looked at the formulæ currently available in literature, orestimated
the number of multiplications that such formulæ would require, and verifiedthat in our
situation (with relatively low inversion-to-multiplication ratios) projective coordinates
would be more expensive. For EC the situation is slightly different, and the best option
turned out to be to use mixed affine/López-Dahab coordinates. Figure 1shows the
timings of curves of genus at least two normalized with respect to EC performance.

Figure 1: Scalar multiplication performance for curves of genera two, three and four
at various security levels, relative toEC performance (normalized to 1.0) on a 1.5 Ghz
Powerpc G4
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Other methods may be available to perform the scalar multiplication efficiently on
some of the curves we considered. For instance, point halving methods([13] and
references therein) can improve scalar multiplication performance by about 25% in half
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the possible elliptic curves. Cost estimates in [3] based on some recent improvements
in field arithmetic implementation essentially confirm the findings in [13]. Note that
the gains of halving-based methods are bound to decrease as the field size increases
since that scalar-multiplication method is not inversion-free (unless a simple NAF is
used). Even using point halving on these elliptic curves would not be enough to close
the gap observed with curves of genus 2 and 3. Research on divisor halving for genus
2 and above is ongoing.

Table 4. Scalar multiplication timings inµsec (1.5 GHz Powerpc G4)

Sec. Using sequential mults No sequential mults
lvl.

Curve
DBL ADD NAF NAFw DBL ADD NAF NAFw

ec (157) 6.09 10.20 1517 1284 6.09 10.60 1539 1295

160 g2 (79) 2.39 5.17 645 546 2.39 5.41 656 554
g3 (59) 2.03 6.92 680 547 2.24 8.42 792 730
g4 (53) 3.44 11.59 1146 924 4.04 14.36 1386 1112

ec (179) 7.33 12.27 2082 1756 7.33 12.47 2094 1762

180 g2 (89) 2.78 6.42 880 734 2.78 6.67 895 743
g3 (67) 2.80 9.49 1068 851 3.18 11.98 1283 1010
g4 (59) 4.14 14.04 1579 1258 4.84 17.38 1904 1507

ec (199) 7.62 12.69 2410 2066 7.62 13.20 2443 2083

200 g2 (101) 4.14 8.94 1417 1183 4.14 9.41 1448 1202
g3 (no curve) – – – – – – – –

g4 (67) 5.59 19.76 2422 1905 6.73 25.10 3004 2347

ec (211) 8.36 14.13 2827 2407 8.36 14.67 2865 2426

210 g2 (107) 4.32 9.16 1557 1299 4.32 9.65 1592 1320
g3 (79) 3.11 10.88 1422 1115 3.44 13.12 1648 1279
g4 (71) 6.09 22.24 2849 2223 6.99 26.85 3363 2607

ec (no curve) – – – – – – – –

220 g2 (109) 4.41 9.56 1673 1389 4.41 10.05 1708 1410
g3 (83) 3.48 12.20 1659 1297 3.81 14.38 1893 1466
g4 (73) 6.42 22.99 3098 2416 7.29 27.29 3606 2796

ec (239) 7.87 13.87 3058 2600 7.87 14.16 3081 2612

240 g2 (no curve) – – – – – – – –
g3 (89) 3.72 13.32 1958 1518 4.17 16.69 2335 1784
g4 (79) 6.32 22.71 3332 2583 7.35 27.44 3958 3052

ec (251) 9.38 15.78 3758 3193 9.38 16.37 3808 3218

250 g2 (127) 4.67 11.36 2115 1721 4.67 11.81 2152 1743
g3 (no curve) – – – – – – – –

g4 (83) 7.06 24.89 3838 2975 8.08 30.16 4534 3488

ec (269) 11.19 21.31 5021 4249 11.19 21.89 5079 4276

270 g2 (137) 7.53 17.14 3576 2925 7.53 17.51 3610 2945
g3 (101) 5.18 18.37 3052 2354 5.97 23.28 3707 2822
g4 (89) 7.60 27.51 4528 3482 9.13 34.70 5588 4323

In order to put our results in a wider perspective, we also provide running times
on an Intel XEON (Prescott Architecture, sSpec number SL7Z5) processor. The finite
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field implementation is the same and has been documented in [5]. Timings aregiven
in Table 5, whereas the graph of EC-relative performance is given in Figure 2.

Table 5. Scalar multiplication timings inµsec (3.6 GHz Intel XEON)

Sec. Using sequential mults Sec. Using sequential mults
lvl.

Curve
DBL ADD NAFw lvl.

Curve
DBL ADD NAFw

ec 2.21 3.92 500 ec – – –

160 g2 2.19 4.02 477 220 g2 3.27 6.01 981
g3 1.72 4.20 410 g3 2.94 7.52 975
g4 2.57 7.02 636 g4 4.35 12.66 1509
ec 3.18 5.65 808 ec 5.19 8.97 1714

180 g2 2.41 4.40 594 240 g2 – – –
g3 2.46 6.21 669 g3 2.93 7.49 1052
g4 2.77 7.58 775 g4 4.29 12.38 1605
ec 3.26 5.85 933 ec 6.03 10.33 2073

200 g2 3.17 5.81 863 250 g2 3.88 7.88 1357
g3 – – – g3 – – –
g4 2.77 7.59 855 g4 4.85 13.89 1895
ec 3.90 6.89 1165 ec 5.85 10.24 2180

210 g2 3.26 5.92 938 270 g2 4.77 9.34 1768
g3 2.64 6.75 843 g3 3.93 10.33 1593
g4 4.10 11.90 1366 g4 4.79 13.77 2001

As explained in [5], the Intel architecture has a smaller number of registers than
the Powerpc architecture, making relative inversion performance significantly worse,
especially for smaller fields. For instance, the inversion-to-multiplication ratio goes
from 5.224 to 13.546 in the 53 bits field.

Therefore, the various types of curves show performance much closer to each other
on the XEON than on a Powerpc, with genus two and three curves being comparable to
each other in performance, and still faster than elliptic curves, but by a smaller factor.
Genus four performs quite well, in many cases it is faster than elliptic curves, and in
one case (at the 200 bit security level) it even offers the fastest choice. One of the
reasons for this efficiency (compared to genus two and three) is due to the sequential
multiplications: the average costs for blocks of 2, 3, 4, and 5 multiplications are lower
on the Xeon than on other processors, and this gives a bigger improvement to genus
four curves than to lower genus ones.

As a matter of fact, the large relative cost of inversion on the Intel CPU could make
projective coordinates interesting in this situation. For example, the single inversion in
the genus three doubling becomes once again the dominant cost of that group operation.
However, developing these new sets of formulæ is beyond the scope of this work and
is left open for future research.

We also note that we have used a 32-bit code base for all architectures,including the
Core2 and the specific Prescott CPU type we use in our test, where 64-bitextensions



Rethinking Jacobian Arithmetic 21

are available. Among other things, code explicitly written and compiled for the64-
bit ISA has access to more registers (16 instead of 8). Rewriting the codefor 64-bit
machines and using more registers would not only increase performance (by roughly
a factor of two), but most likely also make the Intel performance behave in a more
similar way to the PowerPC, i.e. give a stronger advantage to genus 2 and3 curves.
Granularity problems would still be partially solved as in the 32-bit case, as the finite
field performance tables in [5] show. Only curves on fields smaller than 64 bits may
behave in a noticeably different way because no multi-precision operands are used. In
particular, genus 3 curves overF259 and genus 4 curves overF253 andF259 would be
much faster (and making curves of genera 3 and 4 even more interesting for moderate
security applications).

Figure 2: Scalar multiplication performance for curves of genera two, three and four
at various security levels, relative toEC performance (normalized to 1.0) on a 3.6 GHz
Intel XEON
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6.2 Conclusions

In this paper we reconsidered the issue of implementing low genus hyperelliptic Jaco-
bian arithmetic over fields of even characteristic. Instead of independently addressing
field arithmetic, the derivation of explicit formulæ, and the impact of recent security
research, we studied the interplay of these issues.

When explicit formulæ are designed, it is customary to speed-up polynomial oper-
ations by means of Karatsuba-like tricks. Combining these with the use of sequen-
tial multiplication routines [5] brings substantial performance gains, especially as the
genus increases. This is reflected in the real world results reported in Section 6.1. The
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gains due to sequential multiplications alone are often close to 15% and 20% for genus
three and four respectively. To a much smaller extent, gains are obtained even for
López-Dahab coordinates for elliptic curves as well as for affine genus two formulæ.
Our genus four formulæ are significantly better than the best ones previously published
(for example, addition costs decrease from 2I+148M+6S in [42] to 1I+119M+10S in
this paper).

Moreover, we restricted the computations to specific subgroups or subsets of the
considered algebraic groups to speed up scalar multiplication (Section 5).This can be
done without losing security since the index calculus methods attack the DLP inthe
whole algebraic group and do not consider subgroups or key sizes - whereas square
root methods (such as Pollard’s methods) can be restricted to search insubgroups or
among keys of a certain size.

Some interesting results and observations stemming from the benchmarksare:
• Curves of genus three provide similar performance to curves of genus two, and

perform even better in some circumstances.
• Cryptographically secure curves of genus three and four may be easier to find

since we can allow larger cofactors than in the genus one and two cases.
• Genus four, used wisely, is still interesting, as its performance compares to that of

elliptic curves.
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A Genus three formulæ

Doubling formula D3 = [2]D1

Inputs: D1 = [u1(x), v1(x)], u1(x) = a0 + a1x + a2x
2 + x3 andv1(x) = c0 + c1x + c2x

2

C : y2 + h(x)y = f(x) with h(x) = 1 andf(x) = f0 + f1x + f3x
3 + x7

Outputs:D3 = [u3(x), v3(x)], u3(x) = e0 + e1x + e2x
2 + x3 andv3(x) = ǫ0 + ǫ1x + ǫ2x

2

Step Operations Cost
(Effective)

1 uC(x) = u1(x)2, uC(x) = uC,0 + uC,2x
2 + uC,4x

4 + x6

uC,0 = (a0)2; uC,2 = (a1)2; uC,4 = (a2)2;
If uC,4 (= vC,5) is 0 use Cantor’s algorithm

3 S
(3 S)

2 vC(x) = v1(x)2 + f(x) moduC(x),
andvC(x) = vC,0 + vC,1x + vC,2x

2 + vC,3x
3 + vC,4x

4 + vC,5x
5

t0 = (c0)2; vC,2 = (c1)2; vC,4 = (c2)2; vC,0 = t0 + f0; vC,1 = uC,0 + f1;
vC,3 = f3 + uC,2;

3 S
(3 S)

3 computation of inverse
T1 = 1/uC,4;

1 I
(1 I)

4 uT (x) = Monic
(

f(x)+vC(x)+vC(x)2

uC (x)

)

, uT (x) = uT,0 + uT,1x + uT,2x
2 + x4

uT,1 = (T1)2; t2 = (vC,4)2; t3 = (vC,3)2; (t4, t5) = uT,1 · (t2, t3);
e1 = t4 + uC,4; t6 = uC,2 + t5; (T7, T8) = e1 · (uC,4, vC,4);
uT,0 = t6 + T7;

4 M + 3 S
(3.3 M + 3 S)

5 vT (x) = vC(x) + 1 moduT (x), vT (x) = vT,0 + vT,1x + vT,2x
2 + vT,3x

3

t9 = vC,4 · uT,0; t10 = vC,4 + uC,4; t11 = uT,0 + uT,1; t12 = t10 · t11;
T13 = vC,0 + t9; vT,1 = vC,1 + t12 + t9 + T1; vT,2 = vC,2 + T8 + T1;
vT,3 = vC,3 + T7;

2 M
(2 M)

6 u3(x) = Monic
(

f(x)+vT (x)+vT (x)2

uT (x)

)

, u3(x) = e0 + e1x + e2x
2 + x3

e2 = (vT,3)2; t14 = (vT,2)2; t15 = e2 · e1; e0 = uT,1 + t14 + t15;

1 M + 2 S
(1 M + 2 S)

7 v3(x) = vT (x) + 1 modu3(x), v3(x) = ǫ0 + ǫ1x + ǫ2x
2

(t16, t17, t18) = vT,3 · (e0, e1, e2); ǫ0 = t16 + T13; ǫ1 = t17 + vT,1;
ǫ2 = t18 + vT,2;

3 M
(2.25 M)

Total: 1 I + 10 M + 11 S (1 I + 8.55 M + 11 S)

Variable schedule for the genus 3 doubling formula

0 1 2 3 4 5 6 7 8 9 10 11 12

uC,4 vC,4 vC,3 vC,2 uC,0 t0 uT,1 t4 uC,2 t2 t5 T1 t3

t12 t10 vT,3 vT,2 vC,1 vC,0 e0 e1 t6 T7 T8 t17 t9

t14 t15 vT,1 T13 uT,0 t16 ǫ1 t18

t11 ǫ0 ǫ2

e2



26 R. Avanzi, N. Thériault, and Z. Wang

Addition formula D3 = D1 ⊕ D2

Inputs: D1 = [u1(x), v1(x)], u1(x) = a0 + a1x + a2x
2 + x3 andv1(x) = c0 + c1x + c2x

2

D2 = [u2(x), v2(x)], u2(x) = b0 + b1x + b2x
2 + x3 andv2(x) = d0 + d1x + d2x

2

C : y2 + h(x)y = f(x) with h(x) = 1 andf(x) = f0 + f1x + f3x
3 + x7

Outputs:D3 = [u3(x), v3(x)], u3(x) = e0 + e1x + e2x
2 + x3 andv3(x) = ǫ0 + ǫ1x + ǫ2x

2

Step Operations Cost
(Effective)

1 inv(x) = r · u1(x)−1 modu2(x), via Cramer’s rule,inv(x) = inv0 + inv1x + inv2x
2

M0,0 = b0 + a0; M1,0 = b1 + a1; M2,0 = b2 + a2; (M0,1, T0, T1) = M2,0 · (b0, b1, b2);
M1,1 = T0 + M0,0; M2,1 = T1 + M1,0; (M0,2, t2, t3) = M2,1 · (b0, b1, b2);
M1,2 = t2 + M0,1; M2,2 = t3 + M1,1; (t4, t5) = M1,0 · (M2,2, M2,1);
(t6, t7) = M1,1 · (M2,2, M2,0); (t8, t9) = M1,2 · (M2,0, M2,1); inv0 = t6 + t9;
inv1 = t4 + t8; inv2 = t5 + t7;

12 M
(9.45 M)

2 r = inv(x) · u1(x) modu2(x)

q0 = d0 + c0; q1 = d1 + c1; q2 = d2 + c2; (t10, T11) = inv0 · (M0,0, q0);
(t12, λ1) = inv2 · (M0,2, q2); t13 = t12 + t10; (t14, T15) = inv1 · (M0,1, q1); r = t13 + t14;
If r is 0 use Cantor’s algorithm

6 M
(4.95 M)

3 s′(x) = r · s(x), s(x) = u1(x)−1 · (v2(x) + v1(x)) modu2(x), s′(x) = s′0 + s′1x + s′2x
2

t16 = inv0 + inv1; t17 = inv0 + inv2; t18 = inv1 + inv2; t19 = q1 + q2; t20 = q1 + q0;
t21 = q0 + q2; t22 = t17 · t21; t23 = t18 · t19; (t24, t25) = λ1 · (b1, b2);
λ0 = t25 + T15 + λ1 + t23; (t26, t27) = λ0 · (b0, b2);
s′2 = t22 + T11 + λ1 + T15 + t24 + t27; s′0 = t26 + T11; t28 = t20 · t16; t29 = λ0 + λ1;
t30 = b0 + b1; t31 = t29 · t30; s′1 = t31 + s′0 + T15 + t24 + t28;

8 M
(7.3 M)

4 computation of inverses and ˜s(x) (s′(x) made monic), ˜s(x) = s̃0 + s̃1x + x2

t32 = r · s′2; If t32 is 0 use Cantor’s algorithm
t33 = 1/t32; t34 = (s′2)

2; (t35, s2) = t33 · (r, t34); (T36, s̃0, s̃1) = t35 · (r, s′0, s′1);

1 I + 6 M + 1 S
(1 I + 4.9 M + 1 S)

5 uT (x) =
[

s̃(x)2u1(x)
u2(x)

]

+ s2
−2 (x + a2 + b2), uT (x) = uT,0 + uT,1x + uT,2x

2 + uT,3x
3 + x4

t37 = (s̃0)2; t38 = (s̃1)2; (t39, t40) = t38 · (a1, a2); uT,3 = a2 + b2;
uT,2 = t38 + a1 + b1 + T1; (t41, t42) = uT,2 · (b1, b2); l1 = t42 + a0 + b0 + T0 + t40;
t43 = l1 · b2; l0 = t43 + t37 + M0,1 + t39 + t41; t44 = (T36)2; t45 = t44 · uT,3;
uT,1 = t44 + l1; uT,0 = t45 + l0;

6 M + 3 S
(5.3 M + 3 S)

6 z(x) = s̃(x)u1(x), z(x) = z0 + z1x + z2x
2 + z3x

3 + z4x
4 + x5

(t46, t47) = s̃1 · (a1, a2); (z0, t48) = s̃0 · (a0, a2); t49 = s̃0 + s̃1; t50 = a0 + a1;
z3 = t47 + a1 + s̃0; t51 = t49 · t50; z2 = a0 + t46 + t48; z1 = t51 + z0 + t46;

5 M
(4.3 M)

7 vT (x) = s2z(x) + v1(x) + 1 moduT (x), vT (x) = vT,0 + vT,1x + vT,2x
2 + vT,3x

3

t52 = s̃1 + uT,3 + a2; (t53, t54, t55, t56) = t52 · (uT,0, uT,1, uT,2, uT,3); t57 = t53 + z0;
t58 = t54 + uT,0 + z1; t59 = t55 + uT,1 + z2; t60 = t56 + uT,2 + z3;
(t61, t62, t63, vT,3) = s2 · (t57, t58, t59, t60); T64 = t61 + c0; vT,1 = t62 + c1;
vT,2 = t63 + c2;

8 M
(5.6 M)

8 u3(x) = Monic
(

f(x)+vT (x)+vT (x)2

uT (x)

)

, u3(x) = e0 + e1x + e2x
2 + x3

t65 = (vT,3)2; t66 = (vT.2)2; e2 = t65 + uT,3; (t67, t68) = e2 · (uT,2, uT,3)
e1 = t68 + uT,2; t69 = uT,3 · e1; e0 = t66 + uT,1 + t67 + t69;

3 M + 2 S
(2.65 M + 2 S)

9 v3(x) = vT (x) + 1 modu3(x), v3(x) = ǫ0 + ǫ1x + ǫ2x
2

(t70, t71, t72) = vT,3 · (e0, e1, e2); ǫ2 = vT,2 + t72; ǫ1 = vT,1 + t71; ǫ0 = T64 + t70;
3 M

2.25 M

Total: 1 I + 57 M + 6 S (1 I + 46.7 M + 6 S)
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Variable schedule for the genus 3 addition formula
0 1 2 3 4 5 6 7 8 9 10 11 12 13

M0,0 M1,0 M2,0 M1,1 M2,1 M0,2 t2 t3 t6 t4 t5 M0,1 T0 T1

t12 t7 q1 t8 λ1 t14 M1,2 M2,2 inv0 inv1 inv2 t49 t43 t42

t13 q0 t20 q2 t32 t16 t10 t9 t17 t18 t19 t54 l0 l1

r t21 t31 t22 t34 t29 T15 T11 t27 t25 t24 t58 t50 t48

t39 t23 s′1 s′2 t37 t33 T36 t28 t30 λ0 t41 t66 t55 t56

t45 t26 t38 t35 t47 z0 t51 s̃0 s̃1 s2 t46 e0 t59 t60

uT,0 s′0 uT,2 uT,3 z3 t61 z1 z2 t52 t69 t53 t68 t65

t40 t71 t72 T64 t62 t63 vT,3 t57 e1 e2

t44 ǫ0 vT,1 vT,2 t67

uT,1 ǫ1 ǫ2

t70

B Genus four formulæ

Doubling formula D3 = [2]D1

Inputs: D1 = [u1(x), v1(x)], u1(x) = a0 + a1x + a2x
2 + a3x

3 + x4 andv1(x) = c0 + c1x + c2x
2 + c3x

3

C : y2 + h(x)y = f(x) with h(x) = 1 andf(x) = f0 + f1x + f3x
3 + f7x

7 + x9

Outputs:D3 = [u3(x), v3(x)], u3(x) = e0 + e1x + e2x
2 + e3x

3 + x4 andv3(x) = ǫ0 + ǫ1x + ǫ2x
2 + ǫ3x

3

Step Operations Cost
(Effective)

1 uC(x) = u1(x)2, uC(x) = uC,0 + uC,2x
2 + uC,4x

4 + uC,6x
6 + x8

uC,0 = (a0)2; uC,2 = (a1)2; uC,4 = (a2)2; uC,6 = (a3)2;
4 S

(4 S)

2 vC(x) = v1(x)2 + f(x) moduC(x),
vC(x) = vC,0 + vC,1x + vC,2x

2 + vC,3x
3 + vC,4x

4 + vC,5x
5 + vC,6x

6 + vC,7x
7

t0 = (c0)2; vC,2 = (c1)2; vC,4 = (c2)2; vC,6 = (c3)2; vC,0 = f0 + t0;
vC,1 = f1 + uC,0; vC,3 = f3 + uC,2; vC,7 = f7 + uC,6; (Note: vC,5 = uC,4)

4 S
(4 S)

3 computation of inverses
t1 = vC,7 · uC,4; T2 = (vC,6)2; t3 = (vC,7)2; t4 = t3 · uC,6; t5 = T2 + t1 + t4;
t6 = vC,7 · t5; If t6 is 0 use Cantor’s algorithm;
t7 = 1/t6; (t8, t9) = t7 · (t3, t5); e3 = (t8)2; uT,1 = (t9)2;

1 I + 5 M + 4 S
(1 I + 4.65 M + 4 S)

4 uT (x) = Monic
(

f(x)+vC(x)+vC(x)2

uC (x)

)

, uT (x) = uT,0 + uT,1x + uT,2x
2 + uT,4x

4 + x6

t10 = (uC,4)2; t11 = (vC,4)2; (t12, t13, t14) = uT,1 · (T2, t10, t11); uT,4 = t12 + uC,6;
(t15, t16) = uT,4 · (uC,6, uC,4); uT,2 = t15 + t13 + uC,4; t17 = uC,6 · uT,2;
uT,0 = t16 + t14 + uC,2 + t17;

6 M + 2 S
(4.9 M + 2 S)

5 vT (x) = vC(x) + 1 moduT (x),
vT (x) = vT,0 + vT,1x + vT,2x

2 + vT,3x
3 + vT,4x

4 + vT,5x
5

(t18, t19, t20) = vC,6 · (uT,0, uT,4, uT,1); (t21, t22, t23) = vC,7 · (uT,2, uT,0, uT,4);
t24 = vC,6 + vC,7; t25 = uT,1 + uT,2; t26 = t24 · t25; T27 = vC,0 + t18;
vT,1 = vC,1 + t20 + t22; vT,2 = vC,2 + t26 + t20 + t21; vT,3 = vC,3 + t21;
vT,4 = vC,4 + t19; vT,5 = uC,4 + t23;

7 M
(5.5 M)

6 u3(x) = Monic
(

f(x)+vT (x)+vT (x)2

uT (x)

)

, u3(x) = e0 + e1x + e2x
2 + e3x

3 + x4

t28 = (vT,3)2; t29 = (vT,4)2; t30 = f7 + uT,4; (t31, e1, t32) = e3 · (t28, t30, t29);
e2 = t32 + uT,4; t33 = e2 · uT,4; e0 = t31 + uT,2 + t33;

4 M + 2 S
(3.25 M + 2 S)

7 v3(x) = vT (x) + 1 modu3(x), v3(x) = ǫ0 + ǫ1x + ǫ2x
2 + ǫ3x

3

(t34, t35) = vT,5 · (e1, e3); t36 = vT,4 + t35; t37 = t36 + vT,5; t38 = e0 + e1;
t39 = e2 + e3; (t40, t41) = t36 · (e0, e2); (t42, t43) = t37 · (t38, t39); ǫ0 = T27 + t40;
ǫ1 = vT,1 + t42 + t34 + t40; ǫ2 = vT,2 + t34 + t41; ǫ3 = vT,3 + t43 + t35 + t41;

6 M
(4.95 M)

Total: 1 I + 28 M + 16 S (1 I + 23.25 M + 16 S)
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Addition formula D3 = D1 ⊕ D2

Inputs: D1 = [u1(x), v1(x)], u1(x) = a0 + a1x + a2x
2 + a3x

3 + x4 andv1(x) = c0 + c1x + c2x
2 + c3x

3;
D2 = [u2(x), v2(x)], u2(x) = b0 + b1x + b2x

2 + b3x
3 + x4 andv2(x) = d0 + d1x + d2x

2 + d3x
3;

C : y2 + h(x)y = f(x) with h(x) = 1 andf(x) = f0 + f1x + f3x
3 + f7x

7 + x9

Outputs:D3 = [u3(x), v3(x)], u3(x) = e0 + e1x + e2x
2 + e3x

3 + x4 andv3(x) = ǫ0 + ǫ1x + ǫ2x
2 + ǫ3x

3

Step Operations Cost
(Effective)

1 Almost inverse,inv(x) = r · u1(x)−1 modu2(x), via Cramer’s rule,
inv(x) = inv0 + inv1x + inv2x

2 + inv3x
3

M0,0 = a0 + b0; M1,0 = a1 + b1; M2,0 = a2 + b2; M3,0 = a3 + b3; (M0,1, t0, t1, t2) = M3,0 · (b0, b1, b2, b3);
M1,1 = t0 + M0,0; M2,1 = t1 + M1,0; M3,1 = M2,0 + t2; (M0,2, t3, t4, t5) = M3,1 · (b0, b1, b2, b3);
M1,2 = M0,1 + t3; M2,2 = M1,1 + t4; M3,2 = M2,1 + t5; (M0,3, t6, t7, t8) = M3,2 · (b0, b1, b2, b3);
M1,3 = M0,2 + t6; M2,3 = M1,2 + t7; M3,3 = t8 + M2,2; (t9, t10, t11) = M2,2 · (M3,3, M3,0, M3,1);
copy(M3,3); copy(M3,2); copy(M3,1); (t12, t13, t14) = M2,3 · (M3,0, M3,1, M3,2); copy(M3,0);
(t15, t16, t17) = M2,0 · (M3,1, M3,2, M3,3); α0,2 = t16 + t10; α0,3 = t12 + t17; α2,3 = t14 + t9;
(t18, t19, t20) = M2,1 · (M3,2, M3,3, M3,0); α0,1 = t20 + t15; α1,2 = t18 + t11; α1,3 = t13 + t19;
T21 = M2,1 + M1,0; T22 = M3,1 + M2,0; copy(α0,3); copy(α1,3); copy(α1,2);
(t23, t24, t25) = M1,2 · (α0,3, α0,1, α1,3); copy(α0,1); (t26, t27, t28) = M1,0 · (α1,3, α2,3, α1,2);
(t29, t30, t31) = M1,3 · (α1,2, α0,2, α0,1); copy(α0,2); (t32, t33, t34) = M1,1 · (α0,3, α0,2, α2,3);
inv0 = t29 + t25 + t34; inv1 = t30 + t23 + t27; inv2 = t31 + t32 + t26; inv3 = t28 + t33 + t24;
T35 = M1,1 + M0,0;

36 M
(26.4 M)

2 r = inv(x) · u1(x) modu2(x)

q0 = c0 + d0; q2 = c2 + d2; (t36, T37) = inv0 · (M0,0, q0); (t38, T39) = inv2 · (M0,2, q2); q1 = c1 + d1;
q3 = c3 + d3; (t40, T41) = inv1 · (M0,1, q1); (t42, λ2) = inv3 · (M0,3, q3); r = t36 + t40 + t38 + t42;
If r is 0 use Cantor’s algorithm

8 M
(6.6 M)

3 s′(x) = r · s(x), s(x) = u1(x)−1 · (v2(x) + v1(x)) modu2(x), s′(x) = s′0 + s′1x + s′2x
2 + s′3x

3

t43 = q0 + q1; t44 = q2 + q3; t45 = q0 + q2; t46 = q1 + q3; t47 = inv0 + inv1; t48 = inv2 + inv3;
t49 = inv2 + inv0; t50 = inv3 + inv1; t51 = t43 · t47; t52 = t44 · t48; t53 = t45 · t49; t54 = t46 · t50;
t55 = t43 + t44; t56 = t48 + t47; t57 = t55 · t56; t58 = λ2 · b3; λ1 = t52 + T39 + λ2 + t58; t59 = λ1 · b2;
t60 = λ1 + λ2; t61 = b2 + b3; t62 = t60 · t61; λ0 = t54 + T41 + λ2 + T39 + t62 + t58 + t59; t63 = λ0 · b1;
t64 = λ0 + λ1; t65 = λ0 + λ2; t66 = b1 + b2; t67 = b1 + b3; t68 = t58 + t54 + t57 + t52; t69 = t64 · t66;
t70 = t65 · t67; s′3 = t68 + t51 + t53 + T37 + T41 + T39 + λ2 + t70 + t59 + t63;
(t71, t72, t73) = b0 · (λ0, λ1, λ2); s′2 = t59 + t53 + T37 + T39 + T41 + t69 + t63 + t73;
s′1 = t51 + T37 + T41 + t63 + t72; s′0 = T37 + t71;

14 M
(13.25 M)

4 computation of inverses and ˜s(x) (s′(x) made monic), ˜s(x) = s̃0 + s̃1x + s̃2x
2 + x3

t74 = b3 · s′2; (t75, t76) = s′3 · (b2, r); t77 = (s′3)
2; t78 = t74 + t75 + s′1; t79 = t78 · s′3; t80 = (s′2)

2;
t81 = (t76)2; t82 = t79 + t80; t83 = t76 · t82;
If t83 is 0 use Cantor’s algorithm;
t84 = 1/t83; (t85, t86) = t84 · (t82, t81); (s3, vT,5, t87) = t85 · (t77, t82, r); (t88, s̃0, s̃1, s̃2) = t87 · (r, s′0, s′1, s′2);
T89 = (t86)

2; T90 = (t88)
2;

1 I + 14 M + 5 S
(1 I + 11.35 M + 5 S)

5 uT (x) =
[

s̃(x)2u1(x)/u2(x)
]

+ s3
−2 (x + a3 + b3),

uT (x) = uT,0 + uT,1x + uT,2x
2 + uT,3x

3 + uT,4x
4 + uT,5x

5 + x6

t91 = (s̃0)2; t92 = (s̃1)2; t93 = (s̃2)2; (t94, t95, t96, t97) = t93 · (a0, a1, a2, a3); (t98, t99) = t92 · (a2, a3);
uT,5 = a3 + b3; uT,4 = T22 + a2 + b2 + t93; (t100, t101) = uT,4 · (b3, b0); uT,3 = T21 + a1 + b1 + t97 + t100;
t102 = t94 + t101; t103 = uT,3 + uT,4; t104 = b2 + b3; t105 = t103 · t104; t106 = uT,3 · b2;
uT,2 = T35 + a0 + b0 + t96 + t92 + t105 + t106 + t100; t107 = uT,2 + uT,4; t108 = b1 + b3; t109 = uT,2 · b1;
t110 = t107 · t108; l1 = M0,1 + t95 + t99 + t106 + t110 + t100 + t109; t111 = uT,2 + uT,3; t112 = b1 + b2;
t113 = l1 · b3; t114 = t111 · t112; l0 = t102 + t98 + t91 + t113 + t114 + t106 + t109; t115 = T90 · uT,5;
uT,1 = l1 + T90; uT,0 = l0 + t115;

15 M + 3 S
(13.1 M + 3 S)

6 z(x) = s̃(x)u1(x), z(x) = z0 + z1x + z2x
2 + z3x

3 + z4x
4 + z5x

5 + z6x
6 + x7

(t116, z0) = s̃0 · (a3, a0); (t117, t118) = s̃1 · (a3, a1); t119 = a2 · s̃2; t120 = a0 + a1; t121 = a0 + a2;
t122 = a1 + a2; t123 = s̃0 + s̃1; t124 = s̃0 + s̃2; t125 = s̃1 + s̃2; t126 = t120 · t123; t127 = t121 · t124;
t128 = t122 · t125; z4 = a1 + s̃0 + t117 + t119; z3 = a0 + t116 + t128 + t119 + t118;
z2 = t118 + t127 + t119 + z0; z1 = t126 + t118 + z0; z6 = a3 + s̃2;

8 M
(7.3 M)

7 vT (x) = s3z(x) + v1(x) + 1 moduT (x), vT (x) = vT,0 + vT,1x + vT,2x
2 + vT,3x

3 + vT,4x
4 + vT,5x

5

t129 = uT,5 + z6; (t130, t131, t132, t133, t134) = t129 · (uT,0, uT,1, uT,2, uT,3, uT,4); t135 = z0 + t130;
t136 = z1 + t131 + uT,0; t137 = z2 + t132 + uT,1; t138 = z3 + t133 + uT,2; t139 = z4 + t134 + uT,3;
(vT,4, t140, t141, t142, t143) = s3 · (t139, t138, t137, t136, t135); T144 = t143 + c0; vT,1 = t142 + c1;
vT,2 = t141 + c2; vT,3 = t140 + c3;

10 M
(6.8 M)

8 u3(x) = Monic
(

(

f(x) + vT (x) + vT (x)2
)

/

uT (x)
)

, u3(x) = e0 + e1x + e2x
2 + e3x

3 + x4

t145 = (vT,3)2; t146 = (vT,4)2; copy(f7); e3 = T89 + uT,5; (t147, t148, t149) = T89 · (t146, t145, f7);
(t150, t151) = e3 · (uT,5, uT,3); e2 = t147 + t150 + uT,4; t152 = e2 + e3; t153 = uT,4 + uT,5; t154 = e2 · uT,4;
t155 = t152 · t153; e1 = t149 + t155 + t154 + t150 + uT,3; t156 = e1 · uT,5;
e0 = t151 + t148 + t154 + t156 + uT,2;

8 M + 2 S
(6.9 M + 2 S)

9 v3(x) = vT (x) + 1 modu3(x), v3(x) = ǫ0 + ǫ1x + ǫ2x
2 + ǫ3x

3

(t157, t158) = vT,5 · (e1, e3); t159 = vT,4 + t158; t160 = t159 + vT,5; t161 = e0 + e1; t162 = e2 + e3;
(t163, t164) = t159 · (e0, e2); (t165, t166) = t160 · (t161, t162); ǫ0 = t163 + T144; ǫ1 = t165 + t157 + t163 + vT,1;
ǫ2 = t157 + t164 + vT,2; ǫ3 = t166 + t158 + t164 + vT,3;

6 M
(4.95 M)

Total: 1 I + 119 M + 10 S (1 I + 96.65 M + 10 S)



Rethinking Jacobian Arithmetic 29

Variable schedule for the genus 4 doubling formula
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

uC,2 t22 uC,6 t0 t3 t4 t5 vC,0 vC,1 vC,2 vC,3 vC,4 uC,4 vC,6 vC,7 uC,0 t9 t14 e3

t21 t30 t23 T2 t10 t7 uT,1 T27 vT,1 vT,2 vT,3 vT,4 vT,5 t24 t35 t1 t13 t20

t28 t38 t29 t15 t16 t11 t26 ǫ0 ǫ1 ǫ2 ǫ3 t36 t34 t6 t19 t32

t37 t33 uT,2 uT,0 uT,4 t43 t8 e1 e2

t39 t40 t25 t42 t12

t41 t17

t18

t31

e0

Variable schedule for the genus four addition formula (copies indicated by ∗)
0 M0,0 q1 t47 t57 t69 t74 t79 s3 t154 t160

1 M0,2 q3 t48 t56 t63 t75 t80 t84 vT,5

2 t3 M0,3 t52 t70 t76 t87 T89 t155 t162

3 t4 t6 t12 α0,3 t36 t64 t71 t88 t91 t119 t130 vT,4 t159

4 t5 t7 t13 α1,3 α∗

0,2 t40 t43 t55 t60 t65 t72 t78 t83 t85 s̃0 t131 t140 vT,3

5 t8 M3,3 t14 α2,3 t38 t44 t61 t66 t73 t81 s̃1 t126 t132 t141 vT,2

6 M3,0 t15 α∗

1,2 t32 t42 t45 t62 t67 s̃2 t133 t142 vT,1

7 M3,1 t16 α0,2 t33 t46 λ0 T90 t116 t134 t143 T144

8 M3,2 t17 t18 α1,2 α∗

0,1 t34 q0 λ1 t92 t107 t117 t129 t151 t157

9 t9 t19 α∗

0,3 t26 λ2 t86 t93 t101 t103 t106 t118 t153 t156 t158

10 t10 t20 α0,1 t27 T37 uT,5 t163

11 t11 α∗

1,3 t28 T41 t104 t108 t111 l0 uT,0 t150 t164

12 M0,1 l1 uT,1 t152 t161

13 t0 M1,1 T35 uT,2

14 t1 M2,1 T21 uT,3

15 t2 M∗

3,1 T22 uT,4 ǫ0

16 M∗

3,2 t23 T39 t77 t100 t120 t127 t147 t165 ǫ1

17 M2,2 M∗

3,3 t24 q2 t54 t82 t94 t102 t123 t128 z6 t148 ǫ2

18 M2,3 M∗

3,0 t25 r t95 t113 t122 z4 t139 t149 t166 ǫ3

19 M2,0 t29 inv0 t53 s′0 t96 t109 t121 z3 t138 t146 e0

20 M1,0 t30 inv1 t51 s′1 t97 t105 t110 t114 t124 z2 t137 t145 e1

21 M1,2 t31 inv2 t49 t59 s′2 t98 t125 z1 t136 f∗

7 e2

22 M1,3 inv3 t50 t58 t68 s′3 t99 t112 t115 z0 t135 e3
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