
Security Monitors scan a constant stream of event data to
find suspicious combinations of security events.  There is
too much data to properly look at everything and most of
the events in the table are false alarms.

Problem
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Sort the event table by various criteria and scroll to
visually scan for “something that pops out.”

Current practice

1. Quickly identify those events we don’t need to worry
about and “dismiss” them

2. Identify suspicious events and trigger a “callout” if
appropriate(alert system administrator)

Goals

What we noticed

- Monitors feel uncomfortable when they cannot see
“raw data” (trust issue)

- Monitors interact with blocks of events in event table
- They sort and re-sort and scan for patterns
- Sometimes they inspect a block of events further

Derived Design Principles

- Don’t eliminate the event table: improve it!
- Make patterns in the event data more obvious
- Let users interact with blocks of events
- Visualize one block instead of the entire table
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First approach

Replace event table with a visualization.
But: Security Monitors didn’t accept the new system

Blocking: Take raw data
... mark duplicates

... and get rid of them!

1. Make patterns in data more obvious
Blocking replaces duplicate information in a table with “ditto” marks. This vastly cleans up
repetitive data. In a sorted table this makes blocks of data visually jump out.

1. Double click to select block

2. Let users interact with blocks of events
Once blocks are visible it makes sense to interact with entire blocks. Block navigation allows
users to jump from block to block using the cursor keys.
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2. Navigate using arrow keys

3. Examine using summaries
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