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Foreword

Engineering has always been concerned with predictability, the expectation for
development efforts to result in products which perform desired functions with
acceptable reliability and availability on time and at acceptable cost. However,
most branches of engineering experience strict physical and technical limitations
that impact what can be economically achieved. As a result, strong emphasis is
placed on estimation and calculation, such as the amount of materials involved,
the strengths of structures, and whether multiple purposes can be served by any
single construction.

The use of the word architecture in software design and hardware infrastructure
is analogous to its use in civil engineering. Architecture is the science, and art, of
bringing together all major elements of an intended construction or
reconstruction so as to fulfill the primary purposes of the project. The goal of
architecture is to simultaneously fulfill both primary and secondary project
objectives while satisfying an engineering sense of correctness, appropriateness,
and elegance. When designing a new IT hardware and software infrastructure,
such as that needed by Web sites that utilize the capabilities of the Internet to
promote interest to other businesses as well as customers, similar estimations
and calculations must be done to ensure sufficient capacities are available
without compromising economy.

There are many disciplines to engineering. Those involved in meeting
performance, reliability, availability, security and other requirements — the
techniques collected under the term architecture — are among the least
understood. As a result, IT system architects often learn their craft on the job,



from mentors, and through experience. Consequently, architects often fall prey to
two tendencies: they tend to be effective only in developing systems seen before,
and every problem is made to fit the architect’s preconceptions.

Learning the art of architecture on the job has undesirable consequences. Basing
all knowledge on mentoring and experience requires years observing and
imitating more seasoned professionals. Eventually, such experience leads to good
architectural judgement — but good judgement often comes from learning from
mistakes. This slow and error-prone approach is unacceptable in a world where
the need for new systems is great. Architecture must be taught to budding
architects, and seasoned professionals need better tools with which to evaluate
decisions without requiring systems to be built.

To be successful, architecture must be transformed into a rigorous process using
quantitative mathematical tools. In an effort to help this process, Sun has
developed a series of white papers on Quantitative Architecture — the discipline
of developing architectures using rigorous techniques that enable architects to
predict the non-functional properties of a system to ensure, from the very
beginning, that the system meets its goals.

In order to develop a rigorous and quantitative approach to architecture, it is
important to understand the disciplines that enable predictions to be made
regarding CPU power, network bandwidth, response times, and so on. Toward
that end, the white papers address the following topics:

® Introduction to the Elements of Web Application Architecture, introduces the
sequence of considerations that go into what may be termed modern dot-com
or Web-based architectures, and explains some of the terms and principles
that apply.

® What is Architecture?, discusses the design processes that lead to an
appropriate architecture that meets design and business goals.

® Simplified Performance Estimation, presents a simple and approximate
performance estimation method for early capacity planning which enables
architectural decisions to be made with confidence.

® Understanding Growth, discusses ways to make the growth problem easier to
understand, and aims to facilitate the finding of good estimates of the effects
of growth and alleviate some scalability concerns.



® Understanding Statistics and Queuing — Probability, Distributions and Statistical
Models, delves deeply into the bases of these kinds of computations, making
evident the assumptions in identifying the various kinds of scenarios in which
it is possible to obtain useful, and interesting, results.

® Understanding Capacity and Scalability, presents both capacity and scalability in
a basic mathematical model, and shows how common architectural decisions
affect them.

® Implementing Enterprise Security Policies, discusses security policies and the
potential for machine verification and other techniques.

This series is based on the Sun StartUp Essentials® program, a class devoted to
teaching entrepreneurs and their colleagues the steps needed to establish and
operate business-to-client or business-to-business Web-enabled sites. Discussions
with students revealed that quantifying many decisions enabled good
architecture — and that the basis of the methodology is rarely fully understood.
These papers aim to bridge the gap, making the underlying theory accessible
and able to serve as a firm foundation, and demonstrating, by example, how
these foundations support resulting hardware and software architectures.






Introduction

Understanding Statistics and
Queuing

Statistics and queuing examples are found in nearly every aspect of daily life.
Weather statistics are presented on TV news shows, and viewers are inundated
with sports statistics and political polls — from approval ratings to voting
predictions to exit polls and more. In addition, practical demonstrations of
queuing are everywhere. People form lines in super markets, cars accumulate at
tollbooths, people wait for the next available telephone agent, and many similar
situations.

The connection between statistics and queuing comes with a general interest in:

® The arrival or departure rates of people, items or services

® The average queue length at various times

¢ The average queue wait time

® The longest expected time that one might have to wait in a queue

This last question causes consideration of variation — often it is not sufficient to
consider just the average of some measure, but also how much variation exists in
that measure. A supermarket manager may claim that the average waiting time
in the checkout queue is just two minutes. Yet, if the variation on that two
minutes time is one minute, the wait has an entirely different effect on a
customer’s day than if the variation were ten minutes, and that customer arrived
at the peak waiting time.



Probability

Web site designers are concerned with similar matters — the average arrival
rates of requests from users using client software, the variation in arrival rates,
the time to wait for service of the request, and so on. While many of these
considerations and the statistical computations surrounding them are discussed
in Capacity Planning on a Cocktail Napkin, this paper delves more deeply into the
bases of these kinds of computations, making evident the assumptions in
identifying the various kinds of scenarios in which it is possible to obtain useful,
and interesting, results.

Statistics is concerned with the use of numbers to describe population
characteristics. Population, a term with a very special meaning in this context, is
the complete set or collection of things — things that exist or could exist — in
which there is interest and a wish to describe. There are two related concepts in
the use of numbers to describe the average behavior of collections of activities:
probability and frequency distribution.! While the details of the way in which
mathematicians relate these two concepts is beyond the scope of this document,
illustrations are given, making full appeal to intuition. Nevertheless, by reading
the references listed at the end of this paper, more formal, and finer detail, can be
investigated.

Probability is familiar in activities such a playing cards, throwing dice, or in
simpler, but seemingly more contrived activities such as tossing a coin. However,
coin tossing fosters thinking about some of the more subtle things related to
probability.

Consider the concept of a fair coin in the following terms: toss a fair coin 10,000
times, making each toss a good toss in which the coin spins rapidly. The
expected number of times the result is heads or is tails is equal — the definition
of fair. In a real set of experiments, a coin, because of some wear or deformity,
may not be fair. Whether a coin is or is not fair could be determined by throwing
the coin multiple times (trying not to cause more wear or deformity), and
recording the outcomes. This is called taking a sample of the population. It is not
the whole population, since that is the set of all possible throws. What is needed
is to deduce as much and as many of the characteristics of the population,
knowing only the results obtained from the sample.

1. Some presentations on this subject differentiate between frequency and relative frequency, wherethe latter isthe
normalized version of the former (i.e., isdivided by thetotal number of occurrences). In thiswhite paper, theterm
frequency alwaysrefersto the normalized frequency, and thus correspondsto aprobability density.

Understanding Statistics and Queuing



Imagine the results consisting of the information in Table 1.

Heads Tails Total Throws
2521 2479 5000
Table 1 Coin toss results

These numbers imply there is a bias in favor of heads. But this is a sample.
Random variation may have resulted in these numbers being obtained. Another
trial to obtain an additional sample could conceivably result in favor of tails.
Ideally, a sample such as this would enable the determination of how well
predictions can be made about the entire population. This difficult question is
left to another paper on this topic.

Table 1 could be written a little differently, by dividing all the numbers by the
total number of throws, as illustrated in Table 2. The coin toss data now has the
form of a frequency distribution. The numbers under the Heads and Tails headings
are now probabilities, or frequencies, and it can now be seen how the frequencies
are distributed amongst the outcomes. The total frequency or probability must
be 1.

Heads Tails Total Frequency
0.5042 0.4958 1.0000
Table 2 Frequency distribution of coin toss results

Laws of Probability

Before investigating these observations any further, consider the two major laws
of probability.

October 2001 3



TV Millionaires?

Few people succeed in becoming
millionaires on a very popular TV
program. Contestants need only
answer 15 multiple-choice
questions, with assistance from the
audience, a friend, and a computer.

If, with assistance, and only having
four choices, a contestant has a

99 percent chance of correctly
answering each question, what is
the probability of answering all 15
questions correctly?

Since each question is independent
(see text), multiply the probabilities:
(0.99)3, or 0.86 (86%). Even with an
almost certainty of answering each
question, the chance correctly
answering all 15 is much smaller.
Yet, even 86% of contestants do not
become millionaires. Experience
shows less than 1 in 200 (0.005)
succeed. So, the inverse calculation
finds: (0.005)'/15, or 0.702 (70%).

Game creators need only enough
difficulty to keep the probability of
each correct answer below 70% to
ensure less than 1 in 200 succeed.
As an exercise, check that were the
questions slightly more difficult,
about 63%, the success rate falls to
under 1 in a 1000!

The creators take a different
approach—earlier questions are
easier, and later ones harder.
Nevertheless, questions do not
have to be very difficult to ensure
that sponsors do not have to pay
out too much money too often.

Law 1

Assume the probability of an event is p;, and the probability of some other event
is p,. If the events are independent — the occurrence or non-occurrence of one
event has no effect on the occurrence or non-occurrence of the other event, and
vice versa — the probability of both events happening is the product of the
probabilities:

Py x Py

For example, when throwing a die, the probability of a six is 1/6. When
throwing two dice, the probability of two sixes is 1/6 x 1/6, or 1/36. The
cumulative effect of such computations is demonstrated by examples that follow
below.

Law 2

Assume the probability of an event is p;, and the probability of another event is
p». If the events are independent — the occurrence or non-occurrence of one
event has no effect on the occurrence or non-occurrence of the other event, and
vice versa — the probability of either event happening is the sum of the
probabilities, minus the product of the probabilities:

P+ Po—Pyx Py

When throwing a die, the probability of a six is 1/6. When throwing two dice,
the probability of at least one sixis 1/6 + 1/6 —1/36, or 11/36.

That this formula is correct is not as obvious as the first one. For the case of the
dice, the correctness of the answer is easily verified by writing out all 36 of the
possible results, and counting how many of the results have at least one six. All
the possible results can be shown by writing the numbers 1 through 6 in two
rows, where each of the vertically aligned pairs represent the outcomes on a
visible face of each of the dice (Figure 1).

123456123456123456123456123456123456
1111112222223333334444445555556666¢686

Figure 1 Possible dice toss results
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Clearly the number 6 occurs in the first row 6 times out of the 36 entries, and 6
times out of the 36 entries in the second row. Consequently, a reasonable first
guess is that there are twelve columns containing at least one six. However, this
accounting results in the final right-hand entry being counted twice (the fact that
it has two sixes does not affect that it has a least one six). The reason that it has
been counted twice is exactly because it has two sixes, and it is apparent that
there are 1/36 outcomes with two sixes. As a result, obtaining the correct answer
requires the number of entries with two sixes to be subtracted, ensuring that
entry is counted only once. This is exactly what the formula for the second
probability law says — the events that are counted twice have to be subtracted.

Data Path— An Example

The probability laws have an effect on the construction of Web site
infrastructure. Assume there are two components, a black box firewall and a
networking hub, connected as shown in Figure 2.

Ethernet Hub

Firewall

Figure 2 A firewall and network hub

Assume the reliability, or probability of not failing, of the firewall is 98 percent ,
and the reliability of the hub is 96.5 percent. Inquiring as to the reliability of the
two, in terms of the signals or messages that must pass through both, and
ignoring the possibility of failure of the connecting cables and their connectors, is
a logical question. To obtain this, the probability of both units operating is
needed. If it is assumed that failure events are independent, the probability of
both of them operating is obtained by multiplying the probabilities of each of
them operating, or 94.6%. Cables and connectors, once tested and proven to
work, and not connected and disconnected as part of regular use, have
reliabilities above 99.9 percent, or over three nines. !

1. Cablesand connectorssuffer aremorelikely to suffer from external effects, such asbeing cut by back-hoes, having things
dropped on them, or being overly strained.
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Even at just the three nines level, the four connections in the above arrangement
only reduce the overall reliability by 0.4 percent to 94.2 percent. This is a general
feature — as more components are put into the path of a communication or
computation, the lower the reliability of the overall arrangement.

If a box fails due to external forces, such as a power spike, or earthquake, then it
is likely that the second box would fail in a similar way if it were on the same
power feed or in the same building. In this case, the assumption of independence
of the failures would not be observed, requiring a different method of analysis of
the effects.

Horizontal Scaling — An Example

Assume four computing systems are being used to run application servers in a
distributed environment (Figure 3).

]

I

Figure 3 Horizontal server scaling

For the purposes of this discussion, assume the use of machines with low
reliability, perhaps only 90 percent. What is the probability that at least one server
is running at any given time? That is, what is the reliability of the system of four
servers connected as shown?

The second probability law can be used by considering this arrangement to be
two pairs of machines each consisting of a pair. The reliability of a pair is

90% + 90% —90% x 90% = 180% —81% = 99%.

As a result, the reliability of the pair of pairs is:
99% + 99% —99% x 99% = 198% —98.01% = 99.99%.

Thus, the reliability of the combination is 99.99 percent, or four nines! It is

important to remember this represents the probability that at least one server is
working — it is not the probability that the power of all four servers is available.

Understanding Statistics and Queuing



It might appear that the use of a similar parallel computation arrangement
allows any arbitrary reliability to be obtained. While it is true that systems can be
made more reliable using this technique — the most powerful technique for
building reliable systems — there are limits. For example, communications paths
must be working, and connectors on both sides of the arrangement must be able
to serve the last machine in the chain. Since machine failure order is unknown,
all connections to all machines must be working. Considering the eighteen
connections in this diagram, and making the same three nines assumption used
previously, a reliability of approximately 98% is obtained for all these
connections being functional all the time. Considering the connections to be in
series with the four parallel machines, the combined reliability is 98% x 99.99%,
or 97.9%. That is, the overall reliability is limited, in this case, by the wiring.

Clearly cabling and connectors tend to be more reliable than three nines. Indeed,
they typically exhibit five or six nines, so the outlook is not quite so bleak. It
does, however, need to be taken into consideration. Extra complexity is
introduced when parallel systems are built, ultimately limiting improvements in
reliability that can be gained by doubling up the machinery. Other sources of
extra complexity include networking and software mechanisms needed to direct
requests to the different machines, balance the load, and to direct output back
via appropriate paths to get back to the original source of the request. Creating,
installing, and maintaining this extra complexity is an ongoing cost.

In addition, such paralleling does not necessarily mitigate the risks that affect the
systems in common. Such risks might include being in the same earthquake
zone, being subject to building problems such as sharing power feeds, air-
conditioning systems, common wiring channels, electromagnetic interference
from storms, malfunctioning fire control systems, and so on. Other steps need to
be taken to deal with such common source threats, such as separating the
systems across geographical regions with differing earthquake risk, and using
multiple power feeds from different sources. Nevertheless, the principle of
putting system components in parallel to improve reliability remains one of the
most powerful techniques available to increase reliability figures to the levels
needed by such systems.

It is important to note that a frequent source of common threats to parallel
systems is their control by copies of the same software systems. While installed
software does not degrade over time in the same way as hardware, software
does often contain bugs that can cause cumulative errors. As a result, the
eventual software failure appears to be in a manner similar to a hardware failure.
Having multiple copies of the same software on multiple (parallel) servers
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exposes server each to the same (common) set of risks. The good news is, of
course, that when a bug is found and repaired on one, the same repair can be
easily propagated to all systems.

Another surprising example of the sometimes unexpected effects of probabilistic
interactions is demonstrated in the problem discussed in Appendix A.

Introducing Distributions

Information about dice can be viewed in a different way. When dice are used in
games, it is the sum of the values on the dice that determine the course of the
game. What are the probabilities of getting the various sums? Figure 4 illustrates
the various combinations of results from throwing two dice.

12345612345612345612345612345612345€6
11111122222233333344444455555506©6°062©6°66
23456734567 8456789567 891067 8910117 8 9101112

Figure 4 Possible results for dice toss sums

Counting the outcomes, each sum shown in the top row of Figure 5 occurs as
shown in the bottom row.

2 3 4 5 6 7 8 9 10 1 12
1 2 3 4 5 6 5 4 3 2 1

Figure 5 Possible frequency results for dice toss sums

This provides another example of a distribution. The information can be
presented in terms of probabilities by dividing each of these values by 36 (the
total number of outcomes). Consequently, when throwing two dice, there is one
chance in 36, or a probability of 1/36, of getting a sum of 2, 6/36 = 1/6 of getting
a sum of 7, and 1/18 of getting a sum of 11.

Another interesting question could arise. What is the probability of getting a sum
of 9 or less? A naive answer would be 3/4, because 9 is three-quarters of 12.
However, if all the counts for 9 or less are added together, there are 30 outcomes
with values less than or equal to 9. As a result, the answer is 30/36, or 5/6, or
approximately 83 percent. It is said that the value 9 is at the 83" percentile,
meaning that 83 percent of the possible outcomes are at, or less than, the value 9.

Understanding Statistics and Queuing



Describing Distributions

Certain numbers are used to help describe distributions, and three are used to
give a sense of the center of the distribution: mode, median, and mean.

® Mode is the value that occurs most frequently in the distribution. In the dice
distribution, the most frequent value is 7. Sometimes there are several values
that occur more frequently than others, separated by values that are less. In
this case, the distribution is described as being bi-, tri-, or even multi-modal.

® Median is the value corresponding to the 50t percentile — the value which
has as many occurrences above it as below it. In the dice distribution, the
discreteness of the distribution results in no value that corresponds exactly to
50 percent. On the other hand, the value 7 has as many greater than it has less
than it. As result, it is satisfactory to say that the value 7 is the median in most
cases.

® Mean is the balance point of the distribution. Imagine that the distribution is
represented by a shape whose height is proportional to the frequencies, and
that the shape is balanced on a knife edge. The point at which it balances is
the mean. In the dice distribution, the value 7 is also the mean.

The mean is calculated by doing a calculation corresponding to the balancing
described above — computing the average moment, the weight or frequency of
each value multiplied by the lever arm, or value. The result is the average
moment (which is why the mean is often called the average). If the
observations for a distribution are designated as x;, it is common to designate
the mean by the notation x . Using the dice distribution, the calculation to
find the mean is as follows:

1 2 3 4 5 6 7 8 9 10 11
§éx2+§éx3+§éx4+§éx5+§éx6+§éx7+§éx8+—3—éx9+§éx1O+§éxll+§éx12
=(2+6+12+20+30+42+40+36+30+22+12)/36
=7

The dice distribution is particularly uninteresting since the mode, median,
and mean are all the same. Such a distribution is said to be symmetric, and
many distributions are indeed so. It is, however, by no means always the case,
as some examples later in this paper illustrate.
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Other Measures of Interest

Other measures of interest are those that determine how close the rest of the
distribution is to the center. One method is to measure and quote the range of the
distribution.

® Range is the distance of certain points in the distribution from the mean.
Typically the maximum and the minimum observations in the distribution are
used.

In the dice distribution, the range could be stated as 7 + 5. The value 5
indicates how far the furthest value is from the mean, but does not give any
sense of whether there are values anywhere in between. The distribution in
Figure 6 has a mean of 7 and a range of 5, but is not in any useful way similar
to the real dice distribution.

2 3 4 5 6 7 8 9 10 1 12
18 18

Figure 6 Hypothetical dice distribution with a mean of 7 and a range of 5

A more useful way to measure the centrality of a distribution is to compute an
average of the deviations from the mean. By definition, a simple average of
the deviations is zero — they cancel from each side of the mean since the
mean is the balance point. The sign of the deviation from the mean can be
ignored by squaring the value, and then taking the mean of the squared

values, resulting in a measure called the variance!.

® Variance is the weighted average of the squares of the deviations of a
distribution about its mean. Because it is in units of the square of the units of
the values upon which the distribution is based, it is sometimes difficult to
relate the variance to the visible characteristics of the distribution. Thus, a
more useful value is the standard deviation, the square root of the variance.
Being the square root, the standard deviation is in the same units as the
distribution.

1. Thisprocedureisnot asarbitrary asit may seem. In terms of mechanics, the mean measuresthefirst moment of the
distribution (whereit balances), and the variance measures the second moment (the resistance to rotation).
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1 2 2.3
§éx(—5) +3—6X(—4) +3—

6

The variance computation for the dice distribution is as follows:

2. 4 2.5 2.6 2.5 2.4 2 3 2. 2 2. 1 2
X(—3) +3—6X(—2) +3—6X(—1) +3—6><0 +3—6X1 +3—6X2 +3—6X3 +3—6X4 +3—6X5
_(5+32+27+16+5+0+5+16+27+32+25)
36
= 5.83

Details on the above variance computation can be found in Appendix B later
in this document.

Standard deviation is the root mean square of the deviations of a distribution
about its mean.

Typically denoted by the Greek letter o, the value of the standard deviation
can be written as o, if a reminder is needed to relate it is the standard
deviation for the observations designated by x. Thus, the variance is written
as o or o

For the dice distribution, the standard deviation is ./5.83 = 2.42. For
comparison, the variance and the standard deviation of the second,
hypothetical distribution are 25 and 5, respectively. (The deviation of every
value in the hypothetical distribution is exactly 5, and, for this reason, the
standard deviation is also 5. However, the deviations in the real dice
distribution are themselves distributed, hence the standard deviation gives
some measure of this distribution.)

Computing the standard deviation helps measure the centrality of the
distribution. Since the standard deviation of the real dice distribution is 2.42
and that of the hypothetical distribution is 5, the first distribution is more
central than the second.
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The Binomial Distribution

12

Reconsider the distributions generated by the tossing of coins.

For a coin toss, assume the probability of getting a head is p, and the probability
of getting a tail is 4. The first thing to note is that for any coin, g + p = 1 — the
assumption is the result can only be a head or tail. By definition, a fair coin is one
whereg=p=1/2.

Consider four successive tosses of a fair coin. Using the repeated application of
the first probability law, the probability of four heads is p* = 1/16. The
probability of achieving the sequence head, head, tail, tail is, by similar
reasoning, also 1/16.

An interesting question arises when one considers four tosses of a fair coin —
what is the probability of three heads and one tail, in any order? The possible
results of four throws consisting of three heads and one tail, are:

heads heads heads tail

heads heads tails heads
heads tails heads heads
tails heads heads heads

The probability of each combination is 1/16. The four combinations yield a total
probability for three heads and one tail in four tosses, in any order, of 4/16 =1/4
or 25 percent.

Suppose a coin is not fair, with a lump of lead attached to one face that results in
the probability of a head being p = 2/3, and the probability of a tail being

g =1/3. In this case, the probability of three heads and one tail, in that order, is

(2/3)% x (1/3) = 8/81. Since there are four combinations with three heads and one
tail, the total probability for three heads and one tail in four tosses of this unfair
coin, in any order, is 4 x 8/81 = 32/81 or nearly 40 percent — making heads more
likely makes the probably of three heads in four tosses more likely.

In general, it is necessary to be able to count the number of combinations that
have so many of one outcome and the remainder of the other. Let these numbers
be x of the outcome with probability p, and n — x be the outcome with probability
g. Just as it is required that g + p = 1, equally, and equivalently, (n—x) + x =1,
where 7 is the total number of discrete events in the outcome.
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Considering 1 discrete events (such as the number of tosses), the number of
ways to get x of the p-outcome is called the number of combinations of x out of
n. This is written as:

n

X

¥

See Appendix C for more information.

In the case of the three heads and one tail outcome discussed above:
4 _ 4 24

(3) 3 x 1! 6x1

Putting this together with the computation of probability above, it can be seen
that the frequency of occurrence of the outcomes with x; of events with probably
p (and thus n — x; events with probability q, where g + p = 1) is:

B

Distributions that result from populations with these frequencies are termed
binomial distributions, since the above formula corresponds to the successive
terms in the expansion of the binomial expression (p + q)" .

To illustrate, the outcomes of 10 throws of an unfair coin. What is the frequency
distribution of 0, 1, 2, ... 9, and 10 heads, if the 10-throw experiment is repeated
a large number of times? Figure 7 illustrates the results of the computations.

0 1 2 3 4 5 6 7 8 9 10

1.69E-05 3.39E-04 3.05E-03 0.016 0057 0137 0228 0260 0195 0.087 0.017

Figure 7 Results of unfair coin toss
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These results are easier to understand when viewed as a distribution (Figure 8).
0.30

0.25
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0O 1 2 3 4 5 6 7 8 9 10
Coin Toss

Figure 8 Results of unfair coin toss viewed as a distribution

The mode of this distribution is 7 — the outcome with 7 heads and 3 tails is seen
most often, 26% of the time.

The probabilities from 0 to 6 account for approximately 44 percent of the total
distribution, and those from 0 up to 7 total approximately 70 percent.
Consequently, the median is a value greater than 6 and less than 7. Since this
distribution is actually discrete — there are no values possible between the
whole numbers — there is no exact value that can be assigned to the median.
Observe that the 7-column represents 26 percent of the total probability, and that
0.62 of that is 16 percent. Combined with the 44 percent of the total probability
represented by the total up to the 6-column, these results give a mathematical
median of 6.62.

By direct computation, the mean value for this distribution is 6.67. While this
distribution is discrete, the mean value can still be 6.67 as this is the point about
which the distribution balances.

By direct computation, the variance of this distribution is 2.22, resulting in a
standard deviation of 1.49. This indicates that the distribution is strongly
centralized.
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The fact that there is a way to mathematically describe the probabilities of the
binomial distribution holds the promise for finding a formula for the mean and
the variance (and hence the standard deviation). The mathematics needed to
accomplish this is shown in Appendix D. Using such techniques, the following,
and perhaps surprising, results are found:

X = np
2 _
o” = npq
From these formulee, calculation shows that the mean is 10 x 2/3 = 6.67, and that
the variance is 10 x2/3 x 1/3 = 2.22, as formerly found by direct computation.

That the mean should be np is not surprising — it indicates that, on average, if
an unfair coin is flipped, it has a chance of coming down on a given side with
probability p. If this is repeated n times, np of those sides will be seen. It is by no
means so obvious that the variance should be npg.

Statistical Models

A distribution such as the binomial distribution is called a statistical model. It is
used by noting that certain processes or events in the real world fit the
assumptions of the model. In so doing, it is possible to derive or infer additional
characteristics of the real world situation by understanding the behavior of the
model. Care must be taken to ensure that assumptions are met.

The assumptions that have been made for the binomial distributions include:

¢ The probability of the events that are the constituents of a single observation
are independent, and that this probability, p, is constant.

® The events that are the constituents of a single observation either happen, or
they do not happen.

® The number of events that are the constituents of a single observation is
constant, and is the value n.

The values p and 7 are called the parameters of the binomial distribution, since
when these are known, all the features of the distribution are known.
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For example, the results of the statistical model can often be applied in reverse.
Assume that CD-ROM discs are purchased in boxes of 500, and a shipment of
100 boxes is received. In use, manufacturing defects that render CD-ROMs
unusable may be found. Assume the number of defective discs is recorded, with
the following results:

Failures/Box 0 1 2 3 4 5 6 Total

Number of 45 36 13 4 1 1 0 100
Boxes

Frequency 0.45 0.36 0.13 0.04 0.01 0.01 0 —

Table 3 Frequency distribution of CD-ROM defects

Note this experiment fulfills the requirements to be modeled as a binomial
distribution.

By multiplying the failures per box by the frequencies and summing, a mean of
0.830 is obtained for this distribution, indicating there are, on average, 0.830
failures per box. What is the probability of failure for an individual disk? The
mean is equal to np, where 1 is the number of CD-ROMs in a box. With 500 discs
per box, an estimate of p = 0.0166, or approximately 1 in every 600 is obtained.
The variance can also be estimated as npg, the value 0.828 or, equivalently, a
standard deviation of 0.91.

Computing the binomial coefficients, based on the parameters p = 0.0166, and
n = 50, the expected number of boxes with the given number of failures is
predicted. It can be seen that the agreement between the observations and the
predictions is reasonably good (Table 4).

Failures/Box 0 1 2 3 4 5 6 Total

Observed 45 36 13 4 1 1 0 100
Boxes

Predicted 44 36 15 4 1 0 0 100
Boxes

Table 4 CD-ROM defects, compared to binomial model
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Another example illustrates how predicted and observed results may not match.
Consider a stacked-platter disk drive with 1000 sectors per cylinder and 1000
cylinders. Assume the disk drive controller remaps failing tracks, those in which
any sector on the track fails. Further assume the drive contains 40 tracks
designated as targets for remapping, and that after two years all of these tracks
are used. Table 5 describes the distribution of failures per cylinder found after
testing. The mean is 0.147 and the predicted number of failures is shown,
assuming a binomial distribution with p = 0.147/1000, and # = 1000.

Failures/Cylinder O 1 2 3 4 5 6 7 8  Total

Observed 919 45 19 10 4 1 1 1 1 100

Cylinders 0

Predicted 863 127 9 0 O O 0O 0O 0 100

Cylinders 0
Table 5 Disk drive failures, compared to binomial model

In this example, the predicted numbers do not match the observed numbers. It
can be deduced that the assumptions underlying the binomial distribution are
not operative here, most likely that the probability, p, of a cylinder failure is not
the same for every cylinder. This is not unexpected, since the cylinders of a
multiple platter disk occur at differing radii, with different recording densities, at
different angles to the recording head, with differing linear speeds past the head
sensors. In the previous CD case, the assumption of equal probabilities is more
likely to hold as the production of each CD is independent, yet produced by an
equivalent process.

The Poisson Distribution

Previous examples applied the binominal distribution to situations with a large
number of items where the probabilities of the events of interest were small, such
as a manufacturing process.

This situation is similar to those found when dealing with the behavior of
systems. Consider the arrival of HTTP requests at a Web server that result from
users clicking on links in browsers. Assume that 2400 URL requests, or hits, are
observed over the course of an hour, for an average of 40 hits per minute. How
would an estimate of how many of the minutes have no requests be found, how
many would have 1 request, and 2 requests, and so on?
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The first two assumptions that apply to the binomial distribution are likely to
hold:

¢ The probability of the events that are the constituents of a single observation
are independent, such as the arrivals in each minute, and that this probability,
p, is constant (ignoring, for the moment, variations over the period of a day).

® Events that are the constituents of a single observation either happen, or they
do not — an URL request is either made, or it is not.

However, in order to use the binomial statistical model, the total number of
events must be known — those that occurred, and those that did not occur.
Remember, 7, the total number of events, is a parameter of the binomial
distribution.

There is no way of knowing how may URL clicks users did not make on links in
their browsers. But what can be safely assumed is that the number made is small
compared to the number that could have been made. That is, the probability
value, p, is small, and, by the same assumption, g = 1 — p is very close to one.

In the situation discussed above, the average, or mean, is known — the number
of hits per minute. In this case, the mean is 40 hits.

X =np =40

The variance, npq, of the binomial distribution can be written as %(1- p). Since
1-pis close to 1, this can be taken as being nearly equal to %, in this case, also
the value 40.

This limiting case of a binomial distribution, where the number of possible events
is very large, and the probability amongst those large number of events is very,
very small but the mean is known, is termed a Poisson' distribution. This mean
value is designated A, and is the (only) parameter of the distribution.

The following formula gives the probabilities of a Poisson distribution — the
probability there will be exactly x; events in a given interval, with parameter A:
i
e A

X!

1. Thisdistributionisnamed after Siméon Denis Poisson, the French mathematician who investigated, and in 1837
published, many of the properties of thisdistribution.
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Based on the discussion above, for the Poisson distribution:

X=X\

o’ = M
Based on the parameter of the example above, with A = 40, the statistical model
can be determined. Figure 9 illustrates the probabilities for values from 0 to 60.

The mean of this distribution is 40, and appears close to being both the median
and the mode value as well.

0.07 _

0.06 Fana N
0.05 / \
0.04 /

\
0.03 / \
0.02 / \
0.01 / \

Figure 9 Probabilities for the example Poisson distribution

The graph and its underlying computations indicate that the probability of
receiving exactly 40 hits per minute is 0.063, or 6.3 percent. While 40 is the mean
value of this distribution, the probability of experiencing that exact value is
small — a requirement for the Poisson statistical model.

Typically, the question of interest is not the probability of getting exactly the
average number of events per interval, or even exactly the probability of getting
some other number of events per interval. What is of more interest is looking at
the graph and seeing that 99.9 percent of all hits occur at a rate of approximately
60 per minute or less. If 40 represents the mean over a period of time where the
load averages remain constant, a Web site only needs to accommodate a peak
load of 60 hits per minute to cope well. At this level, there is only 1 chance in
1000 (0.1 percent) that a URL request cannot be served immediately’.

While missing only 0.1 percent of the requests is very good service, the purpose
of the Web site determines the level of acceptability of these results. For some
sites, such as those performing on-line stock trading, the chances of not serving a
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URL request immediately must be less than 1 in 10000. In such an environment,
the Web site would need an increase in handling capacity (estimated from the
graph) to a service rate of 65 hits per minute.

Using the appropriate formula, the variance is also 40, resulting in a standard
deviation for this distribution of 6.32. The typical rules of thumb are as follows:

® The 1 in 1000 level is the mean + 30, a value of 56.9 for this distribution
® The 1 in 10 000 level is the mean + 4o, a value of 65.3 for this distribution

A look back at the CD failure scenario from the previous section may prove
interesting. In that example, the average failure rate was 0.830. The numbers
predicted by a Poisson model for the distribution with this same parameter,

A =0.830, is shown in Table 6, together with the original data. Note that even in
this case, the actual probability (which was found to be 0.0166) is small enough,
and the number of instances (which was 500) are large enough, for there to be no
practical difference between the binomial and the Poisson distribution.

Failures/Box 0 1 2 3 4 5 6 Total
Observed 45 36 13 4 1 1 0 100
Boxes
Model
Poisson 44 36 15 4 1 0 0 100
Model
Table 6 Binomial and Poisson model results for the CD failure example

Figure 10 illustrates the actual Poisson probabilities for the CD failure example.
It is a general property of the Poisson distribution that if the parameter A is less
than 1, the graph is L-shaped, asymmetrical towards the left-hand side. If the
parameter A is greater than 1 (as in the example above), the graph is more
rounded, and becomes more symmetric as the value of ) increases.

1. Another whte paper discussesthe strategiesthat may be adopted if thismaximal rateis exceeded. For themoment,
assumethat excessive requests are simply not answered.

Understanding Statistics and Queuing



Summary
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Figure 10  The Poisson probabilities for the CD failure example

Many similar arrival rate and occurrence per unit problems exist for which the
Poisson statistical model is the appropriate way of describing and understanding
the underlying process.

The white paper reviews the concepts of probability, and shows how this leads
to the concept of a distribution. Distributions are the bases for the description of
statistical models, which are ways of summarizing and making predictions about
processes that are seen operating in the real world.

In another white paper on this topic, further statistical models are introduced,
and the use of the models in more situations that occur in the architecting of a
Web site, or similar e-business system, are investigated.
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The Birthday Problem A=

There is an age-old probability question known as The Birthday Problem. The
question is deceptively simple — how many people must be in a room so that
the probability of at least two of them having the same birthday is more than 50
percent?

Many conclude that the answer is 183, a value just greater than 50 percent of 365,
the number of days in a year. While this answers the question of how many
people are needed in a room so that the probability of one person having the
same birthday as yourself (or some other designated person) is more than 50
percent, the original question really asked about at least any two people having
the same birthday.

If a room contains 366 people, and if leap year considerations are ignored, a
repeated birthday must exist in the room. That is, the probability of a repeated
birthday is one. Because the question deals with probability, it should be thought
about in that way. As with many such problems, it is actually easier to think
about the probability of there not being two birthdays on the same day.

Consider people entering the room one at a time. When the first person enters
the room, the probability of there already being a person in the room rnot having
the same birthday is one — it is a certainty as there is no one else in the room.
When the second person enters, the probability that there is not already a person
in the room with the same birthday is the probability that the first person does
not have the same birthday as the person entering — 364/365 — that the first
person’s birthday is different. For the third person, the probability that the
people already do not have the same birthday is 362/365. The probability that
the first and the second and the third person do not have the same birthday is,
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these probabilities multiplied together. As the number of people increases, the
probabilities continue to multiply. By the time there are, say, 6 people, the
probability that no two people in the room have the same birthday is:

364 363 362 361 360 _

1X3—65X:¥5X:¥5X3765X3—65 = 0.9595...

Of course, the probability that two birthdays are the same can be obtained by
subtracting the result from 1. In fact, the graph in Figure A-1 shows the value of
the probability that two birthdays are the same as the number of people in the
room increases from 1 to 60. This data illustrates that after a slow start, the

probability that two people have the same birthday increases rapidly — by the
time 60 people are present, the chances are indistinguishable from 1, a certainty.

wl
|

0

T T T T T d

0 10 20 30 40 50 60

Figure A-1 The probability that two people in a room have the same birthday

The original problem asked how many people must be in the room for the
probability to exceed 50 percent. The computations and graphical results show
that at 22 people, the probability is just under 1/2, and at 23, it is just over. So,
the answer is 23!
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The Mathematics of Mean and Variance B =

Designating the variate — the set of values whose frequency of occurrence that
are being measured — by the symbol x, each different observed value can be
designated as one of the set of values x;, where i runs from 1 to k, and the
corresponding relative frequency of each of the values x; is f;. Then:

k
Efizl
i=1

The mean of the x; values, written as x, is defined by:

k
X = Efixi
i=1

The variance, equal to the standard deviation squared, where the standard
deviation is written as o,, or more simply, when it is understood that it is the x-
distribution that is being discussed, o, is defined by:

k
6% = 3 f.(%—%)°
i=1
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o3

This last formula can be simplified, through a sequence of steps. First, multiply
the content of the parentheses, to obtain:

k

310 =250+ %)
i=1

2
(o)

K k k
=3 fixiz—zxz fixi+(5<)22 f;
i=1 i=1

i=1

k
Noting that E fix = %, and that E f, = 1, the equation above can be rewritten
as: i=1 i=1

k

2
o

k

2 2 2
N X —2X+x
i=1

K
D f.x2—x

i=1

Using this formula, the variance of the dice distribution, oiice, may be
recalculated as follows:

1 2

2 2. 3 2. 4 2. 5 2, 6 2.5 2. 4 2. 3 2 2 2,1 2 2
3—6X2 +3_6X3 +3—6X4 +3—6x5 +3—6X6 +3—6X7 +3—6X8 +3—6X9 +3—6><10 +3—6X11 +3—6><12 -7
:(4+18+48+1OO+180+294+320+324+300+242+144)_49
36
= 583

This calculation does indeed result in the same value.
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Combinations and Combinatory
Notation C

The number of ways that x things may be chosen from 7 is designated by the
notation:
n
X
(

Mathematically, choices refer to groups of items where the order of the items in
the group is of no interest. When order matters, these groups are called
arrangements, or permutations.

The number of ways in which 7 things can be arranged is determined by
considering the following. There are n selections from the available items for the
first position in the arrangement. There are only n — 1 possible selections for the
second position, and so on, until there is only one selection for the last position.
This is an arrangement or permutation, and the computation is similar to the
first law given for probabilities.

The number of different arrangements of five items is 5x 4 x3 x2 x 1 =120.

This value formed by multiplying an integer n by all the integers less than it
down to 1, is designated mathematically by the notation !, termed n factorial').

If there is interest in only the combinations of just x of the n items, then first
consider the arrangements of just x of the items. There are n choices for the first
position in the arrangement, n — 1 for the second, and so on, stopping after x

1. By convention, 0! (zero factorial) isdefined to havethevalue 1.
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items are selected. The last number used in the multiplication is 7 — x + 1 — the
numbers from #n — x down to 1 are not used. This is equivalent to n!/(n —x)!, in
which all the numbers from #n — x to 1 are removed by division cancellation.

Secondly, there is no care for how the items are arranged in the combinations,
and all arrangements of the x items chosen are equivalent. The number of
arrangements must be reduced by dividing it by the number of arrangements of
the items to be rearranged, which is x!. Thus,

(n) - (ni!x)! _ n!

X X' 7 x(n=x)!

From this, it is noticed that:

(3 = wm=z = (a0
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The Mean and Variance of the Binomial
Distribution D

As previously noted, the frequencies f; of the values x; of the binomial
distribution, with parameters n and p, are the terms of the expansion of the
binomial expression (p + 9)" where p + g = 1. Keep in mind that, consequently,
(p +9)" = 1. This expansion can be represented as:

n+1

(p+q)" =Y (2) pig % =i-1

i=1

Since the sum of the terms is the sum of the frequencies, the fact that this
formula guarantees that the sum of the frequencies is one is reassuring.

The mean, X, is the weighted sum of the frequencies:

n+1
X = E ()T) pxiqn_xixiv X =i-1
=1
Now,
n. _  n _ (n-1t _ /n-1
<Xi>xi G CE VI ”(xi—1>
and
X Xl—l
p =p*p -
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Thus, the above summation can be rewritten as:

n+1

oS (e
i=1

Similarly,

np(p+q)" "

np

n+1 n Xi N—=X;
2 (Xi>p Iq I(Xi_x)z’ Xi = I_l
i=1

n+1 % nex
> (Q) plg OC—2xx+X5)x =i—1
i=1" "

2 2
np+n(n-1)p~—2(np)(np) + (np)
np(1-p)
npq

30 Understanding Statistics and Queuing



The Probabilities of the Poisson
Distribution E

Finding the probability density function of the Poisson distribution algebraically
requires revisiting the binomial distribution. Recall that the probabilities for the
binomial distribution are the terms of the binomial expansion of (7 + p)". An
easier way to examine this is to introduce an additional term into the binomial
expression, (7 + pt)"". The binomial expansion then yields:

(8) qnt0+ <2> qn—lpt + (g) qn—2p2t2+ <2> qn—3p3t3+ 4 (2) quntn

The term, t, acts as a marker of the value that is the probability of the occurrence
of the value x; in the distribution. The expression (g + pt)" is called a probability
generating function (pgf), and in this case, is the pgf for the binomial distribution.

Write A = np, from whence p = A/n. Hence, the expression for 4 can be rewritten
as:

q=(1-p) = (1-3).

The binomial pgf, with p and g rewritten, is:

(020" = o252
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The Poisson distribution is that obtained when A remains constant, as n gets
larger and larger.

Algebra texts define the exponential function as the limit as n tends to infinity:

k _ k"

¢ = Jim (1+7)

By writing k = A(t — 1), in the limit, as n tends to infinity, the binomial pgf formula
above becomes the function:

=D

This is the pgf for the Poisson distribution. Using the standard series expansion
for the exponential function:

2.2 3.3 4.4 i
Mt=1) _ b M _ A AN N AT
et e ey T )

This pgf reveals that the probability of exactly i events in a given interval, is, by
picking the term with #' in it, equal to:

e—k }\'i

Similarly, the binomial variance, npg, is rewritten as A(1 — A/#n). The limit of this,
as n tends to infinity, is A — the same value as the mean. As a result:

02:K.
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