Firewalls Compare Sheet

All rights Reserved
Created by NtWaKO0@SafeHack.com

| Tested Products |

BlackICE 3.6
Kerio 2.1.5
McAfee Desktop FW 8.0
Norman Firewall 1.3
Norton Firewall 2003
Sygate Personal FW 5.0
Visnetic 2.02
ZoneAlarm 3.x

Usability Comparison BlackICE Kerio McAfee  Norman Visnetic ZoneA
Easy Setup YES YES YES YES YES YES YES YES
Ease of Use Very Good |Good Good Very Good (Good Very Good |YES Good
Easy Interface (GUI) YES YES NO YES YES YES YES YES
User Level ALL Intermediate |Intermediate |ALL Intermediate |ALL Intermediate |ALL
Regular (online) Updates NO YES NO NO YES YES YES NO
Clean un-installation NO NO NO NO NO NO NO NO

Security and Privacy
Security Effectiveness Good Good Good Very Good (Good Very Good |Very good [Good
Protect system after installation YES YES YES YES YES YES YES YES
Restricts Java Applets & ActiveX NO YES NO YES YES NO NO YES
Support Privacy Control NO NO NO YES YES NO NO YES
Support Ad Blocking NO NO NO YES YES NO NO YES

Application Control YES YES YES YES YES YES YES YES

Firewall Rules
Allows Custom Rules YES YES YES YES YES YES YES NO

Easy to Maintain Firewall rules YES NO NO YES YES YES YES NO

Logging
Extensive Logging NO NO NO NO YES YES NO NO
Central logging NO YES NO NO NO NO NO NO
Export Logs YES YES YES YES YES YES YES/NO NO

Log Packets YES YES NO NO NO YES NO NO




Corporate Features

Central policy NO NO NO NO NO NO NO NO
Remote management? NO YES NO NO NO NO YES NO
Runs as service YES YES YES YES YES YES YES YES
Pre-configured install ? YES YES YES YES YES YES YES YES
Support Trusted Zones NO YES YES YES YES YES YES YES
Lockdown NO YES NO YES YES YES YES YES
Antivirus NO NO NO NO NO NO NO NO
Encryption NO NO NO NO NO NO NO NO
Mail attachments NO NO NO NO NO NO NO NO
Small footprint NO YES NO YES NO YES YES YES
Platform
Win9x YES YES YES YES YES YES YES YES
NT YES YES YES YES YES YES YES YES
Win2k YES YES YES YES YES YES YES YES
XP YES YES YES YES YES YES YES YES
|Free |NO [NO [NO INO [NO [NO/YES  [NO INO/YES |

Attacks Comparison

BlackICE Kerio

McAfee

Norman

Norton

Sygate

Visnetic

ZoneA

Protect against port scan YES YES YES YES YES YES YES YES
Protect NetBios information YES YES YES YES YES YES YES YES
Protect outbound connections NO YES YES YES YES YES YES YES
Protect against ICMP packets NO YES YES YES YES YES YES YES
Protect against SYN packets YES YES YES YES NO YES YES YES
Protect against FIN packets YES NO NO NO NO YES NO NO
Protect against URG PUSH NO NO NO YES NO YES YES NO
Protect against URG ACK SYN NO YES NO YES NO YES YES NO
Protect against ICMP (Request) YES YES YES YES NO YES YES NO
Protect against attacks (AutoBlock) [YES NO YES NO YES YES YES YES
Protect against a specific port YES YES YES YES YES YES YES NO
Protect against ONE IP YES YES YES YES YES YES YES YES
Protect against MULTIPLE IPs YES YES YES YES YES YES YES YES




